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Mission critical

e Robust

e Reliable

e Resilient

e Secure

e High spectral efficiency

e Multi slot operation

e Cost-effective geographical coverage

e Authentication and advanced air interface
encryption

¢ Full end-to-end encryption

¢ Immediate remote disablement of lost or
stolen devices

¢ Interoperable secure Virtual Private Networks

e Rapid call set-up and group call activation
inside 500 milliseconds

e Exceptional call quality



NS
TETRA

=

TRUSTED - ALWAYS - EVERYWHERE

Standard of choice

e Direct mode and repeater operation

e Gateway mode operation

e SDS and IP data communications

e Simultaneous voice and data

e Wide range of data applications

¢ Interoperability with public voice and data
networks

e ATEX radios for use in hazardous environments

e Portable stand-alone systems for rapid
deployment

e Open standard supported by multiple
manufacturers

e Ongoing investment and development

e World-leading Interoperability Certification
Process
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Introduction

TETRA (Terrestrial Trunked Radio) technology is a mature and
proven technology in use throughout the world delivering
secure, reliable and robust critical communications.

TETRA is an ETSI standard created from a groundbreaking
collaboration within the critical communications community.
This effort successfully established a standard designed to
address the diverse needs of public safety and government
users, commercial professional users, operators, spectrum
regulators, manufacturers and all stakeholders involved in
advancing critical communications.

TETRA is the critical communications technology used by
governments around the globe. The rapid acceptance of
TETRA by the public safety sector has catalysed its adoption
by an increasingly wide range of markets. These include

air, rail, road and water transport, utilities, mining, the oil
and gas exploration, extraction and delivery industries,
commercial, retail and leisure organisations — all benefiting
from the unique properties of TETRA networks, whether
using a large or small network deployment.

TETRA is regularly deployed to ensure resilient and secure
communications at major sporting events including the
Olympic Games, the FIFA World Cup and Formula One racing.

TETRA networks are deployed across the world, with millions
of terminals delivering critical communications voice and
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data services, and vendors are providing open interfaces
to ensure a wide range of applications and control room
solutions are available for user organisations to select from.

The success of the TETRA standard speaks for itself.
This guide is intended as a brief introduction to TETRA.

Should you require any further information please do get in
touch with us at admin@tcca.info

Setting the Standard

The TETRA standard is specified by ETSI and backed up by a
robust interoperability process owned by TCCA that enables
any manufacturer to develop infrastructure and devices that
will fully interoperate with each other.

As the TETRA standard is supported by an increasing number
of independent manufacturers, this interoperability stimulates
competition, provides second source security and allows a
greater choice of vehicle and hand-portable terminals and user
applications.

As with all standards, there is flexibility in how TETRA
technology could be implemented. To ensure that users benefit
from the best possible quality and economies of scale, the
TETRA Association, now TCCA, created the Interoperability Test
and Certification (IOP) process. Member manufacturers and
operators agreed how the standard should be implemented,
and incorporated priorities and new requirements from the
growing user community.
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TETRA technology is a ‘living’ standard, continuing its
development and evolution through the work of ETSI and TCCA.
New security mechanisms, together with new encryption

and authentication algorithms, are introduced to keep TETRA

secure well into the future.

Supporting information is available at www.etsi.org and
https://tcca.info/tetra/home/

Communications security and privacy

Communications security is a prerequisite for public safety
agencies, and a key requirement for the increasing number of

other critical communications users that rely on TETRA.


http://www.etsi.org

A key feature of TETRA is the protection of the radio connection
between devices and radio sites through the application of
advanced Air Interface Encryption techniques. End-to-end
encryption can be added to maintain security throughout

the system from device to device. TETRA’s security measures
deliver the strongest levels of protection, ensuring the privacy
of conversations and the secure transmission of sensitive data.
The TETRA standard has additional quantum-safe algorithms
ensuring that the highest standards of security can continue to

be maintained.

Mutual authentication at the connection between device and

network controls traffic to ensure that transmissions are from
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authorized users. If a terminal is misplaced or stolen it can be
remotely disabled immediately.

TETRA allows networks to be partitioned. If a network is shared
among different user organisations, it is essential to be able

to isolate these different organisations from each other. This
ensures that different user groups and organisations have
access to private communications over their own Virtual Private
Network. If interoperability between agencies is required, this
can be provisioned immediately and securely.

Unrivalled voice capabilities

TETRA offers an extended range of voice capabilities. A critical
feature is voice quality, and voice clarity is exceptional due

to digital technology and special coding algorithms that help
to screen out background noise. In particular, TETRA voice
intelligibility in noisy environments is excellent, making TETRA
suitable for use on the apron at airports and other high noise
level environments.

TETRA delivers high spectral efficiency- using a 25kHz TDMA
channel with 4 timeslots. A voice channel only requires the
equivalent of 6.25 kHz of spectrum.

TETRA is designed to provide efficient and fast group-oriented
communication at the touch of a button —inside 500 ms —
enabling instantaneous group communication, collaboration
and coordination. TETRA also supports point-to-point and

full duplex voice calls. Many TETRA solutions also enable calls
to be recorded for analysis to refine crisis management and
operational procedures.
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TETRA in Direct Mode Operation (DMO) allows radios to
communicate directly without a network, while a DMO Gateway
acts as a bridge to the main TETRA network (TMO), allowing DMO
users to communicate with TMO users without interference.

Empowering Mission-Critical Communication
with TETRA Data

TETRA continues to play a vital role in mission-critical
communications by enabling seamless access to a wide variety
of applications. From fast real-time messaging and location
tracking to the transmission of images, TETRA ensures users
have the tools they need to operate efficiently and effectively.

With a robust suite of data features, TETRA supports these
applications with the same high standards of quality, reliability,
and security as its voice services—all delivered over a single,
unified network. For added flexibility, the standardised
Peripheral Equipment Interface (PEI) allows easy integration
with external devices such as mobile computing, alarm systems
and vehicle integration.

TETRA's status messaging feature enables users to quickly
communicate operational changes, such as going off duty,

and can also trigger automated functions such as toggling
gateway mode. Its Short Data Services (SDS) offer enhanced
capabilities beyond traditional SMS, including group messaging
and extended messages of up to 1,000 characters. This makes
SDS the preferred choice for critical communications where
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reliability and speed of delivery is paramount—such as task

allocation or database queries.

TETRA offers also IP packet data services to integrate data
applications which do not require high data bandwidth but need
reliable and fast data transmission and TETRA priority services.
Examples include critical business networks such as those used
for electricity, oil and gas. Investments made in TETRA voice

services will thus be utilised also for data applications

Hazardous Environments

TETRA systems are now widely adopted in sectors such

as utilities, oil, and gas, where safety is paramount. In



environments with explosive substances, dust, or gases, ATEX/
|IECEx certified TETRA terminals provide a reliable and safe
communication solution, meeting stringent safety standards.

Feature Rich Dispatch and Enhanced
Operational Awareness

Even simple status messaging plays a vital role in enhancing
user safety and lays the foundation for a robust, responsive
resource management system.

With GNSS-enabled TETRA radios and terminals, teams and

vehicles can be effortlessly tracked by location, enabling
smarter, faster decision-making. In addition, device users can



easily share their operational statuses (e. g. on duty, on lunch)
with simple short data message. These location and status
data are enriched by integrated applications that provide a
real-time operational overview—including officers’ specialist
skills—ensuring the most suitable resources are dispatched to
each situation.

This intelligent coordination not only boosts efficiency but also
enhances safety. Officers can respond confidently, knowing
their exact location is visible to the control room. In the event
of an emergency, they can quickly request support via voice
communication or by activating their radio’s emergency alert.

These capabilities are just as powerful in private TETRA
networks, supporting a wide range of industries. For instance,
utility companies can deploy engineers to remote sites like
pylons and substations with the assurance that help is just

a signal away. In the transport sector, TETRA integrates
seamlessly with GPS vehicle tracking to deliver real-time
timetable updates to passengers. Fleet managers can also
respond dynamically to demand, adding vehicles or adjusting
routes as needed.
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TETRA in Action

TETRA is widely chosen for mission critical communications by
public safety, transport, and utility sectors primarily because of
its design philosophy centred on Robustness, Resilience, and
Reliability.

Robustness: Built to Withstand Stress

TETRA’s ability to maintain operations under challenging
environmental conditions and high traffic load:

Ruggedised Terminals

TETRA radios (handhelds and mobile) are typically built to high
industrial standards (like IP ratings for dust/water and MIL-STD
for shock/vibration) to operate in harsh environments (fire

scenes, severe weather, industrial sites).

Dedicated Spectrum

TETRA operates on dedicated, licensed spectrum. This prevents
the network congestion and interference issues common on
commercial networks during major public events or large-scale

emergencies.

Clear Voice Quality

The digital standard ensures consistent voice clarity even at
the edge of cell coverage, which is crucial for safety-critical
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instructions. TETRA is designed for high-quality, real-time voice,
which is prioritised over high-speed data.

Resilience: Ability to Recover/Maintain
Service During Failure

TETRA’s capacity to continue functioning or quickly recover even
when parts of the network infrastructure are damaged or fail:

Air Interface Resilience

The protocol is designed to handle interference and fading
typical in urban canyons or challenging terrains, ensuring the

communication link is maintained.

Direct Mode Operation (DMO)

Crucial resilience feature. If base stations (TETRA sites) fail, or
users are out of network range (e.g., deep inside buildings,
tunnels), the radio terminals can switch to DMO, allowing
direct, walkie-talkie-style communication between them.

Fall-Back Mode / Local Site Trunking

If the connection between a base station and the central
network core is severed (e.g., fiber cut, backhaul failure), the
base station can automatically enter a “fall-back” or “local
trunking” mode. It continues to provide essential services to
all users within its cell area, effectively acting as a standalone
system until the central link is restored.
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Network Redundancy

TETRA networks are built with extensive redundancy at the
network core level (e.g., dual switches, redundant power
supplies) and often use meshed or ring network topologies for
backhaul links between base stations. If one link fails, traffic

is automatically rerouted via a backup path with minimal

interruption.

Power Backup

Base stations are typically equipped with uninterruptible power
supplies and battery banks capable of running the site for
extended periods, making them resilient to power grid failures

during a disaster.

Reliability: Consistent, Dependable
Performance

TETRA's predictable and consistent performance, particularly

in terms of call setup and availability.

Priority and Pre-emption

TETRA features advanced call prioritisation. In high-demand
scenarios, lower-priority calls can be temporarily suspended
(pre-empted) to guarantee immediate connection for
emergency or higher-priority transmissions (e.g., a critical

command from a Fire Chief).
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Rapid Call Setup

TETRA provides extremely fast call setup times (often under 0.5
seconds for group calls). This is vital for time-critical situations

where instant communication can save lives.

Group Call Efficiency

The system is optimised for one-to-many communication
(Group Call), allowing a dispatcher or commander to address
hundreds of users simultaneously with a single transmission.
This is highly efficient and reliable for coordinating large

emergency responses.

Proven Track Record

TETRA has been the global standard for digital professional
mobile radio for decades, with major, nationwide networks
successfully supporting essential services (police, ambulance,
fire) and critical infrastructure (railways, metros, utilities) across
the world, and during major incidents and events such as

natural disasters, terror attacks, and large-scale public events.
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The IOP Test and Certification Process

TETRA offers true interoperability achieved through the 0P
Test and Certification process, a strict, independently witnessed
and tightly controlled procedure developed and managed by

TCCA to ensure a truly open multi-vendor market.

A healthy, competitive market brings proven benefits to
users such as choice of equipment and supplier, continuous
development of new products, increased product functionality

and improved price performance.

For manufacturers, it eliminates different and incompatible
implementations of the TETRA standard and provides a formal
compatibility test forum. It has contributed to a truly global

market.

Users can be confident that products awarded an |OP certificate
have been rigorously tested for conformance, and that the
functions listed in the certificate fully meet the TETRA standard.
This allows users to select equipment from a number of suppliers

to reduce the amount of system integration and testing.

The TETRA IOP process is managed by the Technical Forum (TF),
a TCCA Working Group. TCCA contracts an independent testing
house to act as the certification authority for TETRA. After each
session, the testing house analyses the test results and issues a
detailed official IOP Certificate. Test schedules and certificates

are posted on www.tcca.info where they can be accessed.
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Competitive or complementary

TETRA continues to be a trusted and proven leader in the
critical communications space. However, the landscape is
evolving, bringing with it exciting new technologies and
opportunities for innovation. For users exploring PMR/LMR
networks, this is a pivotal moment—one filled with potential
to shape communications strategies that are both future-ready
and mission-critical.

Today’s users must evaluate solutions not only for their current
functionality but also for their ability to adapt and scale with future
requirements. Whether you’re a new user building a network

from the ground up or an existing user planning an upgrade, the
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path forward can be customised. Considerations such as phased
migration, rapid deployment, increased capacity, and multi-vendor

flexibility all play a role in shaping the ideal solution.

PMR/LMR networks are no longer isolated systems; they are
integral to broader communications ecosystems. Integration
with telephony and IT networks, including full duplex voice and

data capabilities, is becoming a standard expectation.

TCCA has been instrumental in advancing broadband standards
for mission-critical push-to-talk (MCPTT), data, and video.
While widespread deployment will take time, the foundation

is being laid for a new era of broadband-enabled critical

communications, TETRA already has interworking specifications



defined to enable TETRA system integration with a broadband
MCX system, providing a hybrid solution for mission critical

communications taking the best from both technologies.

It’s important to recognise that consumer networks are
designed for profitability and population-based coverage, not
resilience and geographical coverage, and may not meet the
stringent requirements of mission-critical operations without
augmentation of the networks. Ultimately, selecting the right

technology is a strategic decision.

For organisations that depend on secure, reliable, and high-
performance communications, investing in the right solution
today ensures readiness for the challenges and opportunities

of tomorrow.

A Proven, Evolving Technology for Mission-
Critical Communications

TETRA has matured into a robust and reliable technology,
supported by a diverse and competitive supplier ecosystem.

It continues to evolve to meet the dynamic needs of users,
especially in the realm of data communications. From the outset,
the TETRA standard was designed to address a broad spectrum
of requirements, many of which have been successfully
implemented as user demands have grown. As networks

have expanded, the standard has been refined to enhance

functionality and ensure predictable and reliable performance.
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Innovative features like “Call-out” have been introduced

to support large volunteer firefighter organisations, and
TETRA pagers have been developed to extend its reach.
Manufacturers continue to deliver intrinsically safe terminals
for use in hazardous environments. The deployment of the
TETRA Inter Systems Interface (ISl) is enabling seamless cross-
border communication and interoperability between different
suppliers” equipment.

Manufacturers continue to enhance their offerings, taking
benefits from the latest technology evolution, and renewed
TETRA solutions are delivering significant performance
improvements and reduced operational costs. Enhanced

RF and switching capabilities contribute to a superior user
experience, while energy-efficient designs help lower electricity
consumption. IP-based link redundancy concepts are also
boosting network availability.

TETRA terminals have become increasingly advanced—more
functional, durable, and resistant to dust and water ingress—
while becoming more cost-effective, often outperforming other
digital technologies in terms of value.

To meet growing user demands, TETRA terminals now often
include features like RFID, GNSS, Wi-Fi, Applications capabilities,
SD card support, and man-down alarms. These capabilities,
combined with software applications and integration with
other bearers, enable seamless, efficient, and safe operations—
especially in critical infrastructure environments.
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As some users explore broadband for higher data rates,

TCCA is actively collaborating with global user organisations
and standards bodies to bring TETRA’s trusted benefits into

the broadband era. The rollout of mission- and business-
critical broadband services will depend on finalised

standards, manufacturer adoption, service agreements, and
enhancements to commercial networks for mission-critical use.
Many users with recently deployed or upgraded TETRA systems
will continue to benefit from their investment, and so it is
expected that TETRA and broadband will coexist for many years

to come.
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Today, solutions already exist for broadband interworking.
While some are proprietary, they offer a valuable bridge to
maintain TETRA’s trusted functionality and ensure that critical
voice and data services remain uninterrupted as broadband is
gradually introduced. This allows users to adapt and optimise
their operations with confidence.

TETRA remains the optimal choice for many
use cases, and will continue to deliver
reliability, innovation and value to mission-
critical users around the globe, contributing to
creating a safer world.



Advancing global critical communications
for a safer, more connected world

Members of TCCA design,
manufacture, build,
implement, utilise, analyse,
promote, develop and deploy
critical communications
worldwide.

Collectively we have created
the critical communications
of today. Together we

are shaping the critical

communications of the future.

To find out more, please
contact

Supporter of the ETSI MCX Plugtests™

THED
Market Representation Partner for
Critical Communications
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Glossary

ATEX

DMO

ETSI

GNSS

GPS

IECEx

ISl
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The ATEX directive consists of two EU directives
describing what equipment is allowed in an
environment with an explosive atmosphere. ATEX
derives its name from the French title of the 94/9/
EC directive: Appareils destinés a étre utilisés en
ATmospheres EXplosibles

Direct Mode Operation: communication between
radio terminals outside the coverage of a TETRA
radio network infrastructure

European Telecommunications Standards
Institution

Global Navigation Satellite System
Global Positioning System

The IEC System for Certification to Standards
Relating to Equipment for Use in Explosive
Atmospheres

Interoperability (of TETRA equipment)
Ingress Protection
Internet Protocol

Inter-Systems Interface
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LMR

MCPTT

MCX

MIL-STD

PEI

PMR

RFID

SD card

SDS

SMS

TCCA

TDMA

TETRA

T™MO
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Land Mobile Radio

Mission-Critical Push-to-Talk

Mission Critical Services — Voice, Data, Video
Military Standard

Peripheral Equipment Interface
Professional Mobile Radio

Radio Frequency Identification

Secure Digital card

Short Data Service

Short Message Service

The Critical Communications Association
Time Division Multiple Access

TErrestrial Trunked RAdio, the ETSI standard for

digital trunked radio communications

Trunked Mode Operation: communication
between radio terminals within the coverage of a

TETRA radio network infrastructure
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