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1. Executive Summary

This white paper provides insights from the results of a market survey of the requirements for mission-critical (MC)
broadband applications, conducted by the Mission-Critical Broadband Applications task force within TCCA’s Critical
Communications Broadband Group (CCBG).

TCCAis a strong advocate of a standards-compliant approach to help ensure interoperability and multi-vendor choice
- critical communications users should insist on MC applications that comply with the 3rd Generation Partnership
Project (3GPP) specifications.

The survey was targeted at members of TCCA and other critical communications sector associations. The market
survey respondents represented a wide range of organisations from around the world, with an emphasis on public
safety first responders - police, fire and ambulance. Representation from other organisations, including border
guards, utilities, rescue, transport, coastguards and defence, ensured a comprehensive range of survey responses.

Respondents were invited to submit inputs to an online questionnaire covering a range of topics related to MC
applications. The key findings for each topic are summarised below:

e Mission-critical application requirements

e A wide range of broadband applications are already being used today by first responders and others in critical
communications sectors

e Currently these applications are commercial-grade - in future they need to be MC
e Additions to the 3GPP standards are likely to be necessary
e Broadband application developers must understand MC requirements
e The end-to-end broadband ecosystem must be made MC
e PTT (voice) remains the most important MC capability
e MC Video capability is gaining more importance in public safety use
e Devices & accessories requirements
e (Critical communications users require a wide range of MC devices and accessories
e Developers must design their MC applications for use on different types of devices
e Mission-critical application challenges
e Top MC requirements - service coverage, application reliability and security
e Application reliability is critical
e Management of MC applications is a top challenge
e Expectations for 5G
e Higher bandwidth and faster MC applications
e Reduced latency to enable MC IoT applications
e Enhanced Quality of Service for critical communications users

e Mobile Device Management (MDM), Enterprise Mobility Management (EMM) and Mobile Applications
Management (MAM) requirements

e Wiping lost or stolen devices

e Simple enrolment, provisioning and configuration in dynamic environments
e MC application testing and certification

e In-house testing and certification must be considered in deployment plans

This white paper concludes with future actions for the task force to help ensure the successful development,
deployment and management of reliable, resilient and trusted MC broadband applications:
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e Enable a wide range of MC applications to meet diverse needs of users

e Ensure that application developers and suppliers of the wider end-to-end MC ecosystem understand the
demanding requirements needed to deliver MC solutions and services.

e |dentify and drive necessary developments in 3GPP standards to enable this wide range of MC applications.
e Driving effective MC application management tools

e Ensure that developers of MDM/EMM/MAM tools understand the specific requirements of MC applications
and the challenging environments in which they operate.

e Advise public safety organisations and other critical communications users on the successful use of application
management tools.

e Advise public safety organisations and other critical communications users on effective in-house testing and
certification of MC applications

2. Introduction

Many Public Protection and Disaster Recovery (PPDR) and critical infrastructure organisations are planning to deploy
broadband technologies (4G and 5G) to deliver mission-critical (MC) communications that will greatly enhance the
safety and operational efficiency of their mobile workers and, ultimately, to create safer communities and more
effective and efficient organisations.

TCCA strongly recommends the use of MC applications that are fully compliant with open standards. Open standards,
such as 3GPP, help to ensure a future-proof application strategy:

e High quality solutions
e Developed with Industry-wide expertise with peer review
e Rigorous testing and regular maintenance
e Continuous innovation through standard release roadmap
e Guaranteed interoperability
¢ Independent tests and certifications
e Security of supply
e Large ecosystem of solutions and suppliers
e Scaling advantages and supply continuity
¢ Flexible supplier choice
¢ No dependence on individual providers
e Competitive prices in the long term

TCCA’s Critical Communications Broadband Group (CCBG) has established a task force to focus on MC broadband
applications — these are defined as robust, high-quality applications that are fully trusted by professional end-users
to be continually available, everywhere they operate. MC broadband applications deployed on mobile handheld
devices will deliver new benefits to public safety first responders and mobile workers in critical segments including
utilities, transport, energy and natural resources extraction.

In 2022 the task force published a white paper on the successful development and deployment of MC broadband
applications - the white paper is available on TCCA’s website at:

https://tcca.info/documents/April-2022-MC-Broadband-Applications.pdf/

Following on from the publication of the white paper, the task force decided to initiate a market survey to gain
a deeper understanding of the current status and specific requirements for MC broadband applications and,
ultimately, to provide:

1. advice to users and administrators on the successful deployment, use and management of mission critical
broadband applications.

2. guidance to developers and suppliers to help create a rich ecosystem of high-quality mission critical applications.
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A targeted survey of TCCA members and other critical communications-related associations was conducted, where
the survey respondents were asked to submit their answers to a series of questions via an online questionnaire?.

The questions were grouped under the following seven topics:
e MC application requirements

e Devices and accessories requirements

e MC application challenges

e Expectations for 5G

¢ MDM/EMM/MAM requirements

e MC application testing and certification

e Additional comments

This white paper presents the market survey findings for each of the above topics.
2.1 Survey Respondents

To ensure high quality results, the survey was targeted at organisations and individuals within the critical
communications sector. Members of TCCA and other associated industry organisations were invited to submit
their responses to an online questionnaire. A total of 30 responses were received from individuals representing
organisations located in Europe, Asia and Australia.

TCCA would like to thank all those who submitted responses to the market survey and shared their knowledge and
experience to support and advance the critical communications sector.
2.1.1 Respondent Roles

In the initial section of the questionnaire respondents were asked to confirm which of the following roles they
perform within their organisation:

1. “User” i.e. an end-user of MC communications and applications.

2. “Administrator” i.e. an administrator of MC communications and applications.

3. “Operator” i.e. an operator of MC communications networks.

4. “Other” i.e. another organisation operating within the critical communications sector.

The distribution of respondents across the four different role categories is shown in figure 2.1.1.

3%

@ An end-user of mission-critical
communications and applications

@ An administrator of mission-critical
communications and applications

47%

@ An operator of mission-critical
communications and applications

@ Other (Please specify)

Figure 2.1.1: Survey Respondent Roles

1 The survey concluded in Q2 2023.
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Respondents who selected the “Other” role category comprised representatives of the following:

MC app developers
MC equipment suppliers
MC systems integrators

MC sector consultants

The questions presented to the respondents via the online tool varied according to which of the roles they perform
within their organisations - i.e. each respondent was presented with only the questions relevant to their specific role.

2.1.2 Respondent Organisations

The Users, Administrators and Operators were asked to indicate the type of organisation they represent or the types
of organisations of the users that they administer or serve:

The User respondent represented a European police organisation.

The Administrator respondents administered the organisations shown in figure 2.1.2a where the “other”
organisation shown in this table was “public safety” in general.

The Operator respondents served the organisations shown in figure 2.1.2b where the “other” organisations
comprised coastguards, military and critical private LTE networks.

Police

Fire

Ambulance

Rescue

Border control

Mobile workers — Utilities

Mobile workers — Transport

Other (Please specify)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 2.1.2a: Administrator Organisations

Note: the percentage figures shown in the above chart indicate the percentage of Administrators who serve each type
of user organisation. For example, 80% of Administrators serve Police organisations. In some cases, Administrators
indicated that they served multiple types of user organisation - hence the percentage values add up to over 100%

Police

Fire

Ambulance

Rescue

Border control

Mobile workers — Utilities

Mobile workers — Transport

Other (Please specify)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 2.1.2b: Operator Organisations
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Note: the percentage figures shown in the above chart indicate the percentage of Operators who serve each type of
user organisation. For example, 90% of Operators provide services to Police organisations. In most cases respondents
indicated that they served multiple types of user organisation - hence the percentage values add up to over 100%.

As can be seen in the charts above, the survey respondents represented a wide range of organisations within the
critical communications sector, with an emphasis on public safety first responders - police, fire and ambulance.
Representation from other organisations, including border guards, utilities, rescue, transport, coastguards and
defence ensured a comprehensive range of survey responses.

3. Market Survey Findings

The following sections summarise the responses to the questions under each of the seven topics listed in the
introduction section above. For each topic, the responses from the four role categories (i.e. User, Administrator,
Operator and Other) are presented and the key takeaways are summarised at the end of each section.

3.1 MC Application Requirements

All respondents were asked to indicate the broadband application capabilities they or the users they represent,
are currently using today, planning to use in the near future or considering using in the long term. It is important
to note that the term “application capability” was used in the question. In many cases, one commercially available
application may deliver several different capabilities - e.g. one application may provide MCPTT, messaging and video.
The focus of the question was to understand the specific capabilities in use or planned for the future.

3.1.1. User Responses

The results from the User respondent, representing a police organisation, are shown in figure 3.1.1. The end-user
was also asked to indicate which of the applications they consider to be mission-critical for their organisation. In this
case a mission-critical application capability was defined as a capability without which a first responder would not
be deployed. Those capabilities considered to be mission-critical by the end-user respondent are indicated in figure
3.1.1 with green dots above the columns.

Push to talk (PTT)

Voice over LTE (VoLTE)

Messaging

Video - Recording/streaming videos from a broadband device

Video - receiving videos from a broadband device

Web browsing

Group Chat

Mobile office

Object recognition (e.g. vehicle number plates)

Field command & situational awareness

Reporting — virtual notebook

Evidence capture & management

Biometrics

Database queries (e.g. ID verification)

Rich media sharing with group

Location tracking/mapping

Navigation maps/building plans

. Current . Planning . Long-term

o
o
N
o
S
o
o
o
o0
N
o

Figure 3.1.1: User Application Capabilities
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When asked to prioritise the top three most important application capabilities for their organisation, the end-user
responded as follows:

1. PTT
2. Video
3. Messaging/chat

3.1.2. Administrator Responses

The results from the Administrator respondents are shown in figure 3.1.2a.

Push to talk (PTT)

Voice over LTE (VoLTE)

Messaging

Video - Recording/streaming videos from a broadband device

Video - receiving videos from a broadband device

Web browsing

Group Chat

Mobile office

Object recognition (e.g. vehicle number plates)

Field command & situational awareness

Reporting — virtual notebook

Evidence capture & management

Biometrics

Database queries (e.g. ID verification)

Rich media sharing with group

Location tracking/mapping

Navigation maps/building plans

. Current . Planning . Long-term 0 2 4 6 8 10 12 14

Figure 3.1.2a: Administrator Application Capabilities

The Administrators were then asked to indicate which of the broadband application capabilities listed above they
considered to be mission-critical for their users. In this case “mission-critical” was defined as the capabilities without
which a first responder would not be deployed or a mobile worker could not operate. The results are shown in figure
3.1.2b.
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Push to talk (PTT)

Voice over LTE (VoLTE)

Messaging

Video - Recording/streaming videos from a broadband device

Video - receiving videos from a broadband device

Web browsing

Group Chat

Mobile office

Object recognition (e.g. vehicle number plates)

Field command & situational awareness

Reporting — virtual notebook

Evidence capture & management

Biometrics

Database queries (e.g. ID verification)

Rich media sharing with group

Location tracking/mapping

Navigation maps/building plans

Don’t know

Other (Please specify)

Figure 3.1.2b: Administrator Mission Critical Application Capabilities

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

When asked to indicate the top three most important mission critical broadband capabilities for their organisations,
the most popular responses were:

1. PTT

2. Location

3. Messaging/chat

LRWG QPP. September 2023
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3.1.3. Operator Responses

The results from the Operator respondents are shown in figure 3.1.3a.

Push to talk (PTT)

Voice over LTE (VOLTE)

Messaging

Video - Recording/streaming videos from a broadband device

Video - receiving videos from a broadband device

Web browsing

Group Chat

Mobile office

Object recognition (e.g. vehicle number plates)

Field command & situational awareness

Reporting — virtual notebook

Evidence capture & management

Biometrics

Database queries (e.g. ID verification)

Rich media sharing with group

Location tracking/mapping

Navigation maps/building plans

. Current . Planning . Long-term

o
N
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[e)]
[e]
[
o
=
N
=
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Figure 3.1.3a: Operator Application Capabilities
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The Operators were then asked to indicate which of the broadband application capabilities listed above they
considered to be mission-critical for their users. In this case “mission-critical” was defined as the capabilities without
which a first responder would not be deployed or a mobile worker could not operate. The results are shown in figure

3.1.3b.

Push to talk (PTT)

Voice over LTE (VoLTE)

Messaging

Video - Recording/streaming videos from a broadband device

Video - receiving videos from a broadband device

Web browsing

Group Chat

Mobile office

Object recognition (e.g. vehicle number plates)

Field command & situational awareness

Reporting — virtual notebook

Evidence capture & management

Biometrics

Database queries (e.g. ID verification)

Rich media sharing with group

Location tracking/mapping

Navigation maps/building plans

Don’t know

Other (Please specify)

0%

10% 20% 30% 40%

50%

60% 70% 80% 90% 100%

Figure 3.1.3b: Operator Mission Critical Application Capabilities

In their “Other (Please specify)” response to the above question, one Operator respondent emphasised the long-

term importance of MC PTT to their organisation.

When asked to indicate the top three most important MC broadband capabilities for their organisations, the most

popular responses were:
1. PTT
2. Location

3. Video

Broadband Applications Market Survey Results. November 2024
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3.1.4. Other Responses

The results from the Other respondents are shown in figure 3.1.4a.

Push to talk (PTT)

Voice over LTE (VOLTE)

Messaging

Video - Recording/streaming videos from a broadband device

Video - receiving videos from a broadband device

Web browsing

Group Chat

Mobile office

Object recognition (e.g. vehicle number plates)

Field command & situational awareness

Reporting — virtual notebook

Evidence capture & management

Biometrics

Database queries (e.g. ID verification)

Rich media sharing with group

Location tracking/mapping

Navigation maps/building plans

. Current . Planning . Long-term

o
N
SN
[&)]
(o]
=
o
=
N
=
SN
[any
)]
=
(o]

Figure 3.1.4a: Other Respondent Application Capabilities

The Other respondents were then asked to indicate which of the broadband application capabilities listed above
they considered to be mission-critical for end-users. In this case “mission-critical” was defined as the capabilities
without which a first responder would not be deployed or a mobile worker could not operate. The results are shown
in figure 3.1.4b.
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Push to talk (PTT)

Voice over LTE (VoLTE)

Messaging

Video - Recording/streaming videos from a broadband device

Video - receiving videos from a broadband device

Web browsing

Group Chat

Mobile office

Object recognition (e.g. vehicle number plates)

Field command & situational awareness

Reporting — virtual notebook

Evidence capture & management

Biometrics

Database queries (e.g. ID verification)

Rich media sharing with group

Location tracking/mapping

Navigation maps/building plans

Don’t know

Other (Please specify)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 3.1.4b: Other Respondent Mission Critical Application Capabilities

Other mission-critical application capabilities specified by the Other respondents were:
e Lone worker protection

e Body-worn video

¢ Indoor location

e Task management (job ticketing).

e Device-to-device communication

e Facial recognition and ID search

e Remote control

e Automation

e Sensor data - environment and condition monitoring

e V/2X collision avoidance

When asked to indicate the top three most important MC broadband capabilities, the most popular responses were:
1. PTT

2. Location

3. Video
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3.1.5. Key Takeaways

The key points to take away from the findings in the above sections are summarised below.

A wide range of application capabilities are being used by critical communications users today: looking at the
capabilities that are currently being used (see figures 3.1.1, 3.1.23, 3.1.3a & 3.1.4a), it is interesting to note that
a wide range of broadband applications are already in use today. In many cases these broadband applications
are being used in parallel with MC voice services being provided via existing dedicated Land Mobile Radio (LMR)
networks. The breadth of applications indicated by the respondents emphasises the benefits that broadband
technologies are delivering, and will continue to deliver, to critical communications users.

Today these broadband applications are commercial-grade - in future they will need to become mission-critical:
when asked to indicate which application capabilities should be mission-critical, the respondents selected a
wide range of capabilities (see figures 3.1.1, 3.1.2b, 3.1.3b & 3.1.4b). Today these broadband applications are
deployed over a best-effort, commercial broadband service - in future the expectation is that they will be made
fully mission-critical - i.e. supporting MC Quality of Service (QoS), Priority and Preemption (MC QPP). To do their
tasks effectively and efficiently, mobile critical communications users will need available, reliable and resilient
applications they can trust.

Additions to the 3GPP specifications are likely to be necessary: to make this wide range of application capabilities
fully mission-critical may require additions to the 3GPP specifications. Today the 3GPP specifications define MC
Push-To-Talk (MCPTT), Data (MCData) and video (MCVideo) - new, additional definitions are likely to be required
to support MC versions of the varied application capabilities indicated by the market survey respondents.

Broadband application developers must understand mission-critical requirements: it is essential that developers,
who are today providing commercial-grade applications, fully understand mission-critical requirements - user
requirements, the end-to-end MC ecosystem and application dependencies.

The end-to-end broadband ecosystem must be made mission-critical: It will also be necessary to ensure that
the end-to-end ecosystems in which these applications operate are fully mission-critical and the demands and
responsibilities of each supplier are clearly defined, understood and committed to.

PTT (voice) remains the most important capability for critical communications users: as can be seen in the
responses from all categories of respondents, PTT is the most popular capability and is consistently ranked the
most important MC application. This is no surprise but confirms that voice is the most important method of rapid
communications in critical situations. A significant proportion of respondents indicated that broadband PTT is in
planning or a future requirement - this emphasises the reliance on existing technologies (predominantly LMR)
for MC voice services in the mid-term.

MC Video capability is gaining more importance in public safety use: as can be seen in the results of the survey,
the use of video is ranked in the top three of the most important MC applications. Due to its ability to provide
real-time situational awareness, enhance decision-making, and improve incident response, MC Video can offer
invaluable insights for first responders, aiding in assessing threats, coordinating resources, and ensuring public
safety more effectively. It is clear that MC broadband networks should guarantee enough bandwidth for this
capability. TCCA has established another task force in order to give an overview on challenges and solutions for
MC Video usage for first responders and public safety agencies.

3.2 Devices & Accessories Requirements

The market survey respondents were asked to indicate the types of broadband device and operating system they
require to be used with MC mobile broadband applications. In many cases, peripheral equipment connected to
devices are essential parts of the complete mission-critical solution - the respondents were also asked to provide
information regarding their requirements for device accessories.
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3.2.1. User Responses

The end-user was asked to indicate the types of broadband device and operating system they currently use, or plan
to use, with their mobile broadband applications. The results are shown in figure 3.2.1a.

Ruggedised Smarthphone

Specialised PS Handset

Converged LMR/BB device

COTS Tablet

Ruggedised Tablet

Installed In-vehicle

Other BB Device

B Androia [} ios B otheros

o
o
)
I
»
o
o))
o
oo
N

Figure 3.2.1a: User Mobile Device Requirements

The end-user was asked to indicate what accessories are needed to operate mobile applications from their broadband
devices. The results are summarised in figure 3.2.1b.

Headset/earpiece

Covert accessories (earpiece, mic and PTT button)

Fist mic

Additional mic

Remote speaker Mic

Additional PTT

Body camera

Wearables (e.g. watch)

Don’t know

Other (please specify)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 3.2.1b: User Mobile Device Accessories Requirements

As shown in figure 3.2.1b, the end-user has the requirement for a diverse range of accessories to ensure optimal
effectiveness of their mobile applications.

In addition to the accessories shown in figure 3.2.1b the end-user specified an “Other (Please-specify)” requirement
for a remote speaker microphone with built-in device-to-device capability.
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3.2.2. Administrator Responses

The Administrator respondents were asked to indicate the types of broadband device and operating system that
their users currently use, or plan to use, with their mobile broadband applications. The results are shown in figure
3.2.2a.

Ruggedised Smarthphone

Specialised PS Handset m

Converged LMR/BB device

COTS Tablet

Other BB Device mn
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Figure 3.2.2a: Administrator Mobile Device Requirements

One of the Administrator respondents specified the requirement for Android drone controllers in their “Other types
of devices” response.

The Administrator respondents were asked to indicate what accessories are needed by their users to operate mobile
applications from their broadband devices. The results are summarised in figure 3.2.2b.

Headset/earpiece

Covert accessories (earpiece, mic and PTT button)

Fist mic

Additional mic

Remote speaker Mic

Additional PTT

Body camera

Wearables (e.g. watch)

Don’t know

Other (please specify)
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Figure 3.2.2b: Administrator Mobile Device Accessories Requirements

One of the Administrator respondents specified in their “Other (Please specify)” response that they are interested
in a wide range of accessories.
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3.2.3 Operator Responses

The Operator respondents were asked to indicate the types of broadband device and operating system that their
users currently use, or plan to use, with their mobile broadband applications. The results are shown in figure 3.2.3a.
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Figure 3.2.3a: Operator Mobile Device Requirements

The Operator respondents specified in their “Other (Please specify)” responses that the following additional
broadband-enabled devices are required:

e Body-worn cameras

e Cameras

e Air To Ground devices
e Sensors/loT devices

e Drones/robots

The Operator respondents were asked to indicate what accessories are needed by their users to operate mobile
applications from their broadband devices. The results are summarised in figure 3.2.3b.

Headset/earpiece

Covert accessories (earpiece, mic and PTT button)

Fist mic

Additional mic

Remote speaker Mic

Additional PTT

Body camera

Wearables (e.g. watch)

Don’t know

Other (please specify)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 3.2.3b: Operator Mobile Device Accessories Requirements

One Operator respondent also stated a requirement for helmet accessories.
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3.2.4. Other Responses

The Other respondents were asked to indicate the types of broadband device and operating system currently in use,
or being planned, with mobile broadband applications. The results are shown in figure 3.2.4a.
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Figure 3.2.4a: Other Respondent Mobile Device Requirements

The Other respondents indicated the following requirements for additional broadband devices:
e MC broadband devices with proximity services

e |oT Sensors - environmental, safety, control

e Position Location - GPS etc.

e Biometric Sensors

e VR/AR Headsets

The Other respondents were asked to indicate what accessories are needed to operate mobile applications from
broadband devices. The results are summarised in figure 3.2.4b.
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Figure 3.2.4b: Other Respondent Mobile Device Accessories Requirements

One of the Other respondents indicated that printers may be required for use in conjunction with MC broadband
devices.

Broadband Applications Market Survey Results. November 2024 Page 19 of 30



3.2.5. Key Takeaways

The key points to take away from the findings in the above sections are summarised below.

Critical communications users require a wide range of devices and accessories - one size does not fit all: the
responses received to this question confirm that critical communications users have different device and
accessory needs, depending upon the specific role they perform. Whereas many of the requirements are driven
by the capabilities of the existing LMR devices and accessories in use today, the responses to the survey highlight
a demand for innovative new products - e.g. wearable devices, Internet of Things (loT) sensors and Augmented
Reality (AR) and Virtual Reality (VR) headsets. Some responses also indicate that there will be requirements
for interconnected and collaborative devices and accessories - e.g. communication devices interacting with
cameras, sensors and drones. At the time of writing, the choice of commercially available MC broadband devices
is limited - device suppliers must see a compelling business case before they will invest in developing products to
serve this sector. To help drive a wide portfolio of mission-critical broadband devices and accessories, TCCA has
established another task force to define a common set of requirements and a consolidated business case from
multiple critical communications user organisations. Further recommended reading on this topic is TCCA’s white
paper “Mission Critical Broadband Device Procurement” (October 2021).

Developers must design their MC broadband applications to be deployed and used on different types of devices:
operation of an application will differ significantly across different types of devices, accessories and operating
systems - for example, applications may be required to work both on iOS commercial smartphones or specialist
MC devices that have dedicated PTT buttons, function buttons, a simplified user interface and an alternative
operating system.

Further information on interfacing to mission-critical devices can be found in TCCA’s white paper “APIs to facilitate
Mission Critical client device integration” (November 2023).

3.3. Mission-critical Application Challenges

MC broadband applications will deliver significant benefits, but their successful deployment represents a complex
challenge - the market survey respondents were asked to highlight the challenges they are experiencing and/or
expect in the future.

3.3.1. User Responses

The end-user was asked to indicate the challenges that their organisation is facing regarding mobile broadband

applications. The results are shown in figure 3.3.1.

Application reliability

Other (please specify)
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Figure 3.3.1: End-User Mobile Broadband Application Challenges
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3.3.2. Administrator Responses

The Administrator respondents were asked to indicate the challenges that their organisations are facing regarding
mobile broadband applications. The results are shown in figure 3.3.2.
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Figure 3.3.2: Administrator Mobile Broadband Application Challenges

One of the Administrator respondents highlighted coverage as an additional challenge.

3.3.3. Operator Responses

The Operator respondents were asked to indicate the challenges that their organisations, and their users’
organisations, are facing regarding mobile broadband applications. The results are shown in figure 3.3.3.

Application reliability
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Figure 3.3.3: Operator Mobile Broadband Application Challenges

An additional challenge highlighted by an Operator respondent is cost.
3.3.4. Other Responses

The Other respondents were asked to indicate the challenges that they are seeing, or expect to see in the future,
regarding mobile broadband applications. The results are shown in figure 3.3.4. It should be noted that the Other
respondents were not presented with “service coverage” as an option.
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Figure 3.3.4: Other Respondent Mobile Broadband Application Challenges
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The following additional challenges were highlighted by the Other respondents:

Limited commercial availability of MC LTE and 5G devices.
Readiness of QoS/Priority management in RAN.
Limited device ecosystem.

Need to support very old Android versions due to longer device lifecycle in rugged devices.

3.3.5. Key Takeaways

The key points to take away from the findings in the above sections are summarised below.

MC communications requirements highlighted: It should come as no surprise that service coverage,
application reliability and security risks were the most common responses. This reflects the critical nature of
the communications required and emphasises the differences between commercial-grade and mission-critical
systems.

Application reliability is a concern: this challenge reflects the concern raised by users’ experiences with consumer-
grade applications. Instability and occasional bugs may not be a significant problem when using consumer-
grade services but are unacceptable for MC applications. Developers must gain a deep understanding of critical
communications users’ requirements, challenges and operating environments to help ensure high-quality and
reliable applications.

Management of MC applications and users are key challenges: as discussed in TCCA’s MC Broadband Applications
white paper (2022), updating and managing applications updates will be a key challenge across large, complex
systems. This will be explored further in section 3.5 below - EMM/MDM requirements. Similarly, managing large
numbers of users across multiple agencies and organisations is a complex task. Application developers must
ensure simple, fast and reliable user provisioning.

3.4. Expectations for 5G

4G/LTE has been the primary focus for the majority of organisations planning or deploying mission-critical services.
However, 5G will deliver many new advantages for critical communications users. The market survey respondents
were asked to highlight the benefits they expect from 5G.

3.4.1. User Responses

The end-user was asked to indicate their expectations for 5G related to mobile broadband applications. The results
are shown in figure 3.4.1.
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Figure 3.4.1: User 5G Expectations
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3.4.2. Administrator Responses

The Administrator respondents were asked to indicate their expectations for 5G related to mobile broadband
applications. The results are shown in figure 3.4.2.
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Figure 3.4.2: Administrator 5G Expectations

One Administrator respondent highlighted the additional expectation for availability of a wider range of MC
applications being driven by 5G.

3.4.3. Operator Responses

The Operator respondents were asked to indicate their expectations for 5G related to mobile broadband applications.
The results are shown in figure 3.4.3.
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Figure 3.4.3: Operator 5G Expectations

One Operator respondent stated their expectation that 5G will enable greater security.
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3.4.4. Other Responses

The Other respondents were asked to indicate their expectations for 5G related to mobile broadband applications.
The results are shown in figure 3.4.4.

Higher data throughput

Reduced latency

Better coverage

Enhanced indoor coverage

Improved quality of service for mission critical applications

Mission critical slicing

Other (please specify)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 3.4.4: Other Respondents 5G Expectations

A supplementary comment was received from an Other respondent regarding current 5G coverage in their country:
“low 5G coverage in our country doesn’t currently meet definitions of MC network in terms of geographic coverage.
We still advocate use of LTE and need access to commercially available MC LTE”.

3.4.5. Key Takeaways
The key points to take away from the findings in the above sections are summarised below.

e Expectations for higher bandwidth and faster applications with 5G: unsurprisingly, the expectation that 5G will
deliver higher bandwidth was a common response across all the respondent types. Bandwidth will become
increasingly important as applications such as mobile live video streaming delivering enhanced situational
awareness, become more widely deployed and become an essential part of critical communications users’
toolkits.

e Reduced latency will enable critical IoT applications: management of critical infrastructure and Smart Cities
applications will benefit from lower latency critical communications.

e Delivering enhanced Quality of Service for critical communications users: critical communications users demand
services and applications with high levels of QoS. With existing narrowband technologies, this is achieved typically
with dedicated mission-critical networks and private spectrum. Looking ahead to 5G, critical communications
users are expecting additional capacity and advances such as slicing to provide dedicated network resources and
enhanced QoS.

For further information please see TCCA’s white paper “What role will 5G play for Critical Communications Users”
(2021).

3.5. EMM/MDM Requirements

The successful deployment and use of MC broadband mobile applications will require sophisticated management
tools. The Administrator, Operator and Other respondents were asked whether they are using, or planning to use,
Enterprise Mobility Management (EMM) / Mobile Device Management (MDM) tools to manage the devices and
applications of the user organisations they represent.
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3.5.1. Administrator Responses

The Administrator respondents were asked whether they are using, or planning to use, EMM/MDM tools to manage
their users’ broadband devices. All respondents replied “yes” - they are using or planning to use EMM/MDM tools.

The Administrator respondents were then asked to indicate the capabilities they require from an EMM/MDM tool.
The results are shown in figure 3.5.1a.
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Wiping lost or stolen devices
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Figure 3.5.1a: Administrator EMM/MDM Requirements

One of the Administrator respondents highlighted that their EMM/MDM tool must support fleet management.

The Administrator respondents were then asked to indicate what type of EMM/MDM tool they currently use or plan
to use in future. The results are shown in figure 3.5.1b.

20%

80% @ Off-the-shelf

@ Customised
@ Other (Please specify)

Figure 3.5.1b: Administrator EMM/MDM Type

The “Other (Please specify)” response in figure 3.5.1b was from a respondent who is considering whether to
purchase an off-the-shelf tool or invest in a customised tool.
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3.5.2. Operator Responses

The Operator respondents were asked whether they are using, or planning to use, EMM/MDM tools to manage
their users’ broadband devices. All respondents replied “yes” - they are using or planning to use EMM/MDM tools.

The Operator respondents were then asked to indicate the capabilities they require from an EMM/MDM tool. The
results are shown in figure 3.5.2a.
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Figure 3.5.2a Operator EMM/MDM Requirements

The Operator respondents highlight two additional EMM/MDM tool requirements:
e Application control in devices
e Must operate in a closed network, without access to the internet

The Operator respondents were then asked to indicate what type of EMM/MDM tool they currently use or plan to
use in future. The results are shown in figure 3.5.2b.

11%

89% @ Off-the-shelf

@ Customised
@ Other (Please specify)

Figure 3.5.2b: Operator EMM/MDM Type

When asked to expand on the capabilities required from a customised EMM/MDM tool beyond what an off-the-
shelf tool can provide, an Operator responded “customisation and integration with our solutions”.
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3.5.3. Other Responses

The Other respondents were asked to indicate the capabilities that mission-critical organisations require from their
EMM/MDM tools. The results are shown in figure 3.5.3.
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Figure 3.5.3: Other Respondent EMM/MDM Requirements

The Other respondents highlighted the following additional EMM/MDM requirements

MC application configuration

Tracking devices

Dual Access Point Name (APN) provisioning
On-premise deployment

Multi-tenant, operator/agency coordination

3.5.4. Key Takeaways

The key points to take away from the findings in the above sections are summarised below.

Wiping lost or stolen devices: It is interesting to see that the most popular device management requirement
indicated by all respondent types was the ability to remotely wipe lost or stolen devices. With an existing
narrowband system today, it is possible to remotely disable a lost or stolen device, to prevent unauthorised
access to the network and eavesdropping. With a broadband device, the requirement expands to be able to wipe
any locally-held data, videos, images, etc. This further emphasises the high level of security demanded by critical
communications users.

Simple enrolment, provisioning and configuration in dynamic environments: administrators of critical
communications systems typically have large numbers of users to manage and the dynamic nature of the
situations in which they operate means that reconfiguration of fleet maps, access rights, talkgroups, etc. is a
frequent requirement. Administrators look to effective management tools to simplify and accelerate these
processes. It should also be noted that the majority of Administrator and Operator survey respondents indicated
that off-the-shelf device management tools are required, rather than bespoke, customised solutions.

Although the survey did not explicitly enquire about mobile application management (MAM), it is clear that
these tools will be required to support licence management, distribution, security and lifecycle management of
mission-critical applications. How such MAM tools are used to provide integration with public app stores (and
licensing processes) and private app stores will need to be carefully considered.

3.6. Mission-critical Application Testing & Certification

Currently there is no formal, independent testing and certification process for MC broadband applications. The
Administrator and Operator respondents were asked to indicate how they are testing and certifying, or intending to
test and certify, their users’ MC applications.

Please be aware that mission-critical services conformance testing is the focus of the ongoing joint TCCA & Global
Certification Forum (GCF) Mission-Critical Services Work Stream (MCSWS). The scope of this work stream is focused
on 3GPP-complaint MCX services and will evolve over time - at the time of writing the MCSWS has published MCX
client-server conformance testing - see: https://mcsws.globalcertificationforum.org/
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3.6.1. Administrator Responses

The Administrator respondents were asked to indicate how applications are tested and certified for use by their
users. The results are shown in figure 3.6.1.

In-house test facility
80% ®
@ 3rd-party test facility
@® Don'tknow

@ Other (Please specify)

Figure 3.6.1: Administrator Testing & Certification

3.6.2. Operator Responses

The Operator respondents were asked to indicate how applications are tested and certified for use by their users.
The results are shown in figure 3.6.2.

In-house test facility
67%
3rd-party test facility
Don’t know

11%
Other (Please specify)

Figure 3.6.2: Operator Testing & Certification

3.6.3. Key Takeaways
The key points to take away from the findings in the above sections are summarised below.

e (Critical communications organisations must consider in-house testing into their MC broadband deployment
plans: in the absence of formal, independent certification, interoperability and field testing, in-house testing of
MC applications must be costed into deployment plans.

TCCA and the Global Certification Forum (GCF) have created the Mission-Critical Services Work Stream (MCSWS)
to define common, independent testing and certification - see: https://mcsws.globalcertificationforum.org/
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3.7. Additional Comments

The market survey respondents were asked to provide any additional comments regarding mobile broadband
applications. The inputs provided by each respondent role type are shown below.

Administrators:

e Use in the extremes of polar regions must be considered.

e Device-to-device, equivalent to TETRA Direct Mode of Operation (DMO) functionality is important.
e Must consider the use of high-power devices (HPUE).

e Need a private app store.

¢ Need a device certification process.

e In our country, we are moving from a vertically integrated model, where one manufacturer controls the
hardware/software configuration and network, to a model where there is no end-to-end control. We now have
multiple suppliers: device manufacturers; device operating systems (i0OS/Android); carrier network settings;
application developers and suppliers; mobility device management tools. Each one of these can cause issues to
the performance of the service.

Operators:
e The complexity of integration with different devices.

o Difficulty to check the presence of MCPTT QCI (65-67; 69-70) in devices. Device manufacturers do not know what
it is, chipset manufacturers do not respond to requests for chipset support for these QCl values.

e Low reliability of the controls on the devices produced by manufacturers with no experience in the production
of Land Mobile Radio devices.

Others

e Confirmation that the various MC ecosystems interoperate as expected.

e Increased IT security is necessary.

e Another key area that’s useful for mobile broadband applications is Multicast/eMBMS technology.

e Interworking between public and private networks need to be ensured.

4. Conclusions

This section highlights future actions for the CCBG Mission-Critical Broadband Applications task force to enable
successful development, deployment and management of MC broadband applications.

4.1 Enabling a wide range of mission-critical applications

A wide range of broadband applications are in use by critical communications users today. The majority of these
applications are currently deployed over commercial networks, with over-the-top, best-effort Quality of Service
(QoS). As broadband data applications become increasingly important for day-to-day operations, users will
demand their applications to be delivered with mission-critical QoS. The wide range of applications that the survey
respondents considered to be mission-critical may mean that changes and additions to the 3GPP specifications are
necessary - i.e. beyond the current MCPTT, MCData and MCVideo definitions.

MC Broadband Applications Task Force actions:

1) Ensure that application developers and suppliers of the end-to-end ecosystem in which the applications
operate, clearly understand the demanding requirements to deliver mission-critical solutions and services that
are reliable, resilient and trusted. Security is a special concern for critical communications users. For example,
applications must be developed to operate in areas of intermittent coverage and on specialised devices with
critical communication-specific accessories and peripherals.

2) Identify where changes to the 3GPP specifications are required to support a wide range of MC applications and
lobby the appropriate 3GPP Working Groups to prioritise development.
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4.2 Driving effective application management tools

The management of mission-critical applications is a very important consideration for public safety organisations
and other users of critical communications. The efficient provisioning, configuration and maintenance of large
numbers of users in dynamic environments will require highly effective MDM/EMM/MAM tools. These tools will
need to support specialised capabilities for critical communications organisations such as remotely disabling and
wiping lost or stolen devices. The majority of market survey respondents indicated that they are or will be using
off-the-shelf management tools.

MC Broadband Applications Task Force actions:

1) Ensure that developers of MDM/EMM/MAM tools understand the specific requirements of MC applications
and the challenging environments in which they operate. Also, MC application developers must understand the
importance and capabilities of effective and compatible management tools. Ideally, universal tools to manage
MC applications, operating systems, devices, etc.

2) Advise public safety organisations and other critical communications users on the successful use of application
management tools.

4.3 Advising on comprehensive in-house application testing and certification

In the absence of formal, independent certification and interoperability and field testing, or to complement
certification and interoperability testing, comprehensive in-house testing of MC applications is essential. Continual
testing and certification processes will need to be implemented as new versions of applications are deployed.

MC Broadband Applications Task Force actions:

1) Advise public safety organisations and other critical communications users on effective in-house testing and
certification of MC applications. Share experiences to potentially achieve common practices. Continued testing
and validation will be required as new versions of applications are released.

Get involved

If you are a member of TCCA and interested in contributing to the CCBG Mission-Critical Broadband Applications
task force, please contact cchgsec@tcca.info

If you are not yet a member of TCCA and are interested in finding out more about the work of the association and
how you can contribute to the advancement of critical communications,, please contact admin@tcca.info

. . . . . You
www.tcca.info Follow us on m tcca-critical-communications Find us on n
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