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1. Executive Summary 
 
Evidence from around the world indicates that threats to Mobile Network Operators (MNOs) are 
increasing, including to their physical infrastructure. On the other hand, critical communications are 
transitioning from legacy networks, primarily operated by governments, to broadband networks, in which 
key components such as Radio Access Networks are procured from MNOs or dedicated infrastructure 
providers. The combined effect of these two trends requires critical communications operators to pay 
special attention to the security of the physical infrastructure that is used for critical communications.  
 
Given the importance of the topic, TCCA’s Legal & Regulatory Working Group (LRWG) developed this 
white paper, starting with a survey of the legal and operational frameworks in the member countries of 
the LRWG. As the laws and regulations amend and update dynamically, the survey outcomes that formed 
the basis of this paper were the position as of 31 January 2025.  
 
The survey identified two potential approaches: impose security obligations through 
legislation/regulation, or rely on provisions in the contract between the critical communications operator 
and the MNO/infrastructure provider. The LRWG’s assessment is that while each approach has advantages 
and disadvantages, a combination of these two, whereby legislation/regulation impose a minimum 
standard on which contractual terms build additional/advanced obligations, would serve the interests of 
the critical communication services best. As new legal/regulatory obligations on physical security would 
require additional investment, in what proportion that cost should be borne by the parties could ideally be 
set by the legislation/regulation in a proportional manner. 
 
The European Critical Communication System (EUCCS) aims to set up a European-wide mission critical 
communication network that is based on national critical communications networks. It will require a 
common standard in physical security across all the participating critical communications networks, which 
can be ensured by the two-pronged approach stated above. 
 
Though new legal/regulatory obligations on physical security would increase the costs and compliances of 
MNOs/infrastructure providers that provide services for critical communications, it would also have a 
salutary effect due to the improved standards of security in the network. It is highly likely that the 
consumers, particularly the business customers, will start demanding greater reassurances on all aspects 
of security in the network including of the physical infrastructure. From a wider national perspective, 
governments have started taking steps to ensure security of networks which will be complemented by 
legislative/regulatory obligations on infrastructure used for critical communications.   
 
This paper is intended to draw the attention of the critical communications community to the importance 
of the issue of physical security and to generate a wide discourse which, it is hoped, will result in a global 
standard on a baseline on physical security of infrastructure supporting critical communications.    
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2. Introduction   
 
In 2020 a bomb explosion at a central hub of the critical communications provider of a major developed 
country left emergency officials cut off from the outside world and public without access to emergency 
services. This incident demonstrates very strongly and very clearly the criticality of the security of physical 
infrastructure to the proper functioning of critical communications. Incidents of damage to undersea 
telecommunication cables connecting Nordic and Baltic states provide further evidence of the need to 
protect the physical infrastructure.    
 
TCCA’s LRWG  has developed this white paper to highlight the importance of the security of physical 
infrastructure, as the LRWG is of the view that it is a topic to which more attention should be paid. This 
paper focuses on the physical security of telecommunications infrastructure, in order to facilitate further 
discussions in the critical communication community which it is hoped will result in a global standard on 
the baseline of physical security of infrastructure supporting critical communications. There are many 
other facets to the security of critical communication services including data/cybersecurity, which will be 
examined in other publications. 
 
Most of the current critical communication networks using such technologies as TETRA, Tetrapol and P25, 
are owned and operated by the state. As such, their physical security is assured by the state to the extent 
deemed necessary. However, the ongoing transition from these networks to broadband networks has 
changed the operating model, as governmental agencies providing critical communication services will 
rely on MNO networks  to some extent, including the Radio Access Network (RAN). In some instances, the 
critical communications services may procure services directly from infrastructure providers who are not 
MNOs, similar to the way MNOs procure services from them. The discussion of this paper is equally 
applicable to such infrastructure providers as it is to MNOs. Thus, the physical security of these network 
elements is of paramount importance. However, it is debatable whether the measures that MNOs are 
currently adopting in this regard are sufficiently robust and fit for purpose.    
 
The paper titled ’Considerations for Government Authorities when they are planning to acquire Mission 
Critical Mobile Broadband Services’1 produced by TCCA’s Critical Communications Broadband Group 
(CCBG) in 2015 identifies security as of vital importance to mission critical communications solutions. 
Security is central to ensuring reliability, availability, stability and general performance of those solutions. 
The paper details the need for physical security of all infrastructure and adds that “the level of perimeter 
security shall reflect the importance of the assets to the service including CCTV, intruder alarms, access 
locks, temperature control, fire and smoke detection.” 
 
The EC Council Cybersecurity Exchange has issued a paper titled ‘The Role of Physical Security in 
Maintaining Network Security’ in 20222 which states “Although physical security is absolutely critical to 
maintaining network security, it is among the most often forgotten aspects of protecting a network. 
Physical security is defined as protecting physical access to your network and all network components, such 
as computers, servers, and routers.” 
 
The paper titled ‘Mobile Telecommunications Security Landscape3’ by GSMA, issued in 2022, identifies 
physical attack on the network as one of the operational security threats to networks. 
 
  

                                                            
1 https://tcca.info/documents/2015-december_ccbg_mcmbb_services_govt_considerations.pdf/  
2 https://www.eccouncil.org/cybersecurity-exchange/network-security/role-of-physical-security-in-network-security/  
3 https://www.gsma.com/security/wp-content/uploads/2022/02/GSMA-Mobile-Telecommunications-Security-
Landscape-2022-Final-Digital.pdf  

https://tcca.info/documents/2015-december_ccbg_mcmbb_services_govt_considerations.pdf/
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Given the mandate of and the expertise within the LRWG, this paper focuses on legal and regulatory 
measures that are applicable to the physical security of telecommunication infrastructure. The LRWG 
notes that there are numerous technical and operational measures that are relevant but that remain 
outside the scope of this paper.   
 
The following countries have contributed their legal and regulatory measures to the paper: 

• Australia  

• Denmark 

• Finland 

• France 

• Germany 

• Hungary 

• Norway  

• UK  

 
The LRWG also examined European Commission regulations which have provisions relevant to the 
physical security of telecommunication infrastructure.  

3. Description of critical communication services  
 
TCCA describes ’critical communications’4 as “communications services that are critical for the successful 
delivery and completion of the missions, tasks and operations of professional users who rely on being in 
contact when it counts. There are many and varied types of operations which need critical 
communications. These include public safety and security, emergency services, critical infrastructure, 
public utilities, transportation, critical industries and related activities, where failures in critical 
communications would lead to catastrophic degradation of services. This in turn could place critical 
services and citizen safety and security at immediate risk.” 
 
This paper will use the term ‘critical communications’ though several other terms are in use such as Public 
Protection and Disaster Relief (PPDR) communications.   

4. Ways of assuring physical security  
 

4.1. Mission critical broadband communication and their 
dependence on third party telecommunication infrastructure 

 
Due to their nature, the emergency services require critical communications to be reliable, available and 
stable to a very high degree. Assuring these characteristics would be the responsibility of the state or 
emergency services when the network is owned, managed and operated by either. However, it becomes 
complicated when the operating model of the new broadband networks for critical communications rely 
on MNOs for some or all of their functions.   
 
In that operating model there is an additional complication, as critical communications users need priority, 
pre-emption and quality of services (QPP) over commercial traffic on the MNO network. This aspect has 

                                                            
4 https://tcca.info/documents/Pocket-Guide-to-Critical-Communications.pdf/  
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been examined in the LRWG’s white paper ‘Legal and Regulatory aspects regarding the realisation of 
Quality of Service, Priority and Pre-emption (QPP) in commercial networks’5. 
 
Where critical communications are reliant on MNO infrastructure, the physical security of that 
infrastructure is central and crucial to the availability and functioning of critical communications.    
 

4.2.  Options to assure physical security   
 
Telecommunication infrastructure consists of several elements, including electronic components and 
passive elements such as physical sites and towers.  
 
There is no universally agreed definition of what ‘good’ looks like with respect to physical security of 
infrastructure for critical communications. Different countries may have different ambitions and needs, 
depending on the evolving threat picture and resources, including finances, available.  
 
The governmental critical communication networks may obligate MNOs to adopt sufficient measures to 
ensure the security of the network elements that are used for critical communication by legislation and/or 
regulation, or by contract with the relevant MNOs. While enforcement of a contract between parties will 
require legal action, legislation/regulation has the force of law in itself and enforcement is a process 
between the MNOs and the respective regulator. The main difference between the two options is under 
regulations, enforcement is primarily in the hands of the regulator with legislated sanctions while under 
contract, it is the right and the responsibility of the governmental critical communications provider with 
restitution being primarily damages or specific performance.  
 
It is important to note certain related issues that needs to be taken into consideration:  
 

• Scope - The legislative/regulatory measures should be specific as to which components of the 
network it applies; whether only to base stations, whether the transmission network also should be 
included etc., while bearing in mind that potential costs will be proportionate to the scope.  

• Cost - Any measures, whether driven by legislation/regulation or under contractual obligations, will 
add to the cost of the relevant MNO(s) which is likely to influence the assessment by the MNO(s) of 
the economic viability of the commercial opportunity.  

 
When requirements for physical security of critical communications are defined by legislation/regulation, 
this will establish a common baseline that will be well known to all parties involved,  as well as by others 
including countries not in the process of setting up critrical communication networks. Where a contract 
between the parties may still be necessary to define detailed requirements for the specific critical 
communications network, the legislation/regulation could outline minimum requirements, rights and 
responsibilities and the framework for cost, including cost ceiling and cost sharing.  
 

4.3. International survey - relevant legislation & regulation 
 
This section looks at a sample of countries and summarises the legislation and regulation that are relevant 
to ensuring that the security of physical infrastructure of the MNOs is sufficient for the purposes of critical 
communications. Detailed information is contained in Annex A. It should be noted that as laws and 
regulations change dynamically, the status herein is accurate as of 31 January 2025.   
 
 

                                                            
5 https://tcca.info/documents/September-23_LRWG_QPP_whitepaper.pdf/  
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Country  Summary of relevant legislation & regulation  

EU The European Electronic Communications Code (EU Directive 2018/1972) places an 
obligation on Member States (MS) to ensure that electronic communication service 
providers take necessary technical and organisational measures to ensure the security 
of their networks and services, as well as to empower competent authorities to issue 
binding instructions on the matter. However, with the adoption of NIS 2 directive, 
relevant articles are to be revoked with effect from October 2024. 
 
While The Network and Information Security Directive (EU 2022/2555) (NIS2) focuses 
mainly on cybersecurity, preamble 31 mandates that the security measures should 
encompass physical security of network and information systems of entities in the 
digital infrastructure sector. Preamble 79 mandates that the risk-management 
measures should also address the physical and environmental security of network and 
information systems by including protective measures against malicious acts, among 
others. Article 21 obligates Member States to ensure that entities take appropriate and 
proportionate risk management measures (technical, operational, organizational) for 
the security of network and information systems. The interpretation of this article, in 
the context of the preambles, is likely to bring physical security of infrastructure within 
the ambit of the directive. 
 
Obligations under The Critical Entities Resilience Directive, EU 2022/2557 (CER) are not 
applicable to the digital infrastructure sector on account of obligations under NIS2.  
 

Australia  In Australia, telecommunications are regulated by the Commonwealth, primarily under 
the Telecommunications Act 1997, which includes a ‘security obligation’ that requires 
network operators to maintain competent supervision of, and effective control over, 
their networks. However, it has no specific provision for the physical security of 
infrastructure.  
 
Inquiries including a Royal Commission, have recommended programmes and funding 
grants to improve resilience. Regulation is planned to mandate “emergency mobile 
roaming” across networks, limited to specific, localised areas in times of emergency or 
natural disasters. The Critical Infrastructure Resilience Strategy of 2015, updated in 
February 2023 including the development of a Critical Infrastructure Resilience Plan, 
provides high-level policy direction and mandates network operators under The 
Security of Critical Infrastructure Act 2018 to take certain measures including the 
requirement for critical infrastructure owners to apply an all-hazards risk management 
program, and therefore includes consideration of the physical security of critical 
telecommunications infrastructure.    
 

Denmark Based on the obligations of the EU directive 2018/1972, the Centre for Cyber Security 
has issued an Executive Order under The Danish Act on Security in Electronic 
Communication Networks and Services obligating providers of publicly available 
networks and services to carry out risk assessments; have a policy and an emergency 
management plan; and maintain a register of critical network components together 
with a security plan. The Order also empowers the Centre for Cyber Security to impose 
measures such as on strengthening physical security of specific critical network 
components, systems and tools. 
 

Finland  National Implementation of the CER Directive has started in autumn 2023 with the 
FIMOI setting the goals for the new national CER act. 
The purpose of the M54C Regulation on resilience of communications networks and 
services and of synchronisation of communications networks issued under chapter 29 
of the Act on Electronic Communications Services (917/20141) is to ensure that 
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communications networks and services are technologically advanced, of high quality 
and reliability and are safe. This Regulation empowers the Finnish Transport and 
Communications Agency (Traficom) to specify which provisions of the Act apply to 
disruptions to telecommunications services and imposes obligations on 
telecommunications operators regarding the resilience of communications networks 
and services. 
 
Section 243: Quality requirements for a communications network and service of the 
Act on Electronic Communications Services (917/20141) obligates public 
communications networks and services to plan, build and maintain networks and 
services, among others, in a manner that the networks and services can withstand 
external interference and information security threats; they function as reliably as 
possible even in the exceptional circumstances referred to in the Emergency Powers 
Act (1552/2011) and in disruptive situations under normal circumstances; and 
emergency alert messages by authorities can be transmitted to the public as laid down 
in separate provisions. These obligations are applied proportionate to the number of 
users, significance of users and the geographical coverage of the service.  
 
Finland’s Information Security Audit Tool for Authorities (KATAKRI 2020) is an 
information security audit tool that can be used to assess the capability of the 
organisations to protect national or international Classified Information, in relation to 
minimum-security requirements based on national legislation and international 
information security obligations. However, Katakri itself does not set mandatory 
requirements on information security. 
 

France  In France, the main legal framework is the "Loi de Programmation Militaire" (LPM), 
which defines the obligations of all public and private actors involved in matters of 
national security, which includes critical communications. Those actors are labelled as 
"Opérateurs d'Importance Vitale" (OIV). This regulation has been an inspiration for the 
EU NIS and NIS2 directives. While cybersecurity requirements are the novelty 
introduced by LPM, this regulation is holistic and encompasses the whole security 
landscape, including physical security, cyber security, personnel management, and 
operational processes. On top of the LPM, RRF (Réseau Radio du Futur) relies on the 
ability to roam on to any of the four MNOs whose coverage is extensive, to ensure 
resilience. 
 

Germany  Telecommunications Act, Section 165 imposes obligations on operators of public 
telecommunications networks and publicly available telecommunications services to 
take technical and organisational measures to protect against disruptions caused by 
external attacks and disasters, leading to significant impairments of 
telecommunications networks and services, particularly to address risks to the security 
of networks and services. Operators with increased risk profiles should deploy 
appropriate attack detection systems, capable of detecting hazards or threats through 
continuous and automatic recording and evaluation. Operators should be capable of 
averting identified hazards or threats and providing suitable remedial measures. Under 
Section 167 of the Act, the Federal Network Agency, in agreement with other agencies, 
shall specify by general order, details of the technical precautions and other measures 
to be taken. The catalogue of security requirements in the general order, details 
physical protective measures to be taken against security risks such as vandalism and 
theft including defining measures to prevent unauthorised access, damage to and 
impairment of information processing facilities. 
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Hungary  The legal and regulatory provisions regarding the security of physical infrastructure is 
based on EU NIS2 and CER directives. As of 1st of January 2025 the legal provisions are 
based on an approach based on sector/subsector/type as it is in these directives. The 
domestic legal provisions define domain-specific (cybersecurity and resilience of critical 
entities) rules on physical security. 
 

Norway  The Electronic Communications Act (ECom Act), which is based on EU regulations, 
Section 2-10, requires electronic communications networks and services to provide 
security for the users at all times. Classifications Regulation, issued under ECom Act, 
requires network providers to classify all facilities; carry out comprehensive risk and 
vulnerability assessments; and specify security measures that must be implemented 
based on the classification level. 
 
The National Communications Authority (Nkom) can adopt provision of information, 
facilitation, funding and regulation to ensure robustness of networks. For example, 
Nkom is empowered to obligate providers to implement measures that ensure security 
and necessary preparedness, with the obligations defined with reference to 
developments in the market and technology, international requirements and the 
prevailing security situation.  
 
The Norwegian Security Act applies to suppliers of goods or services of classified 
procurements to help prevent, detect and counter activities which present a threat to 
security. The Security Act requires state of the art "appropriate security" at all times 
and contains several requirements on security of physical infrastructure. 
 

United 
Kingdom  

The Telecommunications (Security) Act 2021 imposes a duty on providers of public 
electronic communications networks and services (“Providers”) to take measures to 
identify, reduce the risks of and prepare for security compromises which means 
anything that compromises the availability, performance or functionality of the 
network or service. Under the Act, regulations can be issued requiring Providers to take 
specified measures and empowers the Minister to issue codes of practice to Providers. 
Ofcom, the regulator, is empowered to monitor and enforce industry compliance. The 
Electronic Communications (Security Measures) Regulations 2022, issued under the 
Act impose obligations on Providers to ensure the networks are designed to reduce 
security compromises to the network or security critical functions that are likely to 
have a material impact on the proper operation of the entire network or service or a 
material part of it. National Protective Security Authority provides protective security 
advice to organisations including in the communications sector. Providers are expected 
to implement appropriate security measures. Emergency services can rely on 
provisions in the contracts with operators to ensure physical security. 

 

4.4. Comparative analysis - legislative and regulatory framework 
 
The paper notes that there is a common legislative and regulatory framework that addresses physical 
security of infrastructure in EU countries primarily under NIS 2 (EU 2022/2555) that replaced comparable 
obligations under the European Electronic Communications Code (EU 2018/1972). Preamble 31 mandates 
security measures to encompass physical security of networks and information systems and Preamble 79 
mandates risk-management measures to address the physical and environmental security of network and 
information systems with Article 21 obligating risk management measures. Thus the directive by way of 
article 21 and supporting preambles is likely to cover physical security. As can be seen from section 4.4, a 
number of EU countries have taken measures to give effect to these obligations. Common themes that 
emerge from the assessment of EU countries are: 
obligation to ensure reliability of networks and to take measures to protect against disruptions  
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obligation to carry out risk assessments, maintain risk registers and take remedial measures  
obligation to maintain policies and plans to address risks  
empowering an entity to act as the authority on required measures, make assessments and impose 
remedial measures  
 
The UK’s approach broadly matches that of the EU with obligations on taking measures to identify and 
reduce risks as well as on preparing for security compromises with Ofcom empowered to monitor and 
enforce compliance .  
   
Australia appears to move in the same direction with its Critical Infrastructure Resilience Strategy by 
providing policy directions and mandating measures including an obligation on operators to maintain risk 
registers and to take remedial action.  

5. Discussions and recommendations  
 
As stated at the beginning of the paper, security of the physical infrastructure is of paramount importance 
to the effective delivery and operation of critical communication services, especially when critical 
communications rely on MNO networks. While there are several options to ensure a sufficient level of 
security, the following options present the most viable approach: 
 

• setting up a security framework by legislation and/or regulations that applies to MNOs.The 
application of such legislation/regulations could be made proportionate to the scale of the role each 
MNO plays in the delivery of critical communications.    

• imposing obligations on MNOs that support critical communications through contractual 
arrangements.  

• A combination of the two above where legislation/regulation provides the baseline for the 
contractual arrangements to build on.  

   
This table presents a comparison of the options: Legislation/regulations and Contractual arrangements. 
  

Option  Pros Cons  

Legislation/ 
regulations 

There will be a baseline that all 
MNOs would be obligated to meet 
and other interested parties would 
be aware of  
Would enable MNOs to make 
better informed decisions, 
particularly when bidding to 
provide services .  
Compliance would be a statutory 
obligation making enforcement 
more straightforward  
Would be easier to harmonise 
across jurisdictions, making way for 
multi-state standards  
 

Would require carefully crafted 
provisions to make the obligations 
proportionate as the scale of MNOs’ 
engagement may vary 
It would be more complicated 
(requiring legislative amendments) 
to address developments in 
technology or the market  
  

Contractual 
arrangements  

Would be easier to design 
individualised and proportionate 
obligations 

Likely to take time and effort to 
agree on a standard of security that 
is required by the critical 
communications operator 
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Would be easier to update in line 
with developments in technology 
and market 
  

There would be no legal obligation 
on the MNOs to agree to a standard 
that is desired by the critical 
communications operator  
As the obligations will be a part of 
the contract in one jurisdiction, it 
may not be possible to share with 
other jurisdictions due to 
commercial confidentiality 
 

 
With legislation/regulation there will be a baseline that all MNOs would be obligated to meet and other 
interested parties would be aware of, including principles for cost-ceiling and cost sharing between the 
MNOs and the critical communication operator. This would enable MNOs to make better informed 
decisions, particularly when bidding to provide services for critical communications. Compliance with the 
requirements would be a statutory obligation, which would be easier to harmonise across jurisdictions, 
making way for multi-state standards.  
 
On the other hand, legislation/regulation need to be carefully crafted in order to make the obligations 
proportionate as the scale of MNOs’ engagement may vary. Addressing developments in technology or 
the market may be more complicated as it will require legislative amendments. Since the regulator will be 
the enforcing authority, the critical communication operator may have limited access to information on 
MNOs’ compliance, unless access to that information is specifically granted through the 
legislation/regulation. 
 
Contractual arrangements would make it easier to design individualised and proportionate obligations, 
and it would be easier to update the contractual provisions in line with developments in technology and 
the market.  However, it would take time, effort and expertise to negotiate standards of security with the 
MNO acceptable to the critical communications operator, particularly if there is no legally set minimum 
standard. It would also be challenging to monitor compliance by the MNO and would require specific 
contractual provisions that empower the critical communications operator.  
 
If there are no legislation/regulation assigning responsibilities, and setting price ceilings/cost sharing, the 
Governments may find the costs of assuring an acceptable degree of physical security, unaffordable and 
consequently, increase the risks to the critical communications network. This was the experience of at 
least one member of the LRWG.  
 
Based on the information in this paper and also taking into consideration the direction of travel of a 
number of countries, it is the considered view of the LRWG that a legislative/regulatory framework that 
sets at least a minimum standard for physical security would better suit critical communications . 
Legislation/regulation could set a baseline of physical security which individual countries and operators - 
both critical and commercial - could build on to impose higher standards through contractual obligations. 
As requirements for physical security come with a cost, the legislation/regulation should not only address 
the technical measures, but also set guidelines for commercial aspects and principles of cost sharing. 
 
There is increasing awareness and interest among the critical communications community for closer 
cooperation. In some instances, cooperation is bilateral or multilateral whilst the ongoing work on EUCCS6 
envisages a European-wide mission critical communication network based on the national critical 
communication networks. The LRWG notes that the current EU directives require more clarity to ensure 
that physical security of networks are within their scope.  
 

                                                            
6 https://ec.europa.eu/newsroom/cipr/items/829339/  
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It may not be possible to share details of contracts, including provisions relating to security, across 
countries given the commercial sensitivities and standard confidentiality terms in contracts.  
 
The LRWG recommends that legislation on physical security of critical communication infrastructure, 
defining baseline requirements and rules for cost ceilings/sharing, be adopted as an EU directive. Such a 
multinational standard will greatly assist the decision-making process of individual countries and establish 
a common understanding between all relevant parties, including MNOs, Governments and users. 
Moreover a European regulation would serve as an inspiration for the global community of critical 
communication operators.   
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Annex A 
 
1. EU 
 
1.1 There are at least four EU level directives/ regulations/guidelines related to the security and resilience 
of critical infrastructures in Europe: 

• CER directive (2022/2557, the resilience of critical entities and repealing Council Directive 
2008/114/EC) 

• NIS2 directive (2022/2555, Measures for a high common level of cybersecurity across the Union, 
amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 
2016/1148) 

• Tele directive (2018/1972 European Electronic Communications Code) 

• 5G toolbox (Cybersecurity of 5G networks EU Toolbox of risk mitigating measures, CG Publication 
01/2020) 

 
But currently there does not exist dedicated regulation directly applicable to public safety mission critical 
broadband networks. For example, existing CER directive has excluded national mission critical networks 
for public safety from CER.  
 
1.2 European Electronic Communications Code (EU Directive 2018/1972)7  
Articles 40 and 41 regulate security of networks and services. Art 40 obligates member states to ensure 
providers of public electronic communications networks and services to implement technical and 
organisational risk management measures. Art 41 regulates Member States’ enforcement of such 
providers regarding the security of their networks and services. However, with the adoption of NIS 2 
(below) and the updated security requirements therein, Articles 40 and 41 were revoked with effect from 
October 2024 (Art 43 of NIS 2). 
 
1.3 The Network and Information Security Directive (EU 2022/2555)8 (NIS2)  
This Directive mainly focuses on cyber security and imposes measures for a high common level of 
cybersecurity across the European Union. However, preamble 31 specifically states that security measures 
should encompass physical security of network and information systems (i.e. electronic communications 
networks), of entities in the digital infrastructure sector.  
 
Preamble 79 states that as “threats to the security of network and information systems can have different 
origins …..The cybersecurity risk-management measures should therefore also address the physical and 
environmental security of network and information systems by including measures to protect such 
systems from system failures, human error, malicious acts or natural phenomena …….which could 
compromise the availability, authenticity, integrity or confidentiality of stored, transmitted or processed 
data or of the services offered by, or accessible via, network and information systems.” 
 
Article 21 obligates Member States to ensure that entities take appropriate and proportionate risk 
management measures (technical, operational, organizational) regarding the security of network and 
information systems, also in relation to the physical environment. These measures shall include, among 
others, backup management and disaster recovery. The Commission may also adopt implementing acts 
laying down technical and methodological requirements relating to these measures. Member States are 
further obligated to take corrective measures if failure to comply with these obligations are noticed.  
 
  

                                                            
7 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2018.321.01.0036.01.ENG  
8 https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022L2555  
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1.4 Critical Entities Resilience Directive (EU 2022/2557)9 (CER) 
This Directive lays down obligations on critical entities (as identified by Member States in accordance with 
the directive) in order to enhance their resilience. A number of central obligations under this directive are 
however not applicable to the digital infrastructure sector; chapter III - Resilience of Critical Entities, 
chapter IV - Critical Entities of Particular European Significance, chapter V - Cooperation and Reporting, 
and chapter VI - Supervision and Enforcement. The reason for exempting the digital infrastructure sector 
from large parts of this directive, as explained in preamble 20, is that they are covered by similar 
provisions in the NIS 2 directive. 
 
Member States should identify, based on the criteria and using the procedure provided for in this 
Directive, entities pertaining to the digital infrastructure sector that should be treated as equivalent to 
critical entities only for the purposes of chapter II - National Frameworks on the Resilience of Critical 
Entities, including the provision on Member States’ support in enhancing the resilience of these entities. 
Article 14 enables security checks on persons holding sensitive roles. 
 
1.5 Assessment of EU Telecom Security Legislation  
European Union Agency for Cyber Security (ENISA) published a report in May 2021 which has noted that 
EU telecom security legislation has a positive impact. Based on the responses from stakeholders, security 
provisions in the EU regulatory framework, specifically in the Telecom Framework Directive, have 
successfully contributed to a high level of cybersecurity in the telecommunications sector. Indeed, most 
respondents were of the view that, in general, there is a culture of risk management across EU Member 
States and the security measures taken are appropriate. 
 
1.6 Public entities acting mainly within the area of national security are largely exempt from the scope of 
both NIS 2 and the CER directives. Similarly, Member States can decide to exempt specific entities from 
certain obligations under these directives when such entities carry out activities within the area of 
national security. But it seems clear that most relevant (in relation to broadband critical communication) 
public telecom providers will be subject to the legislation.  
 
2. Australia - NSW Telco Authority (NSWTA) 
 
In Australia, there is currently limited regulation specific to the resilience of physical telecommunications 
infrastructure, including critical communications infrastructure which is not treated separately. The 
Commonwealth’s Telecommunications Act 199710, that regulates the telecommunications carrier sector, 
includes a 'Security Obligation’ that requires carriers to maintain the integrity and availability of their 
networks. However, this obligation is based on a definition of ‘security’ that is generally limited to 
protection from espionage, sabotage, attacks on Australia’s defence system and acts of foreign 
interference. To meet this obligation, carriers are required to ‘maintain competent supervision of, and 
effective control over, telecommunications networks and facilities’. There is no specific requirement to 
address infrastructure resilience from other potential threats. 
 
However, Telecommunications Act 1997 (Cth), Part 14 - National interest matters, Sec 313 (1A) - 
Obligations of carriers and carriage service providers, states that for the purposes of security (within the 
meaning of the Australian Security Intelligence Organisation Act 1979), “a carrier or carriage service 
provider” is subject to obligations, in connection with:  

a) the operation by the carrier or provider of telecommunications networks or facilities; or 
b) the supply by the carrier or provider of carriage services;  
c) do the carrier’s best or the provider’s best to protect telecommunications networks and facilities 

owned, operated or used by the carrier or provider from unauthorised interference or 
unauthorised access to ensure:  

                                                            
9 https://eur-lex.europa.eu/eli/dir/2022/2557/oj  
10 https://www.legislation.gov.au/C2004A05145/2021-09-01/text  
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d) the confidentiality of communications carried on, and of information contained on, 
telecommunications networks or facilities; and  

e) the availability and integrity of telecommunications networks and facilities.  
 
Note 1: Security, among other things, covers the protection of, and of the people of, the Commonwealth 
and the States and Territories from espionage, sabotage, attacks on Australia’s defence system and acts of 
foreign interference.  
Note 2: A person who uses a carriage service to supply various kinds of broadcasting services is not a 
carriage service provider merely because of that use (and therefore not subject to the duty imposed by 
this subsection): see subsections 87(1) and (2) and 93(1) and (2).  
 
Sec 313 (1B) states that “without limiting subsection (1A), the duty imposed by that subsection includes 
the requirement for the carrier or carriage service provider to maintain competent supervision of, and 
effective control over, telecommunications networks and facilities owned or operated by the carrier or 
provider.” 
 
Further legislative provisions are in the Security of Critical Infrastructure Act 2018.  
30AH Critical infrastructure risk management program  

(1) A critical infrastructure risk management program is a written program:  
(a) that applies to a particular entity that is the responsible entity for one or more critical 

infrastructure assets; and  
(b) the purpose of which is to do the following for each of those assets:  

(i) identify each hazard where there is a material risk that the occurrence of the hazard could 
have a relevant impact on the asset;  

(ii) so far as it is reasonably practicable to do so—minimise or eliminate any material risk of 
such a hazard occurring;  

(iii) so far as it is reasonably practicable to do so—mitigate the relevant impact of such a 
hazard on the asset; and  

(c) that complies with such requirements (if any) as are specified in the rules. 
 
Australia’s Critical Infrastructure Resilience Strategy11 was introduced in 2015 and updated in February 
2023, and is accompanied by a Critical Infrastructure Resilience Plan12 that provides high-level policy 
direction and introduces requirements under the Security of Critical Infrastructure Act 2018 (SOCI Act) 
including: 

• a national register of critical infrastructure assets 

• the mandatory reporting of cyber security incidents 

• the Risk Management Programme, and 

• Systems of National Significance, which introduce additional cyber security obligations for specific, 
declared critical infrastructure. 

 
The Critical Infrastructure Resilience Strategy also includes Trusted Information Sharing Networks 
(including the Communications Sector Group), which brings critical infrastructure owners and government 
stakeholders together to share information to support management of critical infrastructure risks. 
  
The SOCI Act 201813 includes the protection of telecommunications networks among other critical 
infrastructure types. The SOCI Act’s initial focus was on mitigating risks to critical infrastructure from cyber 
security incidents and foreign ownership.  
 

                                                            
11 https://www.cisc.gov.au/how-we-support-industry/organisational-resilience/critical-infrastructure-resilience-
strategy  
12 https://www.cisc.gov.au/resources-subsite/Documents/critical-infrastructure-resilience-plan-2023.pdf  
13 https://www.legislation.gov.au/Details/C2018A00029  
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Recent amendments to the SOCI Act 2018 will introduce an obligation for carriers, including mobile 
network operators, to introduce, maintain and adhere to an ‘all-hazards’ Risk Management Programme, 
which should include a level of infrastructure resilience.  
 
Recent natural disasters, including the 2019-2020 Black Summer Bushfires and the 2022 Eastern Australia 
Floods, which affected the availability of telecommunications networks and hampered emergency 
management activities, led to independent14 and Parliamentary15 inquiries and a Royal Commission16 that 
included consideration of telecommunications network accessibility and resilience. The recommendations 
mainly focused on programmes and funding grants, implemented through Commonwealth and State-led 
programmes, rather than legislative or regulatory interventions. While these programmes are not specific 
to emergency services communications, they recognise the vital importance of public communication 
networks to emergency services communications. 
 
Australian Federal and State governments and mobile network operators are currently collaboratively 
exploring the potential for introducing “emergency mobile roaming”'17, limited to specific, localised areas 
in times of emergency or natural disasters when mobile networks are affected. This would allow both 
public users and emergency service personnel, to access any available alternative commercial networks 
when their own networks suffer a temporary outage. 
 
Separately, and specifically to critical communications, the New South Wales Government is investing in 
further hardening/resilience activities as part of its Critical Communications Enhancement Program18 
which is expanding the coverage and capacity of the mission-critical Public Safety Network operated by 
the NSW Telco Authority for emergency services organisations in NSW. 
 
3. Denmark 
 
EU directive 2018/1972 places an obligation on member states to ensure that communication service 
providers take necessary measures (technical and organizational) to ensure security of their networks and 
services, and also obligates member states to empower competent authorities to issue binding 
instructions on the matter.   
 
The Danish Act on Security in Electronic Communication Networks and Services19, which has been enacted 
partly in response to EU directive 2018/1972, authorizes the Centre for Cyber Security (under the Ministry 
of Defence) to impose minimum requirements on security of electronic communication networks and 
services, under which the Centre for Cyber Security has issued the Executive Order on Security and 
Emergency Preparedness in Electronic Communication Networks and Services.20 This Order places 
obligations on providers of publicly available networks and services in a tiered manner based on the status 
of the provider with the strictest obligations placed on “significant professional providers” who are 
providers with more than 50,000 end users and all Danish Mobile Network Operators.  
 
  

                                                            
14 https://www.nsw.gov.au/nsw-government/projects-and-initiatives/floodinquiry  
15 https://www.parliament.nsw.gov.au/committees/listofcommittees/Pages/committee-details.aspx?pk=277#tab-
reportsandgovernmentresponses  
16 https://www.royalcommission.gov.au/natural-disasters  
17 https://minister.infrastructure.gov.au/rowland/media-release/government-scope-emergency-mobile-roaming-
capability-during-natural-disasters  
18 https://www.nsw.gov.au/departments-and-agencies/nsw-telco-authority/critical-communications-enhancement-
program  
19 https://www.retsinformation.dk/eli/lta/2021/153  
20 https://www.retsinformation.dk/eli/lta/2021/259  
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Under the Order, providers themselves are responsible for carrying out risk assessments and 
implementing a wide range of security measures, also relating to the physical infrastructure.   
 
Providers are obligated to  

• have a policy and an emergency management plan to ensure secure functioning of networks during 
emergencies and other extraordinary situations 

• implement information security policies, risk management and quality management systems in 
accordance with recognized international standards. 

• maintain a register listing critical network components, systems and tools, as well as a security plan 
for those items, which addresses both logical and physical access control, physical perimeter 
security, warning systems against unauthorized access detection.  

• establish adequate back up power supply, redundancy, supportive supply or corresponding 
measures 

 
The Order enables intervention by the Centre for Cyber Security such as mandating measures to 
strengthen physical security of specific critical network components, systems and tools. These 
interventions could be mandated either to combat a security incident when a significant threat has been 
identified or if deemed to be of significant societal importance.  
 
4. Finland 
 
4.1 National implementation of the CER Directive has started in autumn 2023 and the implementation 
letter has been issued by the Finish Ministry of Interior setting the goals for new national CER act. 
 
4.2 M54C Regulation on resilience of communications networks and services and of synchronisation of 
communications networks 
The Regulation is related to chapter 29 of the Act on Electronic Communications Services (917/20141) 
that lays down quality requirements for communications networks and services.  
 
Under section 1 of the Act, one of the objectives is to ensure that communications networks and services 
are technologically advanced, of high quality, reliability and safety. The Act also aims to ensure the 
confidentiality of electronic communications and the protection of privacy. The purpose of this Regulation 
is to facilitate the meeting of this objective. Under this Regulation, the Finnish Transport and 
Communications Agency (Traficom) specifies those provisions of the Act that are applicable to the 
disruption of telecommunications services and imposes obligations on telecommunications operators 
regarding the resilience of communications networks and services, as well as the synchronisation of 
communications networks. 
 
4.3 Act on Electronic Communications Services (917/20141) - Chapter 29: Quality requirements for 
communications networks and communications services - Section 243: Quality requirements for 
communication networks and services  
Public communications networks and services and the communication networks and services connected to 
them shall be planned, built and maintained in such a manner that:  

a) the technical quality of electronic communications is of a high standard and information security is 
ensured;  

b) the networks and services withstand normal, foreseeable climatic, mechanical, electromagnetic 
and other external interference and information security threats;  

c) their performance, functionality, quality and reliability can be monitored; 
d) significant information security violations and threats against them and other defects and 

disruptions that significantly interrupt their functionality can be detected;  
e) access to emergency services is secured as reliably as possible even in the event of network 

disruptions;  
f) the health and assets of users or other persons are not put at risk;  
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g) the data protection, information security and other rights of users and other persons are not 
endangered;  

h) the networks and services do not cause unreasonable electromagnetic or other interference or 
information security threats;  

i) they function together and can, if necessary, be connected to another communications network;  
j) modifications made to them will not cause any unforeseeable disruptions for other 

communications networks or services;  
k) if necessary, terminal equipment meeting the requirements of this Act can be connected to them, 

and they are, if necessary, compatible with a television receiver that meets the requirements of 
this Act;  

l) the responsible telecommunications operator is also otherwise able to meet its obligations or those 
imposed under this Act;  

m) they function as reliably as possible even in the exceptional circumstances referred to in the 
Emergency Powers Act (1552/2011) and in disruptive situations under normal circumstances;  

n) emergency alert messages by authorities can be transmitted to the public as laid down in separate 
provisions; 

o) requests for interception and monitoring, and other requests related to an authority’s right to 
obtain information may be fulfilled in a manner as laid down in separate provisions.  

 
The quality requirements referred to in subsection 1, paragraphs 1−4, 10, 11 and 14 shall be 
commensurate with the number of users of the communications networks and services, the geographical 
area served and their significance to the users.  
 
The measures referred to in paragraphs 1, 2, 4, 7 and 9 of subsection 1 related to information security 
mean measures to ensure the security of operations, communications, equipment and programmes and 
the security of information material. These measures shall be commensurate with the seriousness of 
threats, level of technical development to defend against the threats and costs incurred by these 
measures.  
 
The quality requirements referred to in subsection 1 also apply to significant associated facilities and 
services related to communications networks and services.  
 
A telecommunications operator shall publish up-to-date technical specifications on the public 
communications network interfaces to which the telecommunications terminal equipment may be 
connected. The specifications shall include sufficiently accurate information serving as basis for the 
manufacture of telecommunications terminal equipment and for using services provided via the interface. 
(456/2016) 
 
4.4 Information Security Audit Tool for Authorities (KATAKRI) 2020 
Katakri has proven to be a well working tool, giving added value in international information security 
cooperation both for authorities and for the industry. As an information security audit tool for authorities, 
Katakri can be used to assess the capability of the organisation to protect national or international 
Classified Information. It brings together the minimum-security requirements based on national legislation 
and international information security obligations. Katakri itself does not set mandatory requirements on 
information security, but is a compilation of existing national legislation and such international 
information security requirements as there are that can be seen binding on Finland.  
 
The most important pieces of legislation in the context of Katakri are the Act on Information Management 
in Public Administration (906/2019) and the Government Decree on Security Classification of Documents 
in Central Government (1101/2019), which are applicable in Finland for protecting national, as well as 
international Classified Information. 
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As an international source for requirements, Katakri uses the European Council Decision on the security 
rules for protecting EU classified information (2013/488/EU)21, which lays down the basic principles and 
minimum standards of security for protecting EU Classified Information (EUCI).  
 
Katakri is divided into three subdivisions:  

• The aim of the section on security management (T) is to ensure that the organisation has a well-
functioning procedure to manage the security of information, as well as sufficient personnel 
security measures are in place to protect the Classified Information.  

• The section on physical security (F) describes the security requirements for the physical 
environment where Classified Information is handled.  

• The section on information assurance (I), lays down the security requirements for the IT 
environment. 

 
5. France 
 
In France, the main legal framework is the "Loi de Programmation Militaire" (LPM), which defines the 
obligations of all public and private actors involved in matters of national security, which includes critical 
communications. Those actors are labelled as "Opérateurs d'Importance Vitale" (OIV). This regulation has 
been an inspiration for the EU NIS and NIS2 directives. While cybersecurity requirements are the novelty 
introduced by LPM, this regulation is holistic and encompasses the whole security landscape, including 
physical security, cyber security, personnel management, and operational processes. On top of the LPM, 
RRF (Réseau Radio du Futur) relies on the ability to roam on to any of the four MNOs whose coverage is 
extensive, to ensure resilience.  
 
Under the "Mobile New Deal", in January 2018, the regulator, Arcep and the French Government 
announced commitments by operators to accelerate mobile coverage, particularly in rural areas22.  
 
 
Germany 
 
In Germany, only the Telecommunications Act, including a catalogue of security requirements (Catalogue), 
provides some regulations that ensure the resilience of the technical infrastructure, including protection 
against interference and risks, and the availability of telecommunications services, which are generally 
applicable only to the operators of public telecommunications networks and the providers of publicly 
accessible telecommunications services.  
 
Telecommunications Act, Section 165 - Technical and organizational security measures 

(2)  Any person operating a public telecommunications network or providing publicly available 
telecommunications services shall take appropriate technical and organizational precautions and 
other measures in the telecommunications and data processing systems operated for this 
purpose: 
1. To protect against disruptions that lead to significant impairments of telecommunications 
networks and services, also insofar as such disruptions may be caused by external attacks and the 
effects of disasters, and 
2. To control risks to the security of telecommunications networks and services. 
In particular, measures, including where appropriate measures in the form of encryption, shall be 
taken to secure telecommunications and data processing systems against unauthorized access 
and to minimize the impact of security breaches on users, other telecommunications networks 
and services. These measures shall take into account the state of the art. 

                                                            
21 https://eur-lex.europa.eu/eli/dec/2013/488/oj/eng  
22 https://www.arcep.fr/la-regulation/grands-dossiers-reseaux-mobiles/la-couverture-mobile-en-metropole/le-new-
deal-mobile.html     

https://eur-lex.europa.eu/eli/dec/2013/488/oj/eng
https://www.arcep.fr/la-regulation/grands-dossiers-reseaux-mobiles/la-couverture-mobile-en-metropole/le-new-deal-mobile.html
https://www.arcep.fr/la-regulation/grands-dossiers-reseaux-mobiles/la-couverture-mobile-en-metropole/le-new-deal-mobile.html
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(3)  As an appropriate measure within the meaning of subsection (2), operators of public 
telecommunications networks and providers of publicly available telecommunications services 
may use attack detection systems as defined in Section 2 (9b) of the BSI Act23. Operators of public 
telecommunications networks and providers of publicly accessible telecommunications services 
with increased risk potential shall deploy appropriate attack detection systems. The attack 
detection systems used must be capable of detecting hazards or threats through continuous and 
automatic recording and evaluation. They should also be capable of averting identified hazards 
or threats and providing suitable remedial measures for disruptions that have occurred. The 
Federal Network Agency may specify further details in the catalogue of security requirements 
pursuant to Section 167. 

 
§ Section 167 Catalogue of security requirements 
(1) The Federal Network Agency, in agreement with the Federal Office for Information Security and the 
Federal Commissioner for Data Protection and Freedom of Information, shall specify by general order in a 
catalogue of security requirements for the operation of telecommunications and data processing systems 
and for the processing of personal data: 
1. Details of the technical precautions and other measures to be taken pursuant to Section 165 (1) to (7), 
taking into account the various potential threats to public telecommunications networks and publicly 
accessible telecommunications services, 
2. Which functions are critical functions within the meaning of Section 2 (13) sentence 1 number 3 letter b 
of the BSI Act that are implemented by critical components within the meaning of Section 2 (13) of the BSI 
Act, and 
3. Who is to be classified as an operator of public telecommunications networks and as a provider of 
publicly accessible telecommunications services with increased risk potential. 
 
The catalogue of security requirements24 pursuant to sentence 1 may also contain requirements for the 
disclosure and interoperability of interfaces of network components, including technical standards to be 
complied with. The Federal Network Agency shall give manufacturers, associations of operators of public 
telecommunications networks and associations of providers of publicly available telecommunications 
services the opportunity to comment. 
 
As seen above, in order to achieve the protection goals, all operators must take technical precautions and 
other measures. But such measures are not explicitly mentioned either in the law or in the protection 
catalogue, other than the requirement for those measures to be “state of the art”. 
 
With regard to the resilience of the technical infrastructure, the following measures should be particularly 
emphasised and observed: 
 
Physical and elementary protection requirements (clause 3.3.2. Catalogue of security requirements) 
A security risk is also posed by vandalism, theft, fire, water, dust or natural hazards. 
 
Appropriate physical protective measures should be taken to ward off security risks of this type as far as 
possible so that the availability of the network and service is maintained. This includes at least the 
following measures: 

                                                            
23 Act on the Federal Office for Information Security (BSI Act - BSIG) 
https://www.gesetze-im-internet.de/englisch_bsig/index.html  
24 Catalogue of security requirements for the operation of telecommunications and data processing systems and for 
the processing of personal data pursuant to § 109 of the Telecommunications Act (TKG) 
https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unternehmen_In
stitutionen/Anbieterpflichten/OeffentlicheSicherheit/KatalogSicherheitsanforderungen/cataloguesecurityrequireme
nts.pdf?__blob=publicationFile&v=1  

https://www.gesetze-im-internet.de/englisch_bsig/index.html
https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unternehmen_Institutionen/Anbieterpflichten/OeffentlicheSicherheit/KatalogSicherheitsanforderungen/cataloguesecurityrequirements.pdf?__blob=publicationFile&v=1
https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unternehmen_Institutionen/Anbieterpflichten/OeffentlicheSicherheit/KatalogSicherheitsanforderungen/cataloguesecurityrequirements.pdf?__blob=publicationFile&v=1
https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unternehmen_Institutionen/Anbieterpflichten/OeffentlicheSicherheit/KatalogSicherheitsanforderungen/cataloguesecurityrequirements.pdf?__blob=publicationFile&v=1
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• Physical security elements must be defined that prevent unauthorised access, damage to and 
impairment of information and information processing facilities (e.g. by means of security locks, 
motion detectors, intrusion detection systems or video surveillance). 

• Security areas should be protected by adequate access control. 

• Devices and equipment must be serviced at regular intervals or at intervals recommended by the 
manufacturer. 

• Telecommunications cabling and power cabling must be adequately protected against 
interruptions, interference and damage. Redundant lines must be laid separately from each other. 
Cables should be laid underground and protected by pipes as well as locked rooms and closets.  

• Water-carrying pipes should be avoided in server rooms. 

• Measures to protect against natural disasters and accidents must be taken. 

• An assessment of the effectiveness of physical and environmental protective measures must be 
carried out on a regular basis. 

• The use of fire, gas and smoke detectors or extinguishing systems should be appropriate to the size 
of the premises and should be maintained regularly. 

• Compliance with the fire protection regulations must be checked regularly. Appropriate physical 
protective measures should be taken to ward off security risks such as vandalism, theft, fire, water, 
dust or natural hazards, as far as possible so that the availability of the network and service is 
maintained.  

 
Security of supply (availability of the overall system) (clause 3.3.3. Catalogue of security requirements) 
An important component in the area of publicly accessible telecommunications is ensuring security of 
supply (telecommunications, electricity, air conditioning, etc.). The following protective measures must be 
taken: 

• Devices and equipment must be protected against power failures and other disruptions. 

• Redundant lines should be available via different supply routes. 

• Adequate dimensioning of the air conditioning and power supply must be determined and 
monitored regularly. 

• Switchgear, emergency generators, batteries, etc. must be checked regularly and, if possible, 
tested. 

• A procedure for the implementation of security-critical supplies, utilities and support facilities must 
be created. 

• Measures to protect the supply and provision of the utilities are to be implemented.   

 
Control of access to network and information systems should also be mentioned. The catalogue of 
security measures only mentions organisational measures such as access and control systems, but no 
explicit physical measures. 
 
 
7. Hungary 
 
The legal and regulatory approach regarding physical security of infrastructure is based on NIS2 and CER 
directives as transposed into domestic law. As of 1st of January 2025 the legal obligations are based on an 
approach based on sector/subsector/type of entity as in these EU directives. The domestic legal provisions 
define domain-specific (cybersecurity and resilience of critical entities) rules on physical security. Current 
legislation relevant to physical security is dealt in the following Acts and their respective Decrees: 

• Act LXXXIV of 2024 on the Resilience of Critical Organizations25 and the Government Decree 
474/2024. (XII. 31.) on the Implementation of the Act on the Resilience of Critical Organizations26 

                                                            
25 https://njt.hu/jogszabaly/2024-84-00-00  
26 https://njt.hu/jogszabaly/2024-474-20-22    

https://njt.hu/jogszabaly/2024-84-00-00
https://njt.hu/jogszabaly/2024-474-20-22
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• Act LXIX of 2024 on the Cybersecurity of Hungary27 and the Government Decree 418/2024. (XII. 23.) 
on the Implementation of the Act on the Cybersecurity of Hungary28   

• 7/2024. (VI. 24.) Cabinet Decree on the requirements for security classification and the specific 
protection measures to be applied in the case of each security class29  

 
8. Norway 
 
Both the Norwegian Electronic Communication Act and the Security Act set out some regulations 
addressing resilience of physical infrastructure for telecom. The provisions are largely legal standards 
stating that there must be adequate/proper/appropriate security, and to a lesser extent specific 
requirements. However, the authorities may impose obligations on the providers of electronic 
communication, such as to increase backup power.  
 
Furthermore, the authorities have published guidelines with regards to physical infrastructure.  
 
8.1 The Electronic Communications Act (ECom Act)30   
The ECom Act, Section 2-10, Security and preparedness states “The Providers shall offer electronic 
communications networks and services with the proper security for the users in peacetime, crises and 
war.”  
 
In addition, the National Communications Authority (Nkom) may make individual decisions “…ensuring 
that the provider implements measures that give proper security and necessary preparedness“ 
 
The objective of the requirement on "proper security" in the Electronic Communications Act is to ensure 
that the providers maintain basic security in networks and services, and that necessary preparedness is 
established in order to handle extraordinary situations. The requirement should be viewed as a dynamic 
legal standard which constantly changes in line with developments in the market, technology and society 
in general. What is considered "proper security" will therefore be defined with reference to market 
development, available technology, international requirements and the prevailing security situation. The 
requirement applies to both physical security and logical security/cyber security.  
 
The current Electronic Communications Act is based on previous EU regulations and the ongoing 
implementation of the new EU regulations on electronic communications; Network and Information 
Security Directive (NIS2) [Directive (EU) 2022/2555] and the Critical Entities Resilience Directive (CER) 
[Directive (EU) 2022/2557]. Based on the current process, it is likely that the requirements in the NIS2 
directive will also apply to the physical security of electronic communication networks. 
  
8.2 Regulation on classification of electronic communications networks  
In addition to the Electronic Communications Act, there is a regulation on classification of electronic 
communication networks31 (Classifications Regulation). According to section 1, the purpose of the 
regulation is to “secure network equipment in facilities against unwanted external physical influence so 
that providers can offer electronic communication network and services with the necessary security for 
users in peace, crisis and war.” 
 
The Classification Regulation states that all network providers must classify all facilities based on the level 
of importance their own network equipment in the facilities has for operating the Electronic 

                                                            
27 https://njt.hu/jogszabaly/2024-69-00-00    
28 https://njt.hu/jogszabaly/2024-418-20-22  
29 https://njt.hu/jogszabaly/2024-7-20-7G  
30 https://lovdata.no/dokument/NLE/lov/2003-07-04-83  
31 Act of 10th of September 2012 no. 866 on classification and securing of installations in electronic communications 
networks (https://lovdata.no/dokument/SF/forskrift/2012-09-10-866 Regulation on classification - in Norwegian 
only). 

https://njt.hu/jogszabaly/2024-69-00-00
https://njt.hu/jogszabaly/2024-418-20-22
https://njt.hu/jogszabaly/2024-7-20-7G
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Communications network and services. As part of this, the Classification Regulation requires that the 
network providers carry out comprehensive risk and vulnerability assessments relating to their facilities 
and that they ensure that facilities in the various classes are properly secured in accordance with the 
assessments.  
 
The Classification Regulation sections 6 – 12 further specify security measures that must be implemented 
based on the classification level. Examples of security measures are; Perimeter security, Access control, 
Burglar alarms, Fire protection, EMP/HPM weapons, Auxiliary technology equipment, Localization and 
colocation.  
 
8.3 Nkom's program for amplification/strengthening of electronic communication 
The program is an important financial contribution from the state to strengthen the physical robustness of 
the digital foundation, especially in rural Norway. This programme helps to cope with the loss of mobile 
communication in the event of, for example, extreme weather and power outages over a longer period of 
time. Under the programme, local municipal crisis management teams and the residents get a place in the 
municipality where they can use their mobile phone to send and receive messages in the event of a power 
outage for an extended period of time. The measures also provide synergy effects in the form of improved 
robustness for associated areas. The program has been running since 2014, and the number of 
municipalities that have received enhanced access is steadily increasing. 
 
8.4 Nkom's "Robust transmission networks" 
In 2022, Nkom presented their study on Robust transmission networks for Norway towards 203032. This 
study shows the need for extensive strengthening measures in the networks and large investments in the 
electronic communications sector. In the report, Nkom has indicated various measures that can be 
implemented to achieve better robustness.  
 
Nkom, as an Authority, can contribute to fulfilling the robustness targets by adopting mainly four 
categories of instruments; information, facilitation, financing and regulation. For example, Nkom can 
impose stricter requirements on preparedness cooperation, contribute with funding or introduce new 
regulations to achieve the targets. 
 
8.5 Nkom's collaboration with NVE 
As a part of the technological development, there is an increasing interdependence between the ecom 
and power sectors. Electronic communication networks and services are dependent on a stable power 
supply. At the same time, increased digitization in the power sector assumes well-functioning electronic 
communication. 
The owners of electronic communications networks have invested significant amounts in security 
measures and backup power capacity. In addition, the state contributes with funding for security and 
preparedness, for example through Nkom's program for strengthening of electronic communication 
networks. Despite this, interruptions in the power supply to ecom networks are still one of the most 
common causes of outages in the ecom networks and is expected to continue to be so in the future. 
 
Due to the challenges, the Norwegian government established a working group with the aim to find 
specific measures on how to improve the collaboration between ecom companies and power companies. 
The participating parties were Nkom, the Norwegian Energy Regulatory Authority (NVE), power grid 
companies and the mobile network owners. The work has resulted in a report with proposed measures for 
better cooperation. This report is available in Norwegian. 
 
  

                                                            
32  (an executive summary in English can be found at this website, and is also uploaded in the BDBOS/LRWG   working 
space) 
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8.6 The Security Act and appurtenant regulations33 
The Norwegian Security Act applies to governmental, national and municipal bodies as well as suppliers of 
goods or services of classified procurements. According to the Security Act Section 1-1 Purpose; 
The act intends to help 

a) protect Norway's sovereignty, territorial integrity and democratic system of government, and 
other national security interests, 

b) prevent, detect and counter activities which present a threat to security, 
c) ensure that security measures are implemented in accordance with the fundamental legal 

principles and values of a democratic society. 
 
In addition to the ECom Act, the Security Act requires "appropriate security" at any time ("state of the 
art"), under Section 4-3. The Security act further introduces several requirements connected to security of 
physical infrastructure.  
 
The National Security Authority (NSM) has the overall sector-wide supervisory responsibility for the Act, 
while Nkom has responsibility for overseeing procurements within the electronic communication sector 
that are subject to the Security Act.  
NSM has published guidelines for the implementation of the Security Act and appurtenant regulations.34 
 
8.7 Expert committee for national control of digital infrastructure3536 
In January 2024, the Norwegian Government established an expert committee for national control of 
digital infrastructure. The object of the committee is to provide specific suggestions on how the 
government can ensure national control of critical digital communication infrastructure. The committee 
shall, for example, assess how national control can be ensured for mobile and broadband networks, 
transport networks, underwater fibre cables, data centres, satellite communication systems and facilities 
for digital infrastructure which are critical for critical communications. The committee's assessment shall 
be provided to the Ministry of Digitalisation and Public Governance by February 2025. 
 
9. UK 
 
The Telecommunications (Security) Act 202137 (Act) has imposed a duty on providers of public electronic 
communications networks and public electronic communications services (“Providers”) to take measures 
to identify, reduce the risks of and prepare for security compromises. The definition of security 
compromises includes anything that compromises the availability, performance or functionality of the 
network or service. 
 
Under the Act, the Secretary of State (i.e. Minister) has the power to issue regulations that require 
Providers to take specified measures. The Act also empowers the Minister to issue, revise and withdraw 
codes of practice to Providers that provides guidance on the measures to be taken. The Act empowers 
Ofcom to monitor and enforce industry compliance while granting Ofcom new powers to request 
information from providers in order to carry out its functions. 
 
The Electronic Communications (Security Measures) Regulations 202238, issued under the Act impose 
obligations on providers of public electronic communications networks to ensure the networks are 

                                                            
33 Act of 1st of June 2018 no. 24 relating to national security (https://lovdata.no/dokument/NLE/lov/2018-06-01-24 
Security Act, English version). 
34 https://nsm.no/regelverk-og-hjelp/veiledere-og-handboker-til-sikkerhetsloven/veileder-i-fysisk-
sikkerhet/veiledning-til-bestemmelser-om-fysisk-sikkerhet/ 
35 https://www.regjeringen.no/no/aktuelt/olav-lysne-leder-ekspertutvalg-for-nasjonal-kontroll-med-digital-
infrastruktur/id3021354/ 
36 https://www.regjeringen.no/no/dep/dfd/org/styrer-rad-og-utvalg-under-digitaliserings-og-
forvaltningsdepartementet/ekspertutvalget-for-nasjonal-kontroll-med-digital-infrastruktur/id3021428/  
37 https://www.legislation.gov.uk/ukpga/2021/31/enacted 
38 https://www.legislation.gov.uk/uksi/2022/933/made 
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designed to reduce security compromises to the network or the functions which contain sensitive data or 
are security critical functions. ‘Security critical functions’ are defined as “any function of the network or 
service whose operation is likely to have a material impact on the proper operation of the entire network 
or service or a material part of it”. In view of that, the regulations are relevant to this paper only to the 
extent of occurrences which affect a large part of the network. 
 
The Code provides technical guidance on fulfilling the requirements under the Regulations. While the 
Code issued under the Act applies to Providers, private network providers are at liberty to adopt it.  
 
The Department for Science, Innovation and Technology, that has responsibility for telecommunications 
policy, launched a “Call for Information on the uses and security of Private Telecommunications Networks 
within the UK”, in order for the government to obtain information and views on the use, security and 
resilience of private telecoms networks.  
 
National Protective Security Authority (NPSA) (formerly the Centre for the Protection of National 
Infrastructure), provides protective security advice (physical and personnel) to organisations, historically 
focussing on the thirteen Critical National Infrastructure (CNI) sectors including communications.  
 
Operators have been made aware of the criticality of their sites/systems/functions and there is a 
recognised expectation that they will, in collaboration with the National Technical Authorities (NPSA, 
National Cyber Security Centre, National Authority for Counter-Eavesdropping), have in place 
commensurate, Personnel, Physical and Cyber security measures. 
 
NPSA also provides advice and share experience. Ofcom may seek the views of NPSA but is not bound to 
follow that advice. 
 
In addition, there are contractual provisions relating to the networks that emergency services rely on, 
which require the network operator to ensure that the physical infrastructure is secure such as a security 
management plan that address, among other things, site security.   
 
Ofcom launched a consultation on Resilience guidance on 08 December 2023 which closed on 01 March 
2024 and issued the “Statement on Network and Service Resilience Guidance: Guidance for 
communications providers on resilience-related security duties under the Communications Act 2003”39. 
This introduced an updated version of Ofcom’s resilience guidance for providers of Public Electronic 
Communications Networks and Services, setting out measures Ofcom expects providers to take in relation 
to the resilience of their networks and services as part of their security duties imposed under section 
105A-D of the Communications Act 2003. Section 5 contains “Resilience guidance for physical 
infrastructure domains”. 
 
These measures include: 

• ensuring that networks are designed to avoid or reduce single points of failure; 

• ensuring that key infrastructure points have automatic failover functionality built in so that when 
equipment fails, network traffic is immediately diverted to another device or site that can maintain 
end user connectivity; 

• setting out the processes, tools, and training that should be considered to support the requirements 
on resilience. 

 
 

                                                            
39 https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-1-10-weeks/272921-
resilience-guidance-and-mobile-ran-power-back-up/associated-documents/statement-on-network-and-service-
resilience-guidance.pdf?v=379449  

https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-1-10-weeks/272921-resilience-guidance-and-mobile-ran-power-back-up/associated-documents/statement-on-network-and-service-resilience-guidance.pdf?v=379449
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-1-10-weeks/272921-resilience-guidance-and-mobile-ran-power-back-up/associated-documents/statement-on-network-and-service-resilience-guidance.pdf?v=379449
https://www.ofcom.org.uk/siteassets/resources/documents/consultations/category-1-10-weeks/272921-resilience-guidance-and-mobile-ran-power-back-up/associated-documents/statement-on-network-and-service-resilience-guidance.pdf?v=379449
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