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1. Introduction 
Operators of Land Mobile Radio (LMR) systems can derive substantial benefits from the early adoption of 
Mission-Critical Services (MCX) built upon open 3GPP standards. This white paper explores the 
opportunities and challenges of interworking LMR networks with 4G/5G-based MCX solutions by leveraging 
the standard-defined Interworking Function (IWF). The aim of this integration is to strengthen 
communication capabilities, achieve seamless interoperability, and enable a gradual adoption of 
broadband technologies. 

The document provides a detailed assessment of interworking functionalities and technical requirements, 
exploring both standardised and proprietary architectural models to connect LMR networks with MCX 
services. TETRA is presented as a representative case, though the same principles apply to other 
technologies such as APCO P25. Depending on the specific architecture of the LMR system, interworking 
may be implemented natively through integrated software components in the LMR and MCX systems or via 
an external IWF. 

Several key challenges must be addressed to ensure successful integration between LMR and MCX systems, 
including service mapping, system performance, scalability, user training and acceptance, operational 
continuity, and security concerns. 

This white paper also reviews the market forces and sectors driving this evolution. While public safety 
agencies and first responders remain the primary target audience, integration is equally relevant for 
government bodies, defence organisations, utilities, critical infrastructure, and various commercial and 
industrial domains. The discussion highlights use cases that illustrate the progressive extension of LMR 
services to non-critical, business-critical, and mission-critical users. 

We also outline the current status of the IWF standard, emerging feature capabilities, and the level of 
industry adoption—including support from organisations such as ETSI and 3GPP. Key opportunities 
discussed include seamless voice interoperability between LMR and MCX, data service integration, hybrid 
network support, multimedia feature enhancements for LMR users, standards-based interoperability, and 
unified control room integration. 

Lastly, the paper examines the evolving technology ecosystem and looks ahead to future developments 
within the 3GPP framework, and the broader shift towards 5G compatibility. 
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2. Definitions 
 

 
2.1 Land Mobile Radio (LMR) Networks 

Land Mobile Radio (LMR) systems are designed for two-way voice communication, primarily using handheld 
devices, vehicle-mounted units, and dispatch consoles. These networks are extensively utilised in sectors 
such as public safety, transportation, utilities, and industrial operations. 

Their core functionality centres around group communications facilitated by Push-To-Talk (PTT) radios, 
which enable coordinated efforts among large teams. Widely recognised mission-critical LMR standards 
include TETRA and APCO P25. Other systems, such as Tetrapol and Digital Mobile Radio (DMR), follow more 
proprietary protocols, despite being based on published standards. Although these frameworks define the air 
interface, interoperability with external systems is typically implemented through vendor-specific 
gateways. 

2.2 Mission-Critical Services (MCX) 

MCX refers to Mission-Critical Push-To-Talk, Data, and Video services delivered over 4G and 5G broadband 
mobile networks. It is defined by 3GPP, the standardisation body responsible for guiding the evolution and 
ensuring multi-vendor interoperability of cellular network standards, including 3G, 4G, and 5G, and which 
is already working on 6G. MCX services leverage the broadband capabilities and open interfaces of 3GPP 
networks to enable public safety voice, data and video services. MCX integrates network and application 
layers to provide features such as priority access, group communications via multicast, and end-to-end 
interoperability across devices, servers, and gateways. 

MCX services can be deployed on public, private, or hybrid 4G/5G infrastructures. Public deployments, 
managed by Mobile Network Operators (MNOs), support multiple organisations under defined Service Level 
Agreements (SLAs), addressing both business- and mission-critical needs; for example, AT&T operates 
FirstNet in the United States. Private deployments can serve localised areas such as airports, underground 
railways, and industrial sites, and several public safety agencies are targeting the deployment of a nationwide 
private network for their MCX services, which is complemented by public MNO networks to provide 
additional capacity and redundancy; a notable such deployment is SafeNet in South Korea. 
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2.3 Interworking Function (IWF) 

The Interworking Function (IWF) is a key component of the 3GPP MCX 
architecture that enables interoperability between LMR systems and MCX 
services. It provides a standardised approach for facilitating seamless 
communication across both domains, ensuring compatibility in voice, data, 
and signalling services. The functional model of the IWF is shown in the 
diagram on the right. 

To achieve interoperability, an IWF is required, either as an embedded 
software component or as a standalone function/entity. This integration 
may be implemented by the LMR equipment manufacturer, a third-party 
developer, or the network operator. 

3. Objectives 
The objective of standardising interworking for Mission-Critical Services (MCX) is to achieve seamless 
interoperability between broadband MCX platforms—defined by 3GPP for LTE and 5G—and existing legacy 
narrowband Land Mobile Radio (LMR) networks, including TETRA and P25. This standardisation is essential 
for enabling a smooth and reliable transition from legacy radio systems to next- generation broadband 
solutions. It allows public safety agencies, emergency responders, and other mission-critical users to 
maintain secure, dependable, and efficient communication across mixed technological environments. 

By establishing a consistent and open framework—exemplified by the Interworking Function (IWF) as 
specified in 3GPP standards—the objective is to ensure continuity of key services such as voice and data, 
while optimising cost-efficiency and aligning with the evolving requirements of mission-critical 
communication. 

The primary purpose of this white paper is to detail the fundamental steps and strategic considerations for 
implementing interworking between LMR networks and MCX services through the IWF standard. This 
integration seeks to significantly improve communication performance, foster interoperability, and 
facilitate a structured adoption of broadband-enabled operations. 
Note: This document does not address Direct Mode (Device-to-Device) communication or dual-technology 
migration and management scenarios. 

3.1 Interworking activities and requirements 

Achieving effective interworking between LMR and MCX networks requires the completion of several 
essential activities and adherence to specific technical and operational requirements: 

3.1.1 Assessment of Existing LMR Infrastructure 
• Conduct a thorough evaluation of the current LMR system architecture, including all relevant hardware, 

software components, and operational protocols. 

• Review the services provided within the LMR environment to determine which functions necessitate 
interoperability with MCX platforms. 

• Identify any compatibility constraints or integration challenges that may affect the connection with MCX 
systems. 
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3.1.2 IWF Deployment 
• Mapping the User Organisation operational needs with services feasible over the IWF. 

• Address mapping between LMR addressing scheme and MCX addressing. 

• Design or acquire an IWF that complies with 3GPP standards to enable proper interworking. 

• Verify that the IWF supports seamless voice and data exchange between the LMR and MCX networks. 

3.1.3 Network Configuration and Performance Optimisation 
• Adjust and align network settings within both LMR and MCX systems to enable successful interworking. 

• Fine-tune network performance to manage increased data loads while maintaining low latency and high 
reliability. 

3.1.4 Testing and Validation Procedures 
• Execute comprehensive interoperability tests to ensure effective communication between LMR and 

MCX domains. 

• Conduct a range of end-to-end testing scenarios, including group communications, private calling, and 
emergency alerts. 

3.1.5 Training and Ongoing Support 
• Deliver targeted training programs for system operators, first responders, and end-users to familiarise 

them with the interworking functionalities. 

• Implement a structured support model to resolve operational issues and provide guidance throughout 
and beyond the deployment phase. 

3.2 Possible architectures 

The integration of Land Mobile Radio (LMR) and Mission-Critical Services (MCX) networks can be realised 
through several architectural models. These configurations typically depict LMR user devices (e.g., handheld 
radios, vehicle-mounted units) on the left and MCX user devices (e.g., smartphones, tablets, ruggedised 
terminals) on the right. 
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• Native IWF Integration – The first approach incorporates IWF support directly within the LMR 
network infrastructure. This method removes the need for an external IWF. However, native IWF 
integration is generally offered by the LMR manufacturer as a licensed capability and may require 
additional dedicated hardware. 

• ISI / ISSI Interface-Based Architecture – The second method leverages standardised interfaces on 
the LMR side to enable interworking. Interfaces such as the TETRA Inter-System Interface (ISI) and 
the APCO P25 Inter-RF Subsystem Interface (ISSI) are particularly suitable. These interfaces facilitate 
key communication services such as Push-To-Talk (PTT) group calls, private calls, and data 
messaging, and connect to the MCX domain via an IWF. 

• Proprietary Dispatcher Interface (API-Based) Architecture – The third approach utilises a vendor- 
specific dispatcher interface or Application Programming Interface (API). Many LMR vendors 
provide APIs that allow third-party developers to create customised dispatch solutions. These 
applications can emulate group calls, private communications, and data messaging, thereby 
enabling interworking through an IWF. 

The interworking capabilities supported in each architecture depend heavily on the underlying interface 
and the functionality of the IWF. Generally, native IWF integration provides the most comprehensive feature 
set, followed by standardised interfaces like ISI, and lastly, proprietary dispatcher interfaces. 

 

3.3 Addressing key challenges in LMR-MCX integration 
Successfully integrating LMR and MCX networks involves overcoming several critical challenges. To ensure 
a smooth and effective deployment, the following areas must be proactively addressed: 

• Service Mapping – LMR systems are frequently customised with specific features and integrations 
tailored to user requirements. To maintain continuity, these customised services may need to be 
replicated within the MCX environment. It is therefore essential to thoroughly understand the 
operational needs of end users and assess their impact on interworking. The ideal foundation for 
seamless integration is a fully standards-compliant IWF that supports the IWF-1, IWF-2, IWF-3, and 
IWF-4 interfaces (see paragraph 6.6 for details). 

• Performance and Scalability – The IWF must be designed to avoid becoming a bottleneck between 
the LMR and MCX networks. This requires careful planning of the supporting network 
infrastructure, computing environment, and IWF software architecture to eliminate single points of 
failure and performance limitations. Furthermore, the solution should be scalable to support future 
expansion and the incorporation of new services. It should also be noted that the IWF must fulfill 
equivalent LMR requirements—in terms of latency, performance, broadcast capabilities, and 
overload handling—to ensure that the interworking of both technologies delivers a user experience 
comparable to that of mission-critical LMR networks. These design principles should be key 
evaluation criteria when selecting integration partners. 

• User Training and Change Management – Transitioning to a new communication system can often 
face resistance. It is vital to ensure that MCX solutions offer the same reliability for essential LMR 
functions. Clear communication of the advantages of MCX, coupled with comprehensive user 
training and dedicated support during the transition, will be crucial for driving adoption and user 
confidence. 

• Maintaining Operational Continuity – To minimise disruption during the migration process, a phased 
rollout strategy should be developed. Gradual implementation of MCX services ensures that mission-
critical communications remain uninterrupted while users adjust to the new system. A phased 
rollout allows both operators and end users to gradually build expertise, while minimising business 
and operational risks by preserving existing workflows and leveraging prior investments. 
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• Security Considerations – Ensuring robust security is paramount in any push-to-talk environment, 
especially when interworking between LMR and MCX networks. Trust and protection must be 
established through a combination of standards-based security protocols, operational safeguards, 
and cyber defence measures. The IWF interfaces provide mechanisms for secure user and group 
authentication, as well as protection of signalling and media traffic. Additionally, physical and 
procedural safeguards must be in place to protect the IWF from becoming a vulnerability or attack 
vector. End-to-end encryption is an essential challenge to be considered when adding the IWF 
solution, particularly regarding the management of E2E keys across both LMR and broadband 
devices. 

• Redundancy & Resilience – Redundancy and resilience are mission proven, intrinsic features of LMR 
that have been built and tested over time, which need to be taken into account when adding the 
IWF solution. 

• Control – Public safety agencies often require a high level of authority over their systems – not only 
in terms of coverage and capacity, but also in determining who can access the system and who 
receives priority.   

4. Market Segments and Applications 
Mission-Critical Services (MCX) are primarily targeted at the public safety and emergency response sectors 
but are also increasingly relevant across various industries that demand secure, reliable, and prioritised 
communications. Developed on open 3GPP standards for LTE and 5G, MCX services are specifically designed 
to meet the rigorous demands of mission-critical operations. Below is an overview of the core market and 
its key segments. 

The primary market includes agencies and organisations responsible for maintaining public safety, 
responding to emergencies, and managing crisis situations. MCX solutions are deployed to replace or 
augment traditional LMR systems—such as TETRA and P25—by offering enhanced capabilities including 
high-speed data, live video streaming, and real-time situational awareness. 
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These and other key market segments include: 

1. First Responders 

• Police and Law Enforcement: Require secure group communications, live GPS tracking, and 
real-time data exchange to coordinate field operations. 

• Fire and Rescue Services: Rely on robust voice, video, and data capabilities for managing 
emergencies—such as streaming video from incident scenes. 

• Emergency Medical Services (EMS): Use MCX for telemedicine applications, patient data 
transfer, and seamless coordination with hospitals. 

2. Government and Defence 

• Military Forces: Employ MCX for secure tactical communications. 

• Border Security and Coast Guard: Utilise MCX for surveillance, coordination, and maritime 
mission support. 

• Disaster Relief Agencies: Depend on resilient communication systems during natural disasters 
or large-scale emergencies. 

3. Utilities and Critical Infrastructure 

• Energy Sector (Oil, Gas, Power): Uses MCX for monitoring, incident response, and field 
communications during outages or crises. 

• Water and Waste Services: Leverages MCX to maintain operational integrity and continuity 
during disruptions. 

• Transport  and  Logistics  (Railways,  Metro,  Tram,  Bus,  Seaports,  Airports):  Ensures 
coordination and safety, particularly during incidents. 

4. Commercial and Industrial Applications 

• Private Security Services: Use MCX to provide secure, reliable communication during large 
events and emergencies. 

• Mining and Construction Industries: Benefit from MCX for remote communication, worker 
safety, and real-time alerts. 

• Major  Events  and  Venues:  Implement  MCX  to  support  high-priority,  temporary 
communication needs for event staff and security teams. 

While the core market for MCX lies in public safety, its applications span a broad range of sectors including 
emergency services, defence, infrastructure, and commercial operations. All these sectors share a common 
requirement: highly dependable and efficient communication tools for use in critical and high-stakes 
environments. 
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4.1 Extending LMR Services 

Public safety agencies often work closely with municipal authorities and private-sector security personnel. 
Integrating communication between these groups can significantly enhance operational coordination and 
improve overall safety. However, issuing LMR radios to the authorised municipal authorities and private- 
sector security personnel presents challenges in terms of cost and security. 

MCX services offer a viable alternative, enabling these users to communicate effectively without relying on 
LMR hardware. Through interworking between LMR and MCX systems, seamless collaboration is possible 
between public safety teams using traditional radios (e.g., handheld or vehicle-mounted units) and 
supporting personnel using broadband devices (e.g., smartphones, tablets, or ruggedised terminals). 
This hybrid LMR–MCX setup is especially valuable during emergencies, ensuring that both public safety 
officers and private-sector security teams can exchange critical information in real time—thereby improving 
response times and safeguarding both personnel and the public in high-risk scenarios. 

 

4.2 Providing additional coverage & capacity 

LMR systems are renowned for their robust outdoor performance and reliable indoor signal penetration. In 
contrast, public 4G/5G networks offer superior capacity and comprehensive service coverage in urban and 
architecturally complex environments—particularly when augmented by Distributed Antenna Systems 
(DAS) in settings such as large enterprises and shopping centres. When integrated, the two technologies 
can complement each other to deliver enhanced communication capabilities. 

Many public safety professionals already carry smartphones alongside their LMR radios for accessing digital 
applications and intranet tools. By enabling MCX capabilities on these smartphones within a hybrid LMR– 
MCX architecture, communication reliability is maintained even in areas with limited coverage. 

This integrated approach allows not only group calls between LMR and MCX users but also intelligent call 
routing. For instance, private calls can automatically be redirected to MCX devices when an LMR radio is out 
of coverage or powered off or vice versa. Such interoperability ensures continuous communication, 
improves situational awareness, enhances emergency response effectiveness, and ultimately contributes 
to better overall safety for field personnel. 

4.3 Gradual Migration from LMR to MCX 

Due to their proven reliability and critical role in public safety, Land Mobile Radio (LMR) networks cannot 
be replaced immediately. Instead, those organisations using LMR and looking to transition to broadband 
MCX must follow a phased, carefully managed approach. Past implementations have shown that public 
safety organisations benefit most from progressive adoption of broadband communications. 

A hybrid LMR–MCX configuration, particularly for voice communications, represents an effective starting 
point. The IWF plays a central role in enabling this step-by-step migration strategy. 

Note: The migration steps outlined below serve as a general example. Specific strategies may vary based on 
organisational needs and system constraints. 

1. Initial Phase – Deploy MCX services for broadband data and video over smartphones, tablets, 
ruggedised terminals … enhancing existing LMR capabilities. 

2. Intermediate Phase – Introduce Push-To-Talk (PTT) voice functionality on MCX-enabled devices, 
using it as a supplementary tool alongside ongoing LMR operations. 

3. Final Phase – Complete the transition to MCX over 4G/5G networks. 
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This progressive approach can help to ensure minimal disruption to operations, facilitate user adaptation,  
and deliver incremental performance improvements throughout the migration process. 

4.4 LMR to MCX Integration Use Cases for IWF 

The table below categorises and prioritises key use cases that guide LMR–MCX integration via the IWF. 
These use cases are classified by criticality—ranging from P3 (lower priority) to P1 (highest priority)—and 
span three primary categories: Non-Critical, Business-Critical, and Mission-Critical applications. 

 

 LMR to MCX Integration use cases 
Non-Critical 

use 
Business 

Critical use 
Mission 

Critical use 
              “IWF-1” capabilities  

Private Voice Call P3 P1 P2 
Group Voice Call P3 P1 P1 

Group Emergency Voice Call P3 P1 P1 
Private Emergency Voice Call P3 P2 P1 

E2E Encryption Voice P3 P3 P1 
Group Affiliation P3 P1 P1 

Group regrouping P3 P3 P2 
 

“IWF-2” capabilities 
Status Messages P3 P3 P1 

SDS (Short Data Services) P3 P3 P1 
Emergency Alert P3 P2 P1 

E2E Encrypted keys & Data P3 P3 P2 
 

“IWF-3” capabilities 
Group Management Server P3 P2 P1 

 
“IWF-4” capabilities 

Location Information Services P3 P2 P2 
 

Non-Functional Requirements 
Availability n.a. 99.9% same as TETRA 

Number of Simultaneous connections 8…16 …128 256+ 
Multitenancy P3 P3 P3 

RBAC Role-Based Access Control P3 P3 P1 
Provisioning IWF P3 P2 P1 

API P3 P3 P3 
Cybersecurity P3 P2 P1 

Security P3 P2 P1 
Monitoring & Reporting P3 P2 P1 
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5. Status 

5.1 Standards 

The architecture, procedures, and communication protocols for the Interworking Function (IWF) are 
governed by 3GPP standards, with TS 23.283 forming the foundational specification. This standard defines 
the mechanisms for voice, signalling, and data exchange between MCX and the IWF using SIP and HTTPS 
protocols. 

In the context of TETRA networks, the ETSI TETRA and Critical Communications Evolution (TCCE) Technical 
Committee oversees the maintenance of the ETSI TS 100 392-19-1 standard, which ensures compatibility 
between TETRA networks and 3GPP-based mission-critical services. 

Additionally, the ETSI TS 100 392-19-2 standard specifies an RTP-based media format and scheduling 
scheme that utilises the TETRA voice codec for mixed communication groups involving both TETRA and 
MCPTT participants. This standard also supports end-to-end encryption across the TETRA and MCX domains. 
However, this functionality is optional and dependent on implementation support from both the TETRA and 
MCX components of the IWF, as well as from the MCX client application. 

Regarding interworking in P25 networks, The JLMRLTE working group led by ATIS and TIA have published 
a “Study of Interworking between P25 LMR and 3GPP (MCPTT) Mission Critical Services” (J-STD-200)  that 
contains scenarios and considerations for using a 3GPP Release 15 Inter Working Function (IWF) to enable 
the interoperability of standardised voice and data services between a 3GPP Mission-Critical system and a 
TIA-based LMR system.  This document is currently under further revisions and refinement to add 
additional details on system interoperability.    

5.2 Capabilities 

Integrating LMR networks with MCX through the IWF standard significantly strengthens mission-critical 
communications. Key benefits include: 

• Seamless Voice Interoperability - Maintains Push-To-Talk (PTT) capabilities across both LMR and MCX 
systems, ensuring reliable and coordinated group communications. 

• Advanced Data Services - Enables real-time exchange of data, enhancing situational awareness and 
operational decision-making. 

• Priority Access and Multicast Support - Guarantees that high-priority communications are maintained 
during emergencies through prioritised access and multicast delivery. 

• Cross-Device Compatibility - Facilitates uninterrupted communication between LMR radios, MCX- 
equipped smartphones, tablets, and dispatch consoles. 

• Scalability and Adaptability - Supports system growth and integration of new technologies to meet 
evolving operational demands. 

• Enhanced Coverage and Service Continuity - Leverages the enhanced combination of wide-area coverage 
and indoor penetration provided by LMR and 4G/5G networks, while also utilising 4G/5G capacity to 
ensure broader and more reliable service. 

• Robust Security Features - Implements encryption, authentication, and secure communication 
protocols to safeguard sensitive information. 
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• Optimised Resource Utilisation - Enables dynamic and efficient use of network resources in response to 
changing operational needs. 

• Reliable Emergency Support - Supports emergency call handling and short data messaging to ensure 
consistent communication during critical events. 

5.3 Industry Support 

The mission-critical communications sector is a specialised market currently undergoing a transition from 
traditional narrowband technologies to broadband solutions based on 3GPP standards. The adoption of 
MCX is steadily increasing among LMR equipment manufacturers, mobile network providers, and software 
developers. 

To support this evolution, ETSI has organised a series of MCX Plugtests™ events to evaluate interoperability 
across multi-vendor environments. These testing campaigns focus on verifying MCX server-client 
compatibility, integration of MCX Application Servers with 4G/5G Core networks for prioritised and multicast 
communications, and interworking with LMR systems via the IWF interface. 

The 2025 edition of ETSI’s MCX Plugtests confirmed that at least eight MCX vendors had successfully 
implemented the IWF interface, enabling essential interworking features such as group affiliation, group 
calls, and private calls. Future ETSI MCX Plugtests are expected to expand these evaluations to include 
emergency calling and Short Data Services (SDS). 
In parallel, the Global Certification Forum (GCF) in partnership with TCCA has launched a certification 
programme for 3GPP-compliant MCX solutions. Plans are underway to extend this initiative to cover 
certification of server-side MCX components, including IWF functionality, to ensure robust end-to-end 
interoperability across the ecosystem. 

6. Benefits 
The increasing demand to extend LMR capabilities to non-critical users, enhance existing coverage, and 
support a phased transition to broadband solutions highlights the critical role of the IWF. The 3GPP-defined 
IWF standard offers a robust and practical solution, not only enabling seamless interoperability between 
LMR and MCX systems but also allowing organisations with multiple LMR systems to unify them into a 
common communications platform. Through the IWF, MCX services can connect disparate LMR networks, 
facilitating coordinated operations and laying the groundwork for any future migration to full broadband-
based communications. 

6.1 Seamless Voice Communication Between LMR and MCX 

A primary function of the IWF is to facilitate voice communication between LMR and MCX environments. 
This ensures users on either system can communicate effectively, with features that include: 

• Group Calls - LMR users can join mission-critical push-to-talk (MCPTT) group calls with MCX 
participants. For instance, a public safety officer using an LMR radio can be integrated into a group 
conversation with smartphone-based MCX users during an emergency. 

• Private Calls - The IWF supports one-on-one voice calls between users on different systems, enabling 
direct and confidential communication. 
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• Emergency Calls - Critical emergency features are preserved across platforms. An alert triggered by an
LMR user can be transmitted to MCX recipients, maintaining urgent response protocols.

This capability is essential for organisations transitioning to broadband, allowing them to preserve their 
existing LMR infrastructure while incrementally introducing MCX functionality. 

6.2 Integration of Data Services 

While LMR technology is traditionally focused on voice, it does support basic data services such as Short 
Data Services (SDS) and GPS location. MCX offers comprehensive data functions, including live video, file 
transfer, and advanced location tracking. The IWF enables this integration by: 

• Data Message Exchange – SDS messages from LMR can be transmitted to MCX users. Conversely,
MCX-originated messages—text or multimedia—can be converted into formats compatible with
LMR systems (e.g., SDS).

• Location Sharing – GPS data from LMR devices can be shared with MCX users in real time. Similarly,
location data from MCX devices can be made available to LMR systems, depending on display
capabilities.

• Status Synchronisation – Status indicators such as “available” or “busy” from LMR devices can be
relayed to MCX systems to support operational awareness and coordination.

6.3 Support for Hybrid Network Operations 
The IWF supports hybrid deployment models where LMR and MCX systems operate concurrently. This 
approach is particularly valuable during transitional periods that may extend over several years. Key benefits 
include: 

• Phased Migration – Organisations can maintain voice services on LMR while gradually adopting
MCX for broadband-based applications such as video and data sharing.

• Interagency Interoperability – Agencies using different technologies—such as police on MCX and
fire services on LMR—can still coordinate seamlessly through the IWF.

• Cost-Efficient Evolution – The IWF enables continued use of existing LMR assets while progressively
introducing MCX capabilities, avoiding immediate and costly infrastructure replacements.

6.4 Standards-Based Interoperability 
The IWF adheres to internationally recognised 3GPP and ETSI standards, providing a secure, scalable, and 
vendor-neutral interoperability framework, allowing the selection and deployment of best-of-class 
solutions: 

• Vendor Independence – Avoiding dependence on proprietary interworking solutions from the
incumbent LMR vendor.

• Scalability – Designed to support large-scale deployments, the IWF is suitable for nationwide public
safety networks and expansive industrial operations.

• Security – Secure communications are ensured through encryption, authentication, and integrity
protections across both systems, aligning with mission-critical requirements.

A growing number of LMR system vendors are adopting the 3GPP-defined IWF standards, promoting multi- 
vendor interoperability. This standards-based approach fosters healthy market competition and empowers 
mission-critical service providers to select and integrate customised, future-ready solutions that align with 
their unique operational and technological requirements. 
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6.5 Control Room Integration 

The IWF enables unified control room operations by merging LMR and MCX communications into a single 
dispatch and management environment: 

• Integrated Dispatching - Dispatchers can manage LMR and MCX users from a single interface, issuing 
group or private calls, sending alerts, and tracking users across both networks. 

• Communication Recording – Communication from LMR or MCX—can be recorded and archived 
centrally, supporting post-event analysis and legal compliance. 

• Enhanced Situational Awareness - Control rooms can simultaneously access LMR GPS data and MCX 
video feeds, offering a more comprehensive operational picture. 

6.6 The MCX Ecosystem 

The IWF specification—finalised in 3GPP Release 16 and deemed functionally complete with Release 17— 
has been developed to support a vibrant, multi-vendor MCX ecosystem. This allows organisations to mix 
and match components from different providers, optimising the total cost of ownership throughout the 
technology lifecycle. 

The IWF is built around a set of standardised open interfaces that support diverse communication needs: 

• IWF-1: Manages voice communications, floor control, and location updates using SIP, RTP, and RTCP 
protocols. 

• IWF-2: Enables exchange of short data messages between LMR and MCX domains. It also supports 
status and emergency alerts. 

• IWF-3: Supports messaging for dynamic group selection and regrouping functions. However, this 
functionality depends on support from the LMR vendor. 

• IWF-4: Provides support for location-based services. 

(Refer to the table in section  4.4 for the use cases related to IWF-1 to 4) 

The broader MCX ecosystem also creates opportunities for integrating advanced applications tailored to 
emerging use cases. Through standardised 3GPP interfaces, MCX systems can seamlessly connect with 
specialised platforms such as control room systems, key management infrastructures, and call logging tools. 
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Furthermore, the IWF interface deliberately aligns closely with the server interfaces MCPTT-3 and MCData- 
3, which are designed for interoperability between MCX application servers, especially for cross-border 
communications and unified control room operations. Compared to MCPTT-1 (client – server), IWF delivers 
superior scalability and is easier to integrate into complex control environments. 

6.7 Future-Proofing and Evolution 

Designed with adaptability in mind, the IWF continues to evolve in line with 3GPP Releases (from Release 
13 through 18 and beyond). This ensures ongoing compatibility as MCX services expand to support next 
generation features like augmented reality and IoT. Additionally: 

• FRMCS Support - The Future Railway Mobile Communication System (FRMCS), based on MCX, can 
interoperate with legacy systems such as GSM-R and with TETRA using IWF, supporting a smooth 
transition in the rail sector. 

• 5G Readiness - As MCX platforms migrate to 5G, the IWF ensures backward compatibility with LMR, 
allowing continued use of existing narrowband systems during the evolution. 

This ensures the long-term viability of LMR–MCX interworking and maximises the return on existing 
technology investments. 
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7. Conclusion 
The IWF plays a pivotal role in enabling hybrid communication environments that combine LMR systems 
with broadband solutions. By bridging these technologies, organisations can either augment existing LMR 
infrastructure or transition gradually towards fully broadband-based MCX. The various use cases outlined 
throughout this paper clearly demonstrate the value of interworking during all phases of integration and 
migration. IWF is positioned to be a key enabler in the broader adoption of broadband communications 
across public safety, industrial sectors, and critical infrastructure domains, where hybrid LMR–MCX 
solutions will serve as both a complement and a stepping stone to full migration. 

Understanding the benefits and challenges of IWF-based interworking is essential when selecting the 
appropriate MCX and IWF architecture. While IWF introduces powerful capabilities, several key 
considerations must be addressed: 

●  Bandwidth Constraints - The limited bandwidth of LMR restricts its ability to support the full range 
of MCX's broadband functionalities. As a result, interworking is generally limited to voice, 
messaging, and location services. 

●  Latency and Reliability - Ensuring low-latency, high-reliability communication—especially for 
emergency operations—can be complex when linking narrowband and broadband technologies. 

●  Cost and Implementation Complexity - Deploying IWF involves capital investment in hardware, 
software, and integration, along with the ongoing effort to manage and maintain the solution 
throughout the transition period. 

Organisations are encouraged to prioritise open, standards-based approaches—such as those defined by 
3GPP—over proprietary solutions, as these enhance interoperability and support broader ecosystem 
collaboration. Open standards help ensure compatibility across devices and vendors, which is particularly 
valuable for critical communications. They also provide a foundation for robust security practices and can 
contribute to more predictable and potentially optimised total cost of ownership (TCO), depending on 
deployment context and scale. 

Ultimately, the priority should be on delivering functional, user-centric services. In specific cases, expanding 
beyond the baseline standard to meet operational requirements may be justifiable. 

Since Release 12, 3GPP has actively developed MCX standards, with IWF specifications introduced in Release 
15 and continuously refined through Release 18. Despite the availability of MCX solutions, IWF adoption by 
both MCX and LMR vendors has lagged. Early and proactive implementation of IWF is essential to gain the 
trust of LMR operators and to support a seamless, staged migration to MCX. 

The integration of LMR networks with broadband MCX services via the IWF standard marks a major 
advancement in mission-critical communications. This convergence harnesses the reliability of LMR with 
the expanded capabilities of 4G and 5G—enabling seamless voice, real-time data transfer, high-resolution 
video, and enhanced coverage. 

Achieving successful interworking requires thorough planning, including infrastructure assessments, 
network configuration, user training, and operational support. Addressing potential challenges like 
interoperability issues, performance limitations, and user onboarding is key to a smooth transition. 

In conclusion, the LMR–MCX hybrid model offers a practical, scalable, and future-proof strategy for 
enhancing mission-critical communications—ensuring operational resilience, user adoption, and ongoing 
capability enrichment throughout the migration journey. 
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8. Abbreviations & glossary 
For the purposes of this report, the following abbreviations apply: 

 

APCO P25 Association of Public-Safety Communications Officials Project 25. Suite of standards for 
digital radio communications used in North America. 

API Application Programming Interface 
ATIS Alliance for Telecommunications Industry Solutions 
DAS Distributed Antenna Systems 
DMR Digital Mobile Radio 

FRMCS Future Railway Mobile Communication System (FRMCS). 5G-based successor to GSM- 
R, designed to support advanced railway applications 

GCF Global Certification Forum 

GSM-R GSM-R (Global System for Mobile communication system for railways 
Communications Railway). 2G based 

HTTPS HyperText Transfer Protocol Secure 
INT Interconnection as standard to connect between MCX servers 
ISI Inter System Interface / TETRA 
ISSI Inter- RF Subsystem Interface (ISSI) Gateway / P25 
IWF Interworking Function e g 100% native interworking 

 • IWF-1: reference point between the IWF and the MCPTT server, providing 
peer-to-peer interconnection between Land Mobile Radio (LMR) systems and 
the MCPTT system. 

 • IWF-2: reference point between the IWF and the MCData server, providing 
Short Data Service (SDS) interconnection between an LMR system and the 
MCData system. 

 • IWF-3: reference point between the IWF and the group management server, 
providing group management interconnection between an LMR system and 
the MC system. 

 • IWF-4: reference point between the IWF and the LMS, provides location 
information exchange between an LMR system and the MC system. 

LMR Land Mobile Radio (traditional hand-held radio or mobile 2-way radios) 

MCPTT Mission Critical Push-To-Talk. 
 • MCPTT-1: The first phase of MCPTT standardisation by 3GPP, focusing on basic 

PTT functionality over LTE. (client – server) 
 • MCPTT-2: Introduces enhancements like group management, emergency calls, 

and interworking. 
 • MCPTT-3: Advanced features including interworking with legacy systems and 

enhanced QoS mechanisms (server – server) 

MCData Mission Critical Data. The different stages (1,2,3) are defined by 3GPP standard: 

 • MCData-1: outlines what the service is expected to do from a user and 
operational perspective, without specifying how it is implemented. 

 • MCData-2: describes the functional architecture and information 
flows needed to meet the requirements defined in Stage 1. 

 • MCData-3: outlines the detailed protocol specifications and message flows 
required to implement MCData services over LTE and 5G networks. 

MCX Mission Critical services (PTT, Data and Video combined). 
MS Mobile Subscriber. 
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PTT Push-To-Talk. Method of communication in two-way radios and MC systems where 
users press a button to speak. 

RBAC Role-Based Access Control 

SIP A signaling protocol used for initiating, maintaining, and terminating real-time sessions 
in IP networks, including MCPTT. 

TCCA The Critical Communications Association. 

TCCE TETRA and Critical Communications Evolution. Industry association promoting the 
evolution of TETRA and other critical communication technologies. 

TETRA Terrestrial Trunked Radio. Standard developed by ETSI for critical communications 

Tetrapol Tetra Police. Digital trunked radio standard developed in France, used mainly by police 
and military forces in Europe. 

TIA Telecommunications Industry Association 
 

3GPP 
3rd Generation Partnership Project. A collaboration between groups of 
telecommunications standards associations, responsible for 2G, 3G, 4G, 5G … and 
mission-critical services like MCPTT. 
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