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1. Executive summary

Broadband Public Protection and Disaster Relief (PPDR) services are becoming more prevalent, and video is
one of the most promising and versatile technologies for improving operational efficiency and effectiveness.
Video is now widely considered as a significant capability to improve safety, coordination, collaboration,
and quality decision-making, particularly during high stakes, end-user operational scenarios.

This white paper explores what public safety agencies and operators need to consider to successfully deploy
video services supporting mission-critical operations, especially where the scale of its usage is considered
‘massive’ — a term used herein to describe situations where the amount of video could potentially saturate
network resources, if not appropriately managed. The overall objective is to ensure that first responders
and public safety agencies (and by implication other critical communication sectors) can use video
effectively and for operational benefit.

Key use cases representing different categories of operations are documented, i.e. day-to-day (routine)
operations, pre-planned events, and major incidents. When analysing these use cases, identifying video
producers and consumers is fundamental to understanding the overall problem domain, and those
identified include actors such as first responders, officers, dispatchers, operators, government agencies,
and other stakeholders.

From the outset, an emphasis was placed on identifying the key questions and challenges posed by mass
use of video. This involved, amongst other things, a poll of the members of the task force involved in this
work, consisting of representatives from government agencies and the critical communications industry.
The most frequent key challenges related to: (i) being able to set priorities and maintain control over the
video flows, (i) ensuring seamless communications across different systems, and (iii) avoiding network
flooding due to excessive video traffic.

Using video requires some forward planning and appropriate design of the network platforms to be used,
especially in the case of massive video use situations. Among the proposed solutions are:

e Network topology, spectrum and capacity: properly dimensioning the network is a pre-requisite for
efficient handling of video.

e Network-based solutions: prioritisation of resources Quality of Service, Priority and Pre-emption
(QPP) mechanisms; optimised downlink with eMBMS/MBS, network/radio slicing techniques; the
Low Latency, Low Loss, Scalable Throughput (L4S) mechanisms, and network exposure functions
can bring additional benefits.

e Managing video streams: both application and operation perspectives need to be considered. 3GPP
MCVideo standards shall be implemented. Using video applications that react to the availability of
network resources in a dynamic way and that can provide contextual data to the control room.

The main conclusions from this analysis, taking the use cases analysed and a particular model of a typical
commercial mobile network operator (MNO) network as a basis, are as follows:

e How the warning phase is likely to be supported depends on the criticality of the incidents. A single
dedicated radio network offers enough capacity for minor incidents; for major incidents a single
commercial network is sufficient, whereas a combination of a dedicated radio network and a
commercial network for critical incidents in rural areas.

e The initial and S&R phases for major and critical incidents are unlikely to be supported by a single
dedicated network or commercial network, especially not in rural areas, without applying video
compression and prioritisation of video feeds, or by providing additional capacity via a rapidly
deployable network or leveraging enhanced coverage installations that one typically finds in major
buildings, stadia, transport hubs, shopping malls, etc. The latter being a particular challenge during
the initial phase due to the need for first responders to attend as fast as possible whilst bringing
rapidly deployable networks with them.
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e For urban areas, a single commercial network has the potential to cover the massive mission critical
video demands placed upon it, without having to resort to greater video compression or
prioritisation techniques.

e (Critical incidents are often characterised by very high traffic levels, not only from first responders
but also consumers that are using commercial networks, which if not managed could generate
congestion impacting all. Implementing QPP including access and application priority mechanisms
and optimising the radio network will serve to manage these high load situations.

e Most situations would benefit from implementing greater video compression technigues and
prioritisation of video streams wherever possible.

This white paper ends with a set of recommendations intended for PPDR agencies, network operators and
solution providers/developers. It provides initial guidance for the successful use of massive mission-critical
video, ensuring solutions can meet mission-critical operational needs.
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2. Introduction

Mission critical group voice communication is well understood both by the public safety actors who know
how to use it on the theatres of operations, by the operators who know how to deploy and maintain
networks geared for this service, and by suppliers who provide the necessary solutions to fulfil end-user
requirements.

Thanks to the progress of mobile broadband, video services are becoming mission-critical too. But how to
manage them in the best way? The term Massive Mission Critical Video is used here to describe situations
where the use of video hits “a certain capacity limit”. Key questions that arise include: How to define it and
how to deal with such situations? What are the limitations, the challenges, and the technical as well as
operational solutions?

This white paper aims to ensure that first responders and public safety agencies can use video effectively
whilst on the theatre of operation.

Video services are seen here as an end-to-end challenge, encompassing all the elements shown on the
following figure:
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Figure 1: Video services seen as an end-to-end challenge.

Note that this work is not limited to the Mission Critical Services called MCVideo introduced in 3GPP in
Release 14, as other video formats and services are also considered. We are using the term mission critical
("MC") quite liberally.

2.1. The Massive Mission Critical Video Task Force

The Massive Mission Critical Video Task Force was kicked off at the beginning of 2022 by TCCA. Its objective
is to ensure that first responders and public safety agencies can use video while in the theatre of operations.
The members of this task force are from TCCA's Critical Communication Broadband Group (CCBG) and
include representatives from broadband network and video application providers, as well as from public
safety agencies and operators. A list of the contributors can be found under section 6.3 Acknowledgements.
The following two sections give more details about the structure and way of working of the task force.

2.2.  Scope and key challenges to be addressed

Handling massive mission critical video is a vast subject that can be approached in many ways. Choices had
to be made, which is why it was important to identify the key challenges and questions posed by the massive
usage of video that the task force wanted to address. This was achieved through a ranking poll among the
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members of the task force which identified the top six priorities. The identified key challenges have been
classified under the following categories: Operational, Network and Video applications aspects.

1. Operational 2. Network 3. Video applications
aspects aspects aspects
W b 4 )
Enabling and disabling Avoid, manage and mitigate Adjust operation of video

prlorltues of vndeos at an ﬂoodmg of vndeos durmg appllcatlons accordmg to

) [ Adjust video resolution and |
frame rate dynamically
according to incident

‘
Ensure MC interoperability Desired behavior when the
between agencies, devices & demand is hngher than the

. apps

Figure 2: Key challenges that define the scope of this work.

2.3.  Structure

One of the starting points is the way in which public safety organisations intend to use, and sometimes
already do use, video operationally. To this end, several video use cases have been identified and described
in Chapter 3.

The analysis of these use cases, together with the identified scope and key challenges to be addressed (see
previous section) results in a list of the main concerns, which is presented in Section 3.6.

Answers to these main concerns are then split into operational and network aspects. Network topologies
and what the technology can offer are both considered. This is explained in Chapter 4.

Finding and recommended course of actions close the white paper in Chapter 5.

Scope & How can this be

key challenges managed
operationally?

What are the main
concerns?

Analyzed
Use Cases What solutions

can be applied?

Video characteristics: how X
G- Possible network
will video be produced and topologies
consumed? polog /
What the technology
has to offer

Figure 3: Structure of the work and of this white paper.
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3. Mission critical use cases and requirements

This chapter describes typical video use cases for mission critical organisations. As new applications and
innovations are discovered continuously, the aim is to describe typical examples and not to provide an
exhaustive list of all possible scenarios.

For various kinds of public safety incidents, the typical phases of the incident were identified.

1. Warning phase: the indication of the incident from the public (112/999/911 calls, field organisation,
sensors etc), when the initial situational picture of the incident is built, and the necessary response
is alerted.

2. Initial phase: the phase when the response is arriving on the scene and activating the measures for
incident resolution and necessary additional response is summoned.

3. Search & Rescue phase: the phase where the focus is on evacuation of casualties and stabilising
the situation.

Each phase has its own requirements and potential challenges for authority communications. The phases
are considered to some level in the use cases, and in the following chapters describing potential solutions.

3.1. Use cases overview

The figure below depicts an overview of different identified stakeholders in video use cases. This is not
intended to be an exhaustive list, but to describe the broad variety of stakeholders, producers and
consumers for video use cases.
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Figure 4: Producers and consumers of video feeds.

The following chapters describe different use case categories and examples. The use cases may partially
overlap as the stakeholders are often the same, but each use case category describes a different angle to
mission critical video.

3.2. Video in day-to-day routine operations

Video can enhance various kinds of processes, not limited to mission critical but for business-critical use
cases. As part of routine operations, i.e. patrolling, field inspections etc, video feeds can be used to augment
the organisation’s situational awareness, record actions, monitor the environment and detect anomalies,
problems, and threats, and provide lone worker support. As part of mission-critical operations, video can
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provide the first indication of a possible incident. For first responders, the actual incidents are linked initially
with day-to-day routine work.

Video combined automated analytics and remotely controlled or autonomous devices offers significant
potential to improve situational awareness, operational efficiency, and productivity.

1. User actions can be recorded in the user devices for post-analysis and evidence purposes.

2. Control rooms can activate the camera feeds from mobile units whenever needed for different
purposes.

3. The unit can activate the video whenever support from the control room is seen as potentially
necessary, e.g. when stopping a vehicle for inspection.

4. Activating video can be linked to automatic alerting based on loT sensor-type alerts. For example,
detecting of weapon removed from holster, emergency button press, man-down alerts after a
detected fall / crash or inactivity can automatically alert the control room and activate the video
streams available.

5. Activating video based on detection of a relevant event via video analytics, i.e. detection of violent
behaviour, weapons, suspicious objects, wanted vehicles and people etc. This can concern both
fixed cameras and mobile / body worn cameras. High-resolution video allows for video analytics -
e.g. automatic recognition of people, objects, and text (licence plates, material codes etc).

6. The advent of drones and robotics allows for control rooms to alleviate patrol related tasks i.e.
monitoring locations that may be at a heightened risk of threats, responding to calls swifter than
normal patrol vehicles, analysing scenes for police, fire, and EMS while keeping necessary resources
free from being overcommitted. Video from these devices allows for an increased knowledge base
on incidents to increase the chance of success for first responders.

In day-to-day operations there is typically a small number of units at the same location, so the impact on
used mobile network capacity is not relevant.

3.2.1. Example: video as a tool for information gathering and de-escalation

Many public safety organisations are exploring the use of drones to enhance their operations. For example,
the Police Department of Chula Vista, California, was able, using drones and their beyond visual line of sight
(BVLOS), to create a drone as first responder program where they utilise the speed of a drone from city wide
launch sites to get on scene swiftly. With an average response time five minutes faster than patrol units,
they can get on scene and gather information ahead of officers on the ground to prepare them for the
scene.

One such case is where Chula Vista received a call regarding a man outside a taco shop brandishing a
‘firearm’. A drone was launched and was on scene within two minutes relaying video to the teleoperator
who from the control room could share the video with officers via their phones. During the time it took the
officers to get on scene the operator was able to spot that the man used the “firearm” to light a cigarette
and informed the responding officers it was just a lighter. This allowed for a violent confrontation to be
avoided and the full scope of the situation to be understood before even setting foot in the area where the
call was placed.

3.2.2. Example: group video service supporting authority operations

Suomen Erillisverkot, the operator of the Virve public safety network in Finland is operating a group video
service for the first responders in the country. The service allows controlled sharing of video within the first
responder organisations and emergency control rooms, allowing video delivery from mobile (body cams,
vehicle cameras, mobile phones, drones, fixed cameras) to the team to enhance awareness securely.

The Virve Group Video service is used to support daily operations and management of incidents. This takes
into consideration the legal premise for video recording and sharing based on participation in an incident.
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3.3. Usingvideo in pre-planned events

Today, the organisation and celebration of public, cultural or leisure occasions such as concerts, sporting
events or other large planned events, are increasingly common and frequent. It is necessary that security
increasingly prevails in the organisation of events of the great influx of the public to prevent any eventuality
that puts the health and personal safety of the attendees at risk. To achieve this, it is necessary to coordinate
the activities of all public authorities and personnel assigned to cover these events, as well as private service
companies, both emergency and private security. This is paramount to minimise the possible risks and plan
the alternatives to possible eventualities during the celebration of the same.

Every time a large event is organised, for example on public roads or in a designated venue, the various
public safety services responsible for ensuring the safety of the attendees must be organised and planned.

Managing these events is based on pre-planned communications and coordination plans, and situational
awareness systems. While these events have specific requirements, they can be prepared for and are easier
to facilitate.

Video is extremely useful in managing situational awareness during special events. Mass events require
special communications capacity attention as the public, with all their smartphones and extensive sharing
via social media, creates a massive load on all the MNO systems available.

3.3.1. Example: situational awareness in sports events

Sports events, like football games, are regular and frequent mass events everywhere. Public safety
organisations are using for example mobile command centres in the stadium area (van or truck with
communications and video-server equipment installed to provide control room facilities). These are used
to coordinate the situational awareness within and in the surroundings of the sports arena and manage the
actions of the field teams comprising potentially hundreds of officers. The mobile command centres can
exchange information with and coordinate actions with the regional control rooms. Such mobile control
rooms are deployed for event security frequently, for example for football games.

The mobile control centre integrates video feeds from various sources, like body cams from the field team,
CCTV cameras, drones, and vehicles — as well as external sources. Any cameras deployed in the field may be
a source of valuable information. In case of major incidents, the control capabilities can be replicated to
similar mobile systems from another region or agency.

Ensuring the network capacity to guarantee relevant communications (video, voice, critical applications) is
the foundation for providing safety and security for these important societal events.

3.4. Using video during major incidents

As part of the emergency services' day-to-day operations, several factors determine whether an incident
should be declared a major incident and when additional resources should be allocated. These factors tend
to vary depending on the jurisdiction, internal policies, and severity of the situation.

Major incidents are defined as those that significantly impact the safety, health, or operation of the
organisation. There are several variables that go into making this determination, which are described below:

1. Severity of the incident: The magnitude of the incident is a crucial factor. It is more likely to be
declared major if it is a major crime, a multiple casualty accident, or an emergency.

2. Threat to public safety: If the incident poses a significant threat to the community's safety, more
resources will be allocated to control it.

3. Number of casualties or affected: Incidents with multiple victims or those affected require a more
extensive response.
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4. Need for inter-agency coordination: If the incident involves multiple agencies (police, fire, medical
services, etc.), it is stated as major to facilitate coordination.

5. Impact oninfrastructure or utilities: Incidents affecting critical infrastructure (transportation, power,
communications) may require more resources.

6. Level of media or political attention: Incidents that attract high public or political attention may be
considered higher to ensure adequate response.

7. Real-time assessment: Officials on the ground assess the situation and may declare an incident as
major depending on changing circumstances.

In summary, the decision to declare an incident as major is based on a comprehensive assessment,
considering its impact, context, and consequences. Community safety and public order are of the utmost
importance in this decision-making process.

Coordination of resources is crucial in major incidents and requires a rapid response, effective
communication, and collaboration between different agencies. When several organisations, many users,
and different devices (terminals, cameras, drones, etc.) converge in a certain area, it is essential to
understand the network resources in detail and adapt the strategy to the specific conditions of the network
and its environment to avoid congestion. In emergency situations, it is preferable to prevent resource
saturation to avoid services malfunctioning for emergency users. After the incident, studies can be carried
out to determine possible improvement actions.

3.4.1. Example: massive landslide in a small village

On 30" December 2020, a massive landslide occurred in the small village of Ask in the municipality of
Gjerdrum, in Norway. 1620 people were evacuated and 10 people died. A more comprehensive description
of the event can be found in Annex B.

‘fr@ s e = s
Gjerdrum, in Norway. Picture: DSB.

- S 5 / 0 -

Figure 5: Massive landslide in the smal village ofAsk in the municipality of

Warning phase
e No special video support. The authorities have identified the need to receive videos from the 112
callers and public to be able to assess the situation. These videos would be shared between all
organisations participating in the incident resolution. In general, the ability to receive videos from
multiple 112-callers has been identified as a significant future improvement.
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Initial phase

Incident commanders from each emergency service understand that a landslide, where several
homes have been affected, had happened, but the extent is not clear. First responders with Urban
Search and Rescue (USAR) competence arrive early at the incident spot to assess the edge of the
slide.

Assistance from a police helicopter requested, and drones are also wanted for observation in the
landslide.

As future improvements, the authorities identify usage of drones as first responders to provide early
assessment of the incident and using drone swarms to provide continuous overview of the situation.
The drone feeds are used for different purposes so the ability to zoom into the images and streams
is important.

Also, using vehicle cameras and body cams is considered important to provide remove views to the
conditions on-site (e.g. weather and visibility).

SAR (Search & Rescue) phase

In the dark and with poor visibility, using night goggles, the crew is the first to form a visual
impression of the totality of the landslide.

A drone operator from the emergency response team in the Oslo police district arrives at the
landslide area in Ask, while the helicopters carry out search and rescue in the landslide pit. The
drone isinitially used as a handheld thermal camera to search the landslide pititself. Then the drone
is primarily used for filming and mapping both the edge of the landslide and in the pit.

SAR is primarily done with helicopters. Two police helicopters with thermal, Infra-red (IR) and good
optical cameras and one SAR helicopter with rescuing capabilities.

A command post for drones is established. It offered drone resources from public, voluntary and
private operators. The use of drones during the rescue operation at Gjerdrum is the largest of its
kind in Europe, and during the rescue operation, more than 200 hours and 400 flights were flown.

The drone industry's own interest organisation, UAS Norway, describes the Gjerdrum incident as
Europe's largest drone operation. Drones are primarily used for thermal searches and mapping of
the landslide pit and the edge. Information is transferred via photo, video and live stream.

In addition, the drones are used for monitoring of the landslide edge to provide USAR personnel
with increased safety during searches in the landslide pit. Thus, the purpose of the safety measure
is to detect new landslides early, so that the USAR personnel can receive early warning.

For future improvements, the authorities recognise the need to combine the drone/helicopter
feeds with other video information to overall situational awareness. Also monitoring of a volatile
environment (like a moving edge of a landslide) with mobile cameras to detect the changes in the
situation was considered useful.

Considerations valid for all phases are that video must not affect the quality of the audio group
communication, which is still to be (one of) the main communication channels. Al/ML to be used to
recognise and prioritise valuable information, and to control communication in a better way regarding
quality and framerate. The challenges for the next few years will be how to interpret all the video images,
more information will have no value if the information can't be handled in a satisfying secure way. We see
that video images from all conditions can be interpreted quicker and better by machines than humans

today.
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3.5. Automated detection and alerting of urban incidents

Fixed cameras in the urban environment or monitoring important facilities are commonplace in the modern
infrastructure and provide the daily surveillance and recording to support security, technical monitoring,
and situational awareness needs. Mobile broadband as a data connection for video transfer is making it
more cost efficient and practical to deploy cameras in remote locations. Video analytics capabilities -
increasingly present in the cameras themselves - makes such smart cameras and systems valuable in
detecting events automatically and generating alerts.

3.5.1. Example: street violence incident — automatic detection and response

Law enforcement and public security organisations are relying on automated video analytics for early
detection of threats and problems. For example, the Norwegian Police is utilising static surveillance cameras
to detect violent behaviour of people in the street. Street fights are a common form of incident, and remote
detection improves the response to such events.

The cameras detect violent behaviour automatically and generate an alert in the police control room. The
control room dispatches patrols to the scene and can direct a drone to the location to get a quicker overview
and verification of the event. False alarms are also possible, and drones can be efficient in saving resources.

Citizens also report incidents via 112 calls and can deliver video clips about the event to the 112 centres.
Frequently this is the first footage available regarding the incident and videos can be delivered to the patrols
for improving the preparedness and suspect identification.

As patrol units arrive on the incident scene, they activate vehicle cameras which are shared with the control
room. Also, the body worn cameras can be activated to record evidence and get live footage. This footage
can be shared with, for instance, emergency paramedic units on the way to prepare for treating victims.

As some police units chase suspects, their body cameras provide live situational pictures from the chase.
Drones that may be following the chase from above also provides footage from what is happening. This
allows the control room and units to instruct the officers in the chase. If the suspect is armed or threatening
the police officers, the unholstering of guns will automatically activate the officer’s body cam for evidence.

3.6. Operational concerns

The table below summarises the main operational concerns regarding the massive usage of video.

Concerns / Requirements Description

Ability to utilise smart Video streaming is a versatile category of technologies that can be
technology to improve seen to provide disruptive operational benefits, especially when
operational efficiency. combined with other advanced technologies, like Al video analytics,

robotics, and drones. Sharing a live stream, analysing a live or
recorded video, automating detection of objects, people and
movement, automatic recognition and identification of vehicles,
people and assets makes video highly valuable for developing safer
operations. Since video is bandwidth-hungry, this needs to be done
in a managed and controllable way.
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Ensure that the
operationally important
video can be transmitted
with high certainty.

In all situations certain video sources are more relevant than others.
It’s important that the operational commander is able to select the
most important video feeds to view, and successfully receive them.
Network congestion should not prevent this, and operations should
be aware of any current constraints with video sharing.

® Mechanisms should guarantee the operational ability to
decide which video sources are important, and in all
situations. The feeds from these sources must be given
higher traffic priority.

e The organisation should be notified about potential network
congestion or exhaustion of radio resources being allocated
for video. This should result in automatic or manual
adjustment of live video feeds, resolution etc.

e The video feeds should contain relevant meta-data, i.e.
location, orientation, quality, etc. that allow for rapid
selection of video feeds relevant at any moment.

® The video calls from 112 callers are important, and
mechanisms to prioritise this call and eliminate the usage of
data buckets from the public subscription are wanted.

Ensure that wide use of
video does not prevent
other critical data streams.

While it’'s essential that important videos get the deserved traffic
priority, if the same networks are used for other critical applications
and data streams, video sharing should not consume excessive
resources. Mission Critical Voice, ECG streaming etc. are critical
applications that need to work.

Ensure controlled sharing
of video and regulatory
compliance.

An important requirement is the ability to guarantee regulatory
compliance related to video. In different countries the legislation
related to privacy and data storage varies, imposing various levels of
restrictions for capturing and recording videos.

e Video stream access may be limited by operational status or
location of the user, e.g. only units working on a specific
incident at a specified location can receive the stream.

® User permissions to record video streams from e.g.
bodycams may be required before this is allowed.

e Video recordings are potentially both evidence material and
data registry that needs to be treated under GDPR rules.

Ensure MC interoperability
between agencies, devices
and applications.

Control rooms should be able to distribute video streams to other
agencies and to first responders when regarded as enriching the
situational awareness.

Availability of video
applications capable of
dynamically adjusting
depending on conditions or
according to key criteria.

The video application shall adjust the way it operates (resolution,
frame rate ...) according to available network bandwidth and radio
conditions, but also depending on incident, location and situation
priority.

Table 1: Operational concerns related to the massive usage of video.
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4. Solutions

The solutions described in this chapter seek to address the key challenges defined in chapter 2 above. The
proposed solutions described here are by no means exhaustive - they are intended to provide examples of
how the key challenges may be addressed in practice.

The solutions are presented in the three categories defined earlier in this white paper:

e The first section proposes network-based solutions

e The second section combines solutions related to operational processes and the applications being
used

4.1. Network-based solutions

This section focuses on the broadband network and proposes solutions to the following key challenges
defined earlier in the white paper:

e Concerns over flooding of video during major incidents: how to avoid, manage or mitigate that?
e What is the desired behaviour when the demand is higher than the available capacity?

4.1.1. Network design

The broadband network technologies considered in this white paper, to enable massive MC video services,
are 4G (LTE) and 5G. Currently these are the broadband technologies that support advanced service
prioritisation and broadcast functions.

Different broadband deployment models will affect the capacity and quality of massive MC video services:

Dedicated radio networks (or layers): where the network resources are designed and deployed
exclusively for MC use. In this scenario, MC video services can be easily planned due to the
predictable and reliable resource, and, vice versa, network resources and radio sites can be adjusted
according to the needs of MC video services.

Commercial MNO networks: deployed and managed by commercial operators and generally have
abundant wireless resources. However, typically the capacity of the operator's network is planned
according to a commercial traffic model and the geographical distribution of consumers - in the
event of a major incident, the operator's network may become quickly congested. Even if operators
can prioritise MC services with specific configurations, risks of network overload will likely still exist
in certain cases.

Public-private hybrid networks: typically, more flexible and take advantage of both configurations
described above - e.g. carrying the most important MC Video service on the dedicated radio
network layer, while using the commercial network to absorb some lower priority video services
and other non-mission critical services.

Rapidly deployable networks: a tactical mobile network, such as those deployed for emergency
response communication operations. This is a highly specialised, portable communication
infrastructure designed to provide immediate, reliable, and secure broadband connectivity in an
area or locality where traditional network coverage is compromised, unavailable, or needs
augmentation due to an emergency situation:

e One example of a rapidly deployable network is the Satellite Cell on Light Truck (SatCOLT).
The SatCOLT is a self-contained mobile unit equipped with satellite communication
technology and a cellular base station. It is mounted on a light truck, making it highly mobile
and capable of being deployed quickly to virtually any location, regardless of the terrain or
existing infrastructure. The rapidly deployable network bubble, including technologies like
the SatCOLT, features robust and secure connectivity options, including voice, data, and
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video communication. It supports a wide range of emergency response activities, from
coordinating rescue operations to disseminating critical information among different
agencies and teams on the ground. Its deployment ensures that first responders have
access to real-time information, enhancing decision-making processes and operational
outcomes in emergency and disaster scenarios.

e Inaddition to deploying fixed cameras, it is often necessary to temporarily deploy additional
cameras for temporary or sporadic incidents in unpredictable locations. In such cases there
could be no network coverage, or the network coverage could be poor and the capacity
insufficient. Flexible deployments may be used to meet these specialised needs.
Temporarily deployed video services can be connected via mobile vehicle-mounted
broadband base stations (with backhaul using microwave, satellite or even radio access),
drones, and non-terrestrial networks (NTN).

Enhanced coverage solutions: these are typically deployed on a permanent basis around major
buildings, stadia, transport hubs, shopping malls, etc. It may also involve infrastructure that is
implemented under a neutral host sharing arrangement. Contrary to what their name suggests, the
main purpose of these installations is often to provide high capacity at locations that experience
significant traffic peaks.

The capacity of the broadband radio network depends mainly on two aspects:

e Spectrum bandwidth - lower frequencies offer good coverage but resources are relatively scarce
(for example, normally only 2x10 MHz 700 MHz spectrum can be obtained by one public safety
operator). Hence lower frequency spectrum is more suitable for nationwide or city-wide coverage.
High-frequency resources are more readily available (for example, more than 100 MHz at 3.5 GHz
spectrum can be obtained by one operator) and are suitable for hotspot areas providing high-
bandwidth services such as video.

e Site density - from the radio planning point of view, in the urban area with lots of video applications
and other data applications to be carried, the operator must deploy enough sites not only for
coverage but also to offer enough capacity. Hence dense sites and short coverage radiuses are
needed to increase the total available bandwidth.

In addition to these purely radio aspects, sufficient backhaul capacity must also be ensured. This can be a
challenge especially in the case of rapid deployables.

4.1.2. Understanding massive MC video requirements: network dimensioning
and radio planning

To understand the network resources required to support the use of massive MC video, it is strongly
recommended that the operator conducts a detailed dimensioning exercise involving their user
organisations. The use of video applications in different scenarios should be considered to determine key
network design requirements.

To provide guidance on effective dimensioning, this section leverages the use cases described in Chapter 3
with the corresponding video flows and characteristics documented in Appendix A to estimate the network
resources to deliver MC video services before limitations. The capacity requirement estimates are thus
based on real-life experiences and predictions on how MC video services will evolve - involving existing video
solutions and expected future developments.

Three use case categories are considered for this dimensioning exercise:

— Minor incident - e.g. street fights
— Majorincident - e.g. forest fires, flooding and landslides
—  Critical incident - e.g. terrorist attacks or mass riots
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To understand how requirements evolve over the course of an incident, the capacity requirement for each
use case has been assessed in the three phases described at the beginning of Chapter 3, namely:

1. Warning phase
2. |Initial phase
3. Search & Rescue (S&R) phase.

These phases will have some but limited overlap of users. To be able to dimension the different phases,
each camera type is allocated the typical bandwidth required for streaming a video to the control room. It
is assumed throughout the exercise that services are uplink-limited and that eMBMS is implemented for the
distribution of the video feeds to the users in the field. The capacity requirement is outlined in tables 1 and
2 below. As mentioned, this dimensioning example is based on the use cases described in Chapter 3, and
details are documented in appendix A. The dimensioning estimates assume effective compression of the
video streams and assumes that some cameras are not continuously mobile in the area.

As can be seen below, the capacity requirements across the incident categories and phases are different:

Warning Phase Initial Phase S&R Phase
Minor 5 video streams 5 video streams 10 video streams
Major 5 video streams 17 video streams 23 video streams
Critical 7 video streams 20 video streams 27 video streams

Table 2. Number of video steams per Level and Phase.

These figures may not appear to be a massive number of cameras, but they are all highly geographically
localised. Moreover, cameras are only counted that are streaming.

Warning Phase Initial Phase S&R Phase
Minor UL 10 Mbps UL 50 Mbps UL 100 Mbps
Major UL 40 Mbps UL 100 Mbps UL 150 Mbps
Critical UL 50 Mbps UL 100 Mbps UL 150 Mbps

Table 3. Uplink capacity required per Level and Phase.

The number of cameras in relation to throughput are dependent on the type of quality defined for the video
service for different use cases. More details in Appendix A.

There are different options and possibilities to provide the service. This dimensioning example considers
three different network types described in section 4.1.1:

1) Dedicated radio network (or network layer) represents broadband cells built specifically for critical
communications, operating in dedicated bandwidth of 5 MHz - 10 MHz. This cannot support the
required bandwidth for massive deployment of MC video services. Dedicated networks would be
able to guarantee only a few video streams, which could be critical in incidents when all other
networks are unavailable. The typical uplink bandwidth of such dedicated radio network layer is 7-
15 Mbps.

2) Commercial MNO networks are designed primarily to provide consumer services. These networks
typically have significant amounts of spectrum which is deployed differently in urban, suburban and
rural areas. The typical maximum capacity that a single commercial operator can provide in an area
with good conditions and few users is summarised in table 4 below.
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Urban

Spectrum implemented UL bandwidth available
30 MHz low band +60 MHz 4x4 Typical 210 Mbps
midband FDD and

100 MHz 32T32R midband TDD

Suburban 25 MHz low band +40 MHz 4x4 Typical 85 Mbps

Rural

midband FDD and

50 MHz 4x4 or 32T32R midband TDD

25 MHz low band + 20 MHz 4x4 Typical 45 Mbps
midband FDD

Table 4. Maximum uplink band in a typical commercial MNO network.

The user pattern in the different areas will impact the availability of capacity. In urban areas the
network will have more users and will create more noise, decreasing the service level of the user,
especially in the early warning and initial phases. In rural areas, there are likely to be limited
numbers of users in the warning and initial phases, but significantly higher numbers of users in the
later S&R phase.

Rapidly deployable network solutions can be utilised to temporarily provide a boost to coverage and
capacity in a given locality. This is typically used for handling major incidents or supporting planned
major events (e.g. sports, music festivals, demonstrations, state visits, etc.). In addition, enhanced
coverage solutions can be deployed on a permanent basis around major buildings, stadia, transport
hubs, shopping malls, etc. Depending upon local regulations, spectrum may be dedicated for these
solutions, or spectrum may be temporarily allocated on demand. To support significant video
services, the spectrum allocation should be in the range of 100 MHz of bandwidth, which would
support a typical uplink bandwidth of 100 Mbps (if optimised for uplink services). That said, a
limiting factor at major incidents is the ability to make available sufficient transmission capacity to
rapidly deployable networks. To have transmission partners with easy access to these services is
essential.

None of these network types will individually support massive mission critical video demands across all
scenarios, phases and areas. However, by combining network types and solutions to maximise the capacity,
and leveraging QPP mechanisms? (inc. support for Access Classes), most of the scenarios identified would
appear to be supported:

Potential Deployment Options Video Throughput
Single, wide area dedicated radio network (or layer). Mid
Single, commercial MNO network (with QPP). Mid-High

Combined wide area dedicated radio network (or layer) with one commercial

MNO network (with QPP). High

High-capacity rapid deployable network or enhanced coverage solution,
augmenting a wide area dedicated radio network and/or commercial MNO Very High
network (with QPP).

Table 5. Potential deployment options considered most likely, combining the three described network types defined earlier.

Here below is a graphical outline combining the capacity requirements of the different incident categories
and phases with the capacity offered by the deployment options considered in the previous table. It shows
the minimum solution capability required for a given scenario and locality, before any prioritisation or
reduction of quality/resolution of video streams is implemented:

I For a definition of QPP, see https://tcca.info/documents/CCBG-Definition-of-QPP.pdf
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Locality

Scenario Phase Urban area Suburban area Rural area

Minor Warning

Initial

S&R

Major Warning

Initial

S&R

Critical Warning

Initial

S&R

Table 6. Minimum solution capability required for a given scenario, phase, and locality, before any prioritisation between massive
MC video streams needs to be implemented to avoid congestion.

The main conclusions from this analysis, based on the use cases analysed and the model of a typical
commercial MNO network found in Table 4, are:

The warning phase is likely to be supported by a single dedicated radio network (for minor incidents)
or a single commercial network (for major incidents) or a combination of both (for a critical incident
inarural area). Fortunately, in this context, there is no need to rely on rapidly deployable networks,
as it would be unlikely to bring such systems into service on site for the warning phase.

The initial and S&R phases for major and critical incidents are unlikely to be supported by a single
dedicated network or commercial network, especially not in rural areas, without applying greater
video compression and prioritisation of video feeds, or by providing additional capacity via a rapidly
deployable network (or leveraging enhanced coverage solutions). The latter being a particular
challenge during the initial phase due to the need for first responders to attend as fast as possible
whilst bringing rapidly deployable networks with them.

For urban areas, a single commercial network has the potential to cover the massive mission critical
video demands placed upon it, without having to resort to greater video compression or
prioritisation techniques.

Critical incidents are often characterised by very high traffic levels, not only from first responders
but also from consumers that are using commercial networks, which if not managed could generate
congestion impacting all. Implementing QPP mechanisms and optimising the radio network will serve
to manage these high load situations. If QPP including access and application priority mechanisms
are not properly implemented to manage emergency calls vis-a-vis public safety traffic, the
performance of mission critical video may be compromised. Optimising the radio network for high
load situations will reduce interference, thus preserving cell capacity.

Most situations would benefit from implementing greater video compression techniques and
prioritisation of video streams wherever possible.

Please note that this dimensioning exercise is an example based on the use cases analysed and on a model
of a typical commercial network. Given that each public safety organisation has different video usage
profiles and requirements, and that MNOs have varying network installed bases, and that the chosen
network architecture might differ from this example, it is recommended that a similar dimensioning analysis
is conducted with the specifics of the situation to be assessed.
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4.1.3. Prioritising network resources

Both 4G and 5G systems have QoS (Quality of Service) mechanisms to ensure that high-priority services can
obtain more resources and better performance. There are three basic QoS parameters:

e ARP:

On 4G and 5G networks, an allocation and retention priority (ARP) is used to identify the capability for a
service to obtain a bearer resource (mainly referring to air interface resources).

ARP has three parameters: priority level, pre-emption capability, and pre-emption vulnerability. The priority
level indicates the priority for creating a bearer. The pre-emption capability indicates whether pre-empting
resources of other bearers is allowed during creation or modification of a channel. The pre-emption
vulnerability indicates whether the resources can be pre-empted by other bearers.

e GBR, non-GBR and AMBR:

In terms of service quality, bandwidth is always the biggest concern for end users and is the most easily
observed quality parameter.

In terms of resource type, 4G/5G bearers can be classified into guaranteed bit rate (GBR) paths and non-
GBR paths.

For GBR bearers, each bearer has its own bandwidth parameter, which defines the guaranteed bandwidth
or the possibly maximum bandwidth.

For non-GBR bearers, the bandwidth is not guaranteed. Therefore, each bearer has its own bandwidth
parameter aggregate maximum bit rate (AMBR), which indicates the maximum bandwidth used by a group
of non-GBR bearers.

e QCl:

The 3GPP standard (TS 23.203) Mission Critical Quality of Service (QoS) Class Identifiers (QCls) - see table
below - define performance parameters applied to all paths through the broadband network.

QCl Resource Priority Packet Delay Packet Error Example Services

Type Level Budget Loss Rate

65 |GBR* 0.7 75ms 1072 Mission Critical user plane Push-To-Talk
Voice (MCPTT)

67 |GBR 1.5 100ms 103 Mission Critical Video user plane

69 |Non-GBR |0.5 60ms 10°® Mission Critical delay sensitive signalling
(e.g. MCPTT signalling, MCVideo
signalling)

70 |Non-GBR [5.5 200ms 10°® Mission Critical Data (e.g., www, e-mail,

chat, ftp, p2p file sharing, progressive
video, quasi- and non-real-time video,
etc.)

Table 7. Mission Critical Quality of Service (QoS) Class Identifiers (QCls).

The network operator can predefine the mapping between services and QCls and the performance
parameters will be negotiated between the MCX server and the core network (via the PCRF interface), on a
dynamic, per-session basis and then applied to all paths from the core network to the air interface.
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4.1.4. Broadcast and multicast video delivery

Evolved Multimedia Broadcast and Multicast Services (eMBMS) is the one-to-many specification for LTE
networks developed by 3GPP. Use of eMBMS for video distribution should be considered in scenarios where
the same content is transmitted at the same time to many devices in the same geographical area. Using
eMBMS radio resources can be greatly saved because mobile receivers can share the same resources.

For example, when live streaming of an event is required, using unicast requires the same video to be sent
to every user individually. But multicast takes advantage of the inherent broadcast qualities of wireless
networks to send the video only once to reach an equal number of end users. To allocate resources
appropriately, eMBMS standards have specified a high-level mechanism to reserve network resources for
multicasting throughout a session — and to release them when it ends. That is, the necessary resource
blocks will be “borrowed” from the total available spectrum for the duration of the eMBMS session, and
then returned when it concludes. Broadcast is an appropriate distribution mode when an audience for the
specified content is large but concentrated geographically. However, unicast can be efficient when the
audience is narrow and sparsely distributed. Hence, both distribution modes have their pros/cons and must
be carefully selected according to the requirements of the use cases.

Unicast downlink system capacity may be limited by control protocol mechanisms (PDCCH)?. On the other
hand, with eMBMS User Equipment (UEs) can receive multicast data while being in idle mode, allowing
more UEs to camp on the same cell®. Furthermore, eMBMS may be an efficient solution even with a few
users per cell and a small MBSFN area. In some best-case scenarios, eMBMS can reduce bandwidth
utilisation when as low as three users demand the same video in a cell?. Furthermore, eMBMS supports
roaming’, which facilitates cooperation between agents from different home networks.

In general, eMBMS and 5G Multicast Broadcast Service (MBS) offer possibilities to improve capacity,
scalability, and coverage for video distribution networks in critical scenarios. With MBS Multicast
improvements have been made so that MBS is on par with unicast delivery with a single receiving UE in a
cell and always more efficient with 2 or more users.

Whilst eMBMS and MBS focus the downlink, MC massive video streamed from multiple mobile sources
generates uplink challenges. Commercial networks are typically optimised for the downlink, since this is
what their consumer customer base typically demands. It is possible, when TDD spectrum is used, to change
the balance between up- and downlink performance in broadband networks, so dedicated public safety
networks will be accommodated. However, in case of Multi-Operator Core Network (MOCN) configurations
it could also cause a trade-off between the requirements of “standard” users and first responders.

4.1.5. Network slicing

In 5G Standalone (SA) networks, introducing network slicing in addition to QPP can offer additional
possibilities for managing network resources, especially on the radio interface. With slicing, network
resources can be reserved for each slice and these resources can be kept isolated from one another. QPP
mechanisms can be used per slice, meaning that instead of applying QoS, priority & pre-emption rules to
the traffic carried over the entire available bandwidth, these rules can be applied on traffic within each slice,
i.e. QPP values can be re-used in as many slices as defined in the network.

Also, as traffic remains within a slice, it is possible to restrict the bandwidth made available to that traffic.
This restriction is, in turn, a protection for traffic in other slices which, thanks to this, will have bandwidth
that cannot be pre-empted by what is outside the considered slice. In the context of massive video usage,
this makes it possible, for instance, to protect mission critical group voice communications from video
overload by assigning these two traffic types or services in two separate slices. QPP mechanisms will then

2 see reference 8
see reference 9 & 10

3
4 see reference 11
5

see references 12
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be applied within each slice to prioritise important voice communication over less critical voice
communication in one slice, and in an equivalent way with important video streams in the other slice.

Whether on a dedicated network infrastructure or on a commercial MNQO's Radio Access Network, MC Video
requires high reliability, low latency, and consistent bandwidth. By dedicating a slice specifically for MC
Video, it is possible to ensure that these requirements are met without being affected by congestion or
performance fluctuations in other parts of the network. This MC Video slice can be provisioned to reserve
exclusive network resources, isolating it from other types of traffic and guaranteeing its performance even
during periods of heavy network use.

A dedicated MC Video slice will not prevent congestion in the case of a major incident where there will be
multiple video streams from smartphones, drones, body cams, etc. In this case, the other means of reducing
the load on network resources discussed in this section will be necessary - prioritising critical streams,
dynamically managing video resolution, etc.

4.1.6. Network exposure functions

Network exposure, also called service exposure within the network domain, means making network data,
resources, capabilities, and services easily available for mobile network operators and third parties.

With assigned security and data integrity policies, different ecosystems can access what is “exposed” by the
network to enrich and innovate enterprise applications. In 5G, this is done using the Network Exposure
Function, or NEF.

It is interesting to investigate what, in the context of massive usage of video, the effect would be for
example, on the area of Network Performance Observability: real-time network performance monitoring
based on the nodes’ KPIs and the alarms enables the detection of network congestion. Cell load status, and
thus congestion, can be monitored using resource indicators and performance indicators.

The information provided by the NEF may be used by the network operator to assign more resources when
and where they are required - e.g. increase the dedicated slice capacity or arrange for temporary additional
sites to be deployed. The NEF information may also be used by the video applications to adjust their
operation and network loading - e.g. dynamically reducing video resolution or disabling low-priority feeds -
as the network approaches congestion.

4.2. Operational and applications-related solutions

The MC video applications used by first responders and public safety organisations must be designed to
minimise network loading and maximise availability, even in scenarios of severe network congestion.

As explained earlier in this white paper, there will typically be multiple sources of MC video streams active
at an incident, including MCX clients (complying with 3GPP MCVideo specifications) on handheld devices
(e.g. smartphones), body-worn cameras, vehicle and aircraft-mounted cameras, fixed wireless cameras
mounted on buildings and other infrastructure, Unmanned Aerial Vehicles (UAVs) and robots. Each of these
multiple sources are capable of streaming real-time video to a control room to enhance situational
awareness in case of an incident. In the use cases described earlier in this white paper, uncontrolled video
streams from multiple sources will very quickly overload the mobile broadband network resources and block
critical communications. The following sections describe key MC video application design and deployment
considerations to help minimise and overcome network congestion.

The following sections propose solutions to the following key challenges defined earlier in the white paper:

e How to enable priority data feed(s) at an incident? And how to disable lower priority devices?

e How to ensure MC interoperability between agencies/devices/apps?

e How can the operation of the video application be adjusted according to available network
bandwidth/radio conditions?
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e Video resolution/framerate options: how can the application adjust dynamically depending on
incident, situation priority and radio environment?

These proposed solutions are targeted at video application developers.

4.2.1. Dynamic application operation

The resolution and compression technology utilised by the video application will affect the bandwidth
required. For example, the bandwidth requirement of 1080p resolution video is about twice that of 720p,
and the video codec H.265 can save about half bandwidth compared to H.264.

Ideally video applications should be able to monitor and react dynamically to network resource availability.
The video application may monitor information presented by the broadband network (e.g. via Network
Exposure Functions discussed earlier in the white paper) and adjust its operation automatically.

For example, when congestion is detected, the application client may reduce the resolution (and network
bandwidth requirement) of its video stream utilising adaptive bitrate streaming (e.g. in compliance with
standardised mechanisms - e.g. Dynamic Adaptive Streaming over HTTP - MPEG-DASH).

Application developers may also consider implementing the Internet Engineering Task Force (IETF) Low
Latency, Low Loss, Scalable throughput (L4S) standard®, supported by 3GPP 5GS, to reduce packet loss and
improve performance on a congested network. L4S was defined within Release 18 of the 3GPP standards.

4.2.2. Local storage vs live streaming

Today commercially available devices such as body-worn cameras may generate two simultaneous video
streams:

1. high-resolution evidence - stored locally and uploaded to an Evidence Management System (EMS)
when the device is either placed in a wireline (e.g. Ethernet) dock or connected to a high-bandwidth
Wireless Local Area Network (e.g. WiFi).

2. Low-resolution real-time situational awareness - live-streamed to the control room via the
broadband mobile network.

Because only low-resolution video is streamed, the demands on the available network resources are
reduced, while still providing real-time situational awareness to the control room.

It is recommended that body-worn cameras and other video applications and devices intended for MC
incident handling are specified to support this dual video feed capability.

4.2.3. Managing multiple protocols - utilising wireless and wired video devices

To maximise situational awareness, the control room must be able to ingest video from the multiple mobile
and fixed sources described previously. In the best-case scenario, the multiple video applications will use
common protocols and standards (e.g. the ONVIF standard’) to encode and transmit video, ensuring
interoperability with the back-end video aggregation system. Where this is not feasible, the control room
must be able to communicate with various sources that utilise multiple protocols via adapters. A flexible
back-end application will be able to ingest video from both wireless and wired sources (e.g. CCTV cameras)
- presenting a consolidated view to the control room operators. If adequate video feeds are available from
wired cameras at the scene of an incident, the control room operator may take the decision to disable
wireless sources, to minimise use of mobile network resources at the incident scene.

6 For more information on L4S, see https://datatracker.ietf.org/doc/rfc9330/
7 See https://www.onvif.org
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4.2.4. Providing contextual data to the control room applications

The video applications should provide contextual data to enable smart decisions to be made in the control
room. For example, if the control room is informed of the exact location of the video sources, prioritisation
of different video streams may be decided based on proximity to the incident - e.g. if the real-time locations
of the individual video sources are displayed on a map, the control room operator will be able to manually
activate and deactivate video feeds as required, so eliminating unwanted streams and freeing up network
resources.

The identity of the video source user may also be used to assign priorities, based on the current role of the
user. For example, the video stream from a camera worn by a fire fighter assigned to enter a burning
building may be prioritised over other sources.

Priority may also be assigned based on the type of incident reported by the first responder - issuing a
speeding ticket will be lower priority than an armed robbery. In the case of issuing a speeding ticket, the
video would typically be stored locally, whereas at the scene of an armed robbery, video would be streamed
live.

If the control room assigns high priority to a video stream, the client may be instructed to increase video
resolution, while lower priority stream clients may be instructed to reduce streaming resolution or even to
deactivate (or to switch to local storage).

As mentioned in the previous section, ingestion of multiple video feeds into a control room will be greatly
simplified if a single, standardised protocol is used by all video devices/applications (e.g. 3GPP MCVideo).
Where this is not possible, the control room video management system will need to support adapters to
multiple protocols.

4.2.5. Utilising smart analytics to prioritise video streams

Intelligent analytics may be utilised within the control room to assist operators in prioritising and focusing
on the most important video streams - allowing lower priority streams to be deactivated (and video footage
stored locally on the device for later analysis) to maximise available network resources. For example,
analytics can help a control room operator to prioritise video streams where a potential crime suspect has
been identified or unusual behaviour has been detected. Intelligent analytics help to turn mass video into
actionable information, while leaving the decisions in the hands of the control room operators.

Sophisticated video analytics solutions are available on the market today and the use of Artificial Intelligence
(Al) to assist control room operators is expected to increase significantly in coming years. It is recommended
that MC network operators and MC service providers carefully consider how Al is utilised and define their
operational processes accordingly, including how to protect against sensitive data leaks - ultimately life and
death decisions should be made by people, not algorithms.

4.2.6. Controlling video streaming - manual vs automatic streaming

To maximise availability of mobile network resources, it may be necessary to implement strict controls over
video streaming - e.g. a body-worn camera or smartphone video app user must request and receive
permission to stream to the control room.

In addition to manual control of video streaming, automatic activation/deactivation may be implemented -
for example, video streaming from a body-worn camera starts automatically when a first responder falls
over, presses their two-way radio emergency button or draws a weapon.

Also, an in-vehicle camera may be configured to start streaming automatically if a crash is detected using
on-board accelerometers or the lights and sirens are activated. Automatic activation provides instant
situational awareness to the control room, while enabling first responders to concentrate on the incident,
but careful consideration is required to avoid overloading mobile resources.
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4.2.7. Compliance with local laws, regulations and operational processes

MC video applications must be designed to ensure compliance with the national laws - for example in some
countries it is required that notification is provided to everyone in the vicinity of a video device if recording
and/or streaming is activated (either remotely by the control room, or locally by the device user). Also,
different organisations have different operational processes governing use of video applications - the video
solution must enable these processes to be implemented. Hence developers must deliver flexible MC video
applications that may be configured to meet different requirements in different deployments.

5. Findings and recommended courses of action
Findings

From the relevant video use cases that have been analysed, we’ve developed a good understanding of how
video is being and will be used in a mission-critical context. Relevant information can be derived from these
use cases, such as video flows and characteristics, useful for network dimensioning. Video is an end-to-end
challenge involving various parties (e.g. first responders, officers, dispatchers, citizens) with traffic
predominantly on the uplink.

Another key finding is the identification of challenges linked to the massive operational use of video,
particularly in each identified scenario, incident phase and locality (urban, suburban and rural). All user
organisations interviewed have concerns about video being very bandwidth-hungry, and therefore consider
video flow management —i.e. avoiding and handling flooding situations due to excessive video traffic — as
animportant aspect to their operations. The organisations have identified the need to set priorities between
video streams and maintain control of the priorities during operations. Interoperability and seamless
communications across different systems and agencies must be ensured.

Among the solutions to address these key challenges is implementing an appropriate network capability
with sufficient capacity. This can involve a dedicated radio network (or network layer), access to the RAN of
a commercial MNO, as well as being able to deploy additional and significant capacity (and even enhanced
coverage) on site through rapidly deployable networks. Access to spectrum (dedicated or shared) is
therefore also key for video. This is true whether the macro (wide area) coverage is provided via dedicated
or commercial network(s).

Several network and video application capabilities relevant for managing massive usage of video have been
identified. Operations also need to be taken into perspective to maximise the benefit of using video.
Implementing standards-compliant solutions remains important here as well (3GPP, codecs and other video
standards). Advances in intelligent video applications and network capabilities will improve the usability of
video in mission-critical situations over time.

Recommended courses of action

During its work, the aim of the TCCA Massive Mission Critical Task Force has been to ensure that first
responders and public safety agencies can use video whilst in theatres of operation. What follows is a list of
the recommended actions to achieve this outcome, in the form of an initial guidance for the successful
usage of massive video by the critical communications sector, ensuring solutions can fit operational needs.

1. Establish a network strategy to get the desired capacity for massive video. This involves:
a. Advocate for spectrum policies and regulatory changes enabling massive video.

b. Having a dialogue with the commercial operator(s) whose RAN may be utilised. Determine
how massive video could be implemented and under what conditions.
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c. Basedonthe dimensioning exercise in chapter 4, plan for sufficient resources for the worst-
case scenarios to support proper video transmission.

d. Consider the usage of high-definition video carefully: better video quality and resolution
allows for image and text recognition but is very bandwidth-hungry.

2. Plan, deploy and prepare resources (including rapidly deployable networks and enhanced coverage
solutions) for the desired capacity. Ensure end-to-end capabilities from device to video source and
network components.

3. Ensure the appropriate network functionalities for handling massive video are implemented. For
large groups watching the same video content, consider implementing multicasting (i.e.
eMBMS/MBS).

4. Ensure that deployed video applications have appropriate functionality for handling massive video.
Worth mentioning are:

a. Monitoring network resource availability and reacting by adjusting its operation
automatically and dynamically, typically by reducing the resolution when congestion
occurs, using adaptive bitrate streaming.

b. Storing high-resolution evidence locally on the device while streaming low-resolution real-
time for situational awareness.

c. Providing contextual data to the control room.
d. Using smart analytics to prioritise video streams.

5. Make operational teams aware of the capacity limitations.

a. Establish agency-level guidelines on how to handle network resources and how video
applications are supposed to behave.

b. Establish recommendations for resources/congestion management such as:

i. Limit the number of video sources during an incident. Avoid superfluous e.g. near
identical videos.

ii. Share video stream(s) across users and agencies.

6. Follow progress on the development of new functionalities and what benefits they could bring (e.g.
L4S, Network Exposure Functions, etc.). The implementation of more dynamic and automated video
stream resource management and prioritisation mechanisms should be considered and evaluated
when available on the market.
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6. Acronyms and abbreviations, references,
acknowledgments

6.1. Acronyms and abbreviations

3GPP
4G

5G
5GS

Al
AMBR
ARP
BVLOS
CCTV
ECG
eMBMS
EMS
EMS
FDD
GBR
GDPR
HTTP
IETF
10T

IR

KPI

L4S
LTE
Mbps
MBS
MC
MCPTT
MCVideo
MCX

MHz

ML

MNO
MOCN
MPEG-DASH
NEF

NTN

ONVIF
PCRF
PDCCH
PPDR

PSAP

Qcl

QoS

QPP

RAN

S&R or SAR

3rd Generation Partnership Project

fourth generation of broadband cellular network technology
fifth generation technology standard for cellular networks
5G System

Artificial Intelligence

Aggregate Maximum Bit Rate

Allocation and Retention Priority

Beyond Visual Line Of Sight

Closed-Circuit Television

Electrocardiogram

evolved Multimedia Broadcast and Multicast Services
Emergency Medical Services

Evidence Management System

Frequency Division Duplex

Guaranteed Bit Rate

General Data Protection Regulation

Hypertext Transfer Protocol

Internet Engineering Task Force

Internet of Things

Infrared

Key Performance Indicators

Low Latency, Low Loss, Scalable

Long-Term Evolution

Megabits per second

5G Multicast and Broadcast Services

Mission Critical

Mission Critical Push To Talk (part of MCX)

Mission Critical Video (part of MCX)

Mission Critical Services, LTE/5G-based MC communications solution (MCPTT,
MCData, MCVideo)

Megahertz

Machine Learning

Mobile Network Operator

Multi-Operator Core Network

Moving Pictures Expert Group, Dynamic Adaptive Streaming over HTTP
Network Exposure Function

Non-Terrestrial Networks

Open Network Video Interface Forum

Policy and Charging Rules Function

Physical Downlink Control Channel

Public Protection and Disaster Relief

Public Safety Answering Point

QoS Class ldentifiers

Quality of Service

Quality of Service, Priority and Pre-emption

Radio Access Network

Search & Rescue
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10

11

12

SatCOLT Satellite Cell on Light Truck

TCCA The Critical Communications Association
TDD Time Division Duplex

UAV Unmanned Aerial Vehicle

UE user Equipment

USAR Urban Search and Rescue
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7.

Appendix A - Video flows & characteristics

The video flows and characteristics of several of the documented used cases are described in the table here
below. This technical information has been essential for the dimensioning example that is found in section

4.1.2.
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3.4 Use Case 2: Pre-planned Events
Video feed 1: Officer Bodycams, 12 10 From unit to mobile HD, low Activated by Reduce
mobile camera to Mobile | vehicle cams, command centre framerate (?) | unit or by frame rate
Command Centre fixed cams control
room
3.5 Use Case 3: Major incident - massive landslide in a small village
Video stream 1: Warning Mobile phones | 2 10 From caller to Control HD, low Pull from High Reduce
phase / Citizen mobile 112 calls from rooms, shift leaders, framerate control best frame rate
phone video to 112 centre | citizens commanders planning room effort
incident handling. video,
constant video stream. UL lower
on scene. On demand to than
units regular
112 call
Video stream 2: Warning Camera 3 20 From unit to control 4K, medium Control High, Reduce
phase / Drone cameras mounted on room, from unit to group | framerate room MC frame rate
Drones as first of units, from control video
responder room to commander-in-
chief, etc. UL on scene
constant video stream.
Video stream 3: Initial In-car system 5 20 From unit to control HD, low Control Medium | Reduce
phase / In-car cameras room, from unit to group | framerate room quality and
of units, from control frame rate
room to commander-in-
chief, etc. UL on scene
constant video stream.
Video stream 4: Initial HD Cameraon | 6 40 From unit to control 4K, high Control High, Reduce
phase / HD Cameras on drones room, from unit to group | framerate room MC frame rate
Drones of units, from control video
room to commander-in-
chief, etc. UL on scene
constant video stream.
Video stream 5: Initial FLIR Camera 6 40 From unit to control HD, medium | Control High, Reduce
phase / FLIR Camera on on robots room, from unit to group | framerate room MC frame rate
robots of units, from control video
room to commander-in-
chief, etc. UL on scene
constant video stream.
Video stream 6: Phase / Camera on 5 40 From unit to control 4K, high Control High,
Helicopter cameras helicopters room, from unit to group | framerate room MC
of units, from control video
room to commander-in-
chief, etc. UL on scene
constant video stream.
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Video stream 7: SAR Phase | FLIR Camera 8 60 From unit to control HD, high Movement | High, Reduce
/ FLIR Camera on Drones | on drones room, from unit to group | framerate in picture MC quality
of units, from control video
room to commander-in-
chief, etc. UL on scene
constant video stream.
Video stream 8: SAR Phase | Mobile 10 10 From unit to control HD, high Control High, Reduce
/ Mobile / IP cameras cameras / IP- room, from unit to framerate room MC frame rate
cameras command post from unit video
to group of units, from
control room to
commander-in-chief, etc.
UL on scene constant
video stream.
3.6 Use Case 4: Street fight incident
Video stream 1: Mobile Mobile phones | 3 5 From caller to Control HD, low Pull from High Reduce
video from 112 caller 112 calls from rooms, shift leaders, framerate control best frame rate
citizens commanders planning room effort
incident handling. video,
constant video stream. UL lower
on scene. On demand to than
units regular
112 call
Video stream 2: Fixed or Fixed or 3 10 From control room to 4K, high Control Medium | Reduce
mobile CCTV mobile CCTV units, commander units framerate room quality and
cameras on the way frame rate
Video stream 3: 1st Camera 2 10 From unit to control 4K, med Control High Reduce
responder drone camera mounted on room, from unit to group | framerate room frame rate
Drones as first of units, from control
responder room to commander-in-
chief, etc. UL on scene
constant video stream.
Video stream 4: In-car In-car camera | 6 10 From unit to control HD, medium | Control Medium | Reduce
cameras room, from unit to group | framerate room, geo- quality
of units, from control location
room to commander-in-
chief, etc. UL on scene
constant video stream.
Video steam 5: Body worn | Body worn 4 10 From unit to control HD, med Officer, geo- | Medium | Reduce
cameras triggered by camera room, from unit to group | framerate location quality
officer of units, from control
room to commander-in-
chief, etc. UL on scene
constant video stream.
Video stream 6: Body Body worn 2 10 From unit to control 4K, high Control High Reduce
work cameras triggered by | camera room, from unit to group | framerate room quality
control room of units, from control
room to commander-in-
chief, etc. UL on scene
constant video stream.
Video stream 7: Sharing to | Video 2 20 From control room to HD, low Control Medium | Reduce
units not on the scene distributed group of units not on framerate room quality
from scene scene, from control room
to commander-in-chief,
etc. UL on scene constant
video stream.
Video stream 8: Body Body worn 2 5 From unit to control 4K, medium Weapon out | High Reduce
cams triggered by loT camera room, from unit to group | framerate of holster quality
events (weapon out of of units, etc. UL on scene
holster) constant video stream.
Video stream 9: Body cam | Body worn 3 5 From unit via control 4K, medium Control High Reduce
to medical emergency camera room to medical framerate room frame rate
centre emergency centre
Table 8. Video flows and characteristics of several of the used cases documented in this White Paper.
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Resolution and frame rate Bitstream Bitstream when compressed
HD, low framerate 2 Mbps 1 Mbps
HD, medium framerate 3 Mbps 2 Mbps
HD, high framerate 5 Mbps 4 Mbps
4K, medium framerate 7 Mbps 4 Mbps
4K, high framerate 14 Mbps 5 Mbps

Table 9. Bitstream corresponding to the various resolutions and frame rates. Codec & encryption: H.265, H.264 and compression

with downgrade of quality in the bitstream.
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8. Annex B - Details of use case 3: major incident -
massive landslide in a small village

8.1.1. Brief summary of actual course of events

Gjerdrum municipality has approx. 6700 inhabitants
When it happened: 30" December 2020

The village of Ask (5108 inhabitants)

1620 people was evacuated

10 people died in the accident
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Figure 7: Map with position of first responders/UEs during operations. Picture: DSB.

Power outage / Slide is starting

T establi
First Police helicopter on scene

All 15 visible rescued from the slide

Volentary org. Shows map in incident
command post to common SA

All inhabitants on slide edge are evacuated

Ongoing search with helicopters and drones all day

Search for missing people starts on the ground in the

Seven of the missing persons found dead

Phase changed to search forassumed dead

Figure 8: Timeline for the emergency handling. Picture: JRCC.
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Antall aktive terminaler pa en basestasjon i Gjerdrum (per time)
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Figure 9: Active radios on one close BTS in Ngdnett. Picture: DSB.
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Figure 10: Active PTT per hour in Ngdnett. Picture: DSB.

8.1.2. Initial phase

On Wednesday 30" December at 03:59 the police control room is alerted about a huge landslide in Ask
village centre in Gjerdrum municipality. Police alert fire and rescue communications central and Emergency
Medicine Communication Central (EMCC). After a few more minutes the Joint Rescue Coordination Centre
(JRCC) is alerted. Considerable resources from the emergency services are dispatched to the area.

Incident commanders from each emergency service understand that a landslide, where several homes have
been affected, had happened, but the extent is not clear. During call-out the first responders receive a voice
message on TETRA communication system that 50 homes are destroyed by the landslide. First responders
with Urban Search and Rescue (USAR) competence arrive early at the incident spot to assess the edge of
the slide.
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o At 04:02:
Assistance from police helicopter requested. The request is updated at 04:15, and drones are
wanted for observation in the landslide.

o At 04:07:
The 330 squadron's rescue helicopter (Sea King) Rygge is alerted by JRCC. The information about
the incident at Gjerdrum is extremely limited, and the doctor on the rescue helicopter contacts the
air ambulance coordinator for more details.

o At 04:28:
The first police helicopter takes off from Taraldrud and has communication with the rescue
helicopter on the 123.1MHz VHF channel.

o At 04:44:
The second police helicopter takes off from Taraldrud.

8.1.3. SAR phase

e At 05:09:
The first police helicopter arrives at the landslide. In the dark and poor visibility, it flies upwards
along the entire landslide tongue, and using night goggles, the crew is the first to form a visual
impression of the totality of the landslide, cars and people with lights in an otherwise darkened pit.
The immediate assumption is that approx. 30-40 homes has been taken by the landslide.

o At 05:20:
The 330 squadron's rescue helicopter (Sea King) arrives at the landslide.

A drone operator from the emergency response team in the Oslo police district arrives at the landslide area
in Ask, while the helicopters carry out search and rescue in the landslide pit. The drone is initially used as a
handheld thermal camera to search the landslide pit itself.

o At07:18:
After the helicopters have left the airspace above the pit, the first drone is in the air. The drone is
primarily used for filming and mapping both the edge of the landslide and in the pit. The weather
conditions made it difficult to use, and the drone flight was cancelled after a short time. The
landslide pit remains then without cover from the air until the Sar Queen starts SAR at 07:45.

SAR was primarily done with helicopters. Two police helicopters with thermal, IR and good optical cameras
and one SAR helicopter with rescuing capabilities. Common channels for communication were audio on
TETRA Ngdnett and 123,1 MHz aviation coordination channel.

A little later, on Wednesday 30" December, a command post for drones (drone-KO) is established on the
west side of the landslide pit. Drone-KO has visual sight to the landslide pit. Drone-KO offered drone
resources from public, voluntary and private operators. Several of these were used. The use of drones
during the rescue operation at Gjerdrum is the largest of its kind, and during the rescue operation, more
than 200 hours and 400 flights were flown. The drone industry's own interest organisation, UAS Norway,
describes the Gjerdrum incident as Europe's largest drone operation. The separation between the
helicopters and the drones occurs primarily by the resources being given different time slots for when they
can operate over the landslide pit. Drones are primarily used for thermal searches and mapping of the
landslide pit and the edge. Information is transferred via photo, video and live stream. In addition, the
drones are used for monitoring of the landslide edge to provide USAR personnel with increased safety
during searches in the landslide pit. Thus, the purpose of the safety measure is to detect new landslides
early, so that the USAR personnel can receive early warning.
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8.1.4. Future - how could mission critical video been used in this scenario

8.1.4.1. Warning phase

Control room can request emergency videocalls to the control rooms from a 112 caller. When a videocall is
regarded as important there should be mechanisms to prioritise the current call in the network and
eliminate the usage of data buckets from the public subscription. Control room should be able to distribute
these video streams to other agencies and to first responders when regarded as Situational Awareness
enriching.

Control room should be able to decide which video to be prioritised and evaluate quality on video based on
position, weather, conditions and quality.

A few video streams from the public can be in use simultaneously.

(The quality of cameras in mobile phones differ in quality and framerate, so priority of these streams can
change from case to case) VS 1

8.1.4.2. Initial phase

Drones as first responders, from one or more agencies, can be second on-scene to update the situational
awareness early and give an oversight of the consequences of the incident. To help decision making on
where to set the first effort can minimise
consequences and help to prioritise actions. Early
situation awareness will support establishment of safe
areas. Possible for individual operators to zoom into
parts of stream.

(High quality with high latency) VS 2

Video stream from first responders on-scene in-car
system was of less importance in this use case, due to
heavy snow and darkness, this adds little value to
situational awareness.

One or two video streams from car systems and/or
body-worn camera can give early impressions of
weather and climate conditions and to clear out areas.

Figure 11: Drone operators from fire, police, and
defence working together.
Video to control rooms and to arriving / preparing Foto: Anders Martinsen/UAS Norway.

units.

(Medium quality — high latency) VS 3

Drones (swarm) to discover area, causalities and to support decisions on which recourses to be set in.

The degree of autonomy in the drone system will affect the number of drones to stream video and the
quality requirements of the analysis system will affect the required bandwidth of the video stream, assumed
4-5 drones (High quality and low latency) VS 4

Robot devices sent into the slide area to locate causalities to support the rescue mission (IR camera medium
quality - medium latency) VS 5

Foreign resources, as helicopters, can be requested and be used during the SAR operation.

4-5 helicopters (High quality - low latency)

Mobile cameras will be placed on the edge of the landslide to monitor the area and development of the
slide
20 cameras (Medium quality - low latency) VS 8

Due to unstable ground, it was not possible to send resources on the ground into the slide area until 48
hours after the slide. Adding robot technology can make it possible to do more thorough search in the slide

to locate people in addition to helicopters.

Combining video from helicopters, robots, and drones in the slide area will adding value to SA during SAR .
It is especially important to secure air separation between helicopters and drones.
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4-5 helicopters (High quality - low latency) VS 6
4-5 robots (IR camera lower quality - medium latency) VS 5
5-8 drones to search in low altitude (IR camera medium quality - low latency) VS 7

Drones are complementing search from helicopters and make thermal search more continuous and
endurable. Drones have the capability to detect and register wreck area more detailed and closely than
helicopters can.

Video must not affect the quality of the audio group communication, which is still to be (one of) the main
communication channels.

The incident gives a clear indication that the first hours are the most critical regarding communication
needs. The situational awareness is created early in the phase and the different resources to enrichen
situational awareness are most heavily used in this early stage.

How will the commercial networks manage all this new overload of information from emergency services
in addition to public, medias and other public needs?

Communication management must be coordinated better during large and complex incidents with many
different agencies, especially regarding new sources of communication.

Using Al/ML to recognise and prioritise valuable information, and to control communication in a better way
regarding quality and framerate.

The challenges for the next years will be how to interpret all the video images, more information will have
no value if the information can't be handled in a satisfying secure way. We see that video images from all
conditions can be interpreted quicker and better by machines than humans today.

8.1.5. References

[1] EVALUERING Redningsaksjonen og den akutte krisehandteringen under kvikkleireskredet pa Gjerdrum.
Rapport til Justis- og beredskapsdepartementet 1. juni 2021 ISBN: 978-82-303-5087-4
[2] Presentation from DSB "Gjerdrum tall"
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9. Annex C - 3GPP MCX Standards

The 3GPP (3rd Generation Partnership Project) standards define the technical specifications for the mobile
network infrastructure, including the protocols for transporting video over mobile networks, which are
critical for delivering MCVideo (Mission Critical Video).

MCVideo is a multimedia service that runs on mobile networks and relies on the underlying mobile network
infrastructure to function.

Benefits to suppliers and agencies of using 3GPP MCVideo compliant applications

Agencies benefit from 3GPP-compliant systems by enabling interoperability, providing high reliability,
enhancing security, and prioritising quality of service based on established standards and future-proofed.
This ensures that agency personnel have access to reliable, secure, and high-quality video data in mission-
critical situations, which can help to save lives and to protect property.

Application providers benefit from supporting 3GPP MCVideo specifications and compliance by ensuring
high-quality, interoperable, and future-proofed products and services to their customers in the public safety
sector.

Integrating 3GPP MCVideo and other video sources critical to the mission

Integrating public safety agency CCTV, body-worn cameras, in-car video, and drones with 3GPP systems can
provide seamless access to video data from each source, enhanced situational awareness, and improved
incident response times.

These application integrations require careful consideration of each system's technical and operational
requirements. For example, it may involve configuring network settings, encoding video in a compatible
format, associating metadata with the video stream, optimising video delivery based on the type and source
of feed, developing a unified user interface, implementing a unified storage and retrieval system, and
ensuring strong authentication and authorisation mechanisms are in place.

Evolution of 3GPP requirements applicable to MCVideo from Release 14 to 17

The 3GPP MCVideo requirements have evolved significantly from Release 14 to Release 17, with new
features and improvements introduced to enhance mission-critical communication systems' performance,
reliability, and security. The following highlights relevant changes in each release:

e Release 14: The focus was on the initial requirements for MCVideo. MCVideo call scenario support
included emergency group calls, imminent peril group calls, emergency alerts, and private call (off-
network). The focus was on ensuring interoperability between different devices and networks and
providing a basic quality of service for video transmission.

e Release 15: The requirements for MCVideo call scenario support were expanded to include group
call enhancements, video push, video pull, private call (on-network), broadcast group call, and
ambient viewing call. This release also added support for higher-quality video, such as 4K video, and
better support for low-latency video transmission.

® Release 16: Support for MCVideo over 5G networks was introduced, providing higher bandwidth
and lower latency for mission-critical communication systems. The requirements for MCVideo were
expanded to include support for URLLC (ultra-reliable low-latency communication) and mMTC
(massive machine-type communication). This involved adding new features such as support for
network slicing, enhanced QoS (Quality of Service) mechanisms, and support for edge computing.

® Release 17: Support for MCVideo over 5G networks was expanded, and the requirements for
MCVideo were focused on further improving the quality of video transmission and adding new
features, such as support for artificial intelligence and machine learning.
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The 3GPP technical standards relevant to MCVideo
The applicable 3GPP technical standards and broadly summarised relevant matters for MCVideo are:
Stage 1: Requirements
® TS22.281 - MCVideo over LTE (Long-Term Evolution) requirements [1]
Stage 2: Functional Architecture and Procedures
e TS 23.281 — MCVideo Architecture and Flows [2]
Stage 3: Protocols

e TS 24.281 - MCVideo signalling protocol [3]
e TS 24.581 - MCVideo media plane control [4]

Other

e TS 26.114: IMS, Multimedia Telephony; Media handling and interaction from
Release 16 and 17 onwards [5]

e TS26.281: Codecs and Media handling [6]

e TS36.579-6: MCVideo User Equipment Protocol Conformance Specification [7]
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