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1 Executive Summary

Public Protection and Disaster Recovery (PPDR) organisations are increasingly using broadband data applications
to augment their existing Land Mobile Radio (LMR) Mission Critical (MC) voice and narrowband data services. It is
essential that these broadband data applications achieve the MC Quality of Service (QoS) — priority, pre-emption,
availability, security and resilience — that first responders demand. Successful deployment and management of
true MC applications is a complex task. This white paper highlights key considerations that PPDR organisations and
application developers need to take into account in their approach to MC applications.

A standards-based approach is essential to help ensure interoperability and multi-vendor choice of products — PPDR
organisations should insist on compliance with the 3rd Generation Partnership Project (3GPP) specifications for MC
services.

MC applications rely on an end-to-end MC ecosystem that supports the necessary QoS that users can trust: from
secure hosting environments for the application servers; through the transport and cellular networks; to the devices
and their associated operating systems. This white paper describes the elements of this ecosystem and provides
advice to help ensure each is MC-capable in its own right.

To do their job effectively, first responders will typically require MC applications and non-MC applications to be used
on the same device. This means that we must consider the use and potential misuse of device resources and how
they are shared between the applications running on the device. Careful consideration must be given to how MC
applications operate alongside other MC and non-MC applications. This white paper discusses how to reduce the risk
of “secondary” applications degrading MC applications with the appropriate use of device management tools and
control of permissions. Given that MC applications may depend upon services provided by third parties, the whole
chain of device and application support must be carefully considered and managed to avoid degraded operation.

The user experience is paramount — applications that are not intuitive and that negatively impact how users
perform their job should not be used. This white paper discusses ways in which the user experience of either the
MC or secondary application can be ruined by poor integration of the two. This might apply especially in the use of
hardware such as the screen, microphone, speaker and camera.

This white paper provides guidance on the development of MC applications, taking into consideration how to deal
with intermittent service, hardware management, updates and third party dependencies.

The distribution and management of applications through their lifecycle is an especially important element of a
PPDR organisation’s strategy. This white paper reviews the merits of the different application stores and catalogues.
In addition, the implementation of Enterprise Mobility Management (EMM) platforms is discussed, along with
guidance on essential testing and certification.

The topic of web applications is discussed briefly — these offer a very effective means of enabling local intranet-
based solutions that are simple to deploy and maintain.

This white paper concludes with a summary of the recommendations to PPDR organisations and developers and
highlights how TCCA will continue to support the use and development of high-quality mission critical applications
into the future.

2 Introduction

Many PPDR organisations are deploying or planning for the deployment of broadband technologies to enhance or
replace their existing narrowband mission critical services. Broadband technologies will enable new MC applications
that increase first responder effectiveness and productivity and ultimately increase citizen safety. The deployment
of these MC applications will be complex and success will depend upon many factors.

This white paper aims to help ensure successful deployment of MC applications by:

1. Providing guidance to PPDR operators and users as they define their strategies for deploying and managing MC
applications utilising broadband systems.

2. Informing application developers on the specific requirements for delivering MC solutions over broadband
systems.

Although targeted primarily at the PPDR sector, this white paper will also be of interest to any organisation requiring
or dealing with MC broadband applications.
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2.1  What are Mission Critical Applications?

It is likely that first responders will use a wide range of applications on their broadband devices. Some of these will
be mission critical but others will not. In this white paper the different applications used by first responders will be
categorised as:

e MC Applications — applications making use of MCX services - MCPTT, MCData and MCVideo - requiring mission
critical QoS, priority and pre-emption.
e Secondary Applications

e Business Applications — e.g. email, calendar and other applications that assist users in performing their job.

e Consumer Applications — e.g. social media, weather, news, traffic information, train timetable and other
applications that provide important information.

In this white paper MC applications are defined as those that can make use of the MC services defined within the
3GPP specifications. MCPTT was standardised in 3GPP Release 13, completed in March 2016. Subsequent releases
have standardised further MC services as shown in Figure 1. This is the status as at the publication date of this white
paper (April 2022).

A 5G
” )
t dovancen Rel 18 (2023)
l e Ral 14 (2017) Release 16 (2020) —MCX over 5G (5MBS, ProSe)
—MC interconnection and migration — il
Release 12 (2015) —MC services (MCX) common M_CX e-nh., rail interconnect &
architecture —MCX enhancements migration, gateway UE
—LTE MC GCSE enablers )
_ —MC Railways support (FRMCS) —5MBS, 5G ProSe enhancements
—Qcl 65, 66, 69, 70 MC Data e
—MC Video —NR Prioritized PRACH for MCS/MPS —VMR, NTN enhancements,
—MBMS (MB2U/C i
( /C) —NR IAB (Integrated Access and Backhaul) location enhancements, ...
—LTE ProSe for D2D comm —acie7
2015 2016 pAokivg pAokE:] 2019 2020 2021 2022
Release 13 (2016) Release 15 (2019) Release 17 (2022)
—MCPTT —MC interworking —MCX enhancements
— Architecture (incl. use of eMBMS, —TETRA/P25 —MC IOPS (LTE)
Prose) —5G QoS framework; MC 5G 5QI —MCX over 5G (unicast)
—IOPS (LTE) —NR Unified Access Control (UAC) —5G Multicast/Broadcast system (5MBS)
— Informative deployment model —5G Proximity Services (D2D)
/~° —5G Non-terrestrial networks, UAS
5G —IAB enhancements

Figure 1: Mission Critical Functionality Supported in 3GPP Releases

The 3GPP specifications define the following requirements for MC services:

e Key Performance Indicators (KPIs) for MCPTT —four KPIs have been defined to ensure mission critical performance
regarding floor control (i.e. dynamically controlling which user is permitted to transmit at any point in time) and
latency — please see further details in Appendix 2.

e Service requirements for operation of MCVideo services — please see further details in Appendix 3.

e QoS Class Identifiers (QCls) are mechanisms which define how data is prioritised throughout the broadband
system. The QCl is enforced at the air interface between the device and the cellular network, within the cellular
network and from there to the application server. Four QCls are of relevance to defining the priority and
performance of MC services — 65, 67, 69 & 70. Please see further details in section 4.3.1 below and in Appendix
4. Note that within 5G, 5G QoS ldentifiers (5Qls) are used which are broadly aligned with the LTE QCls. This
version of the white paper will focus on LTE QCls.

Further considerations for delivering MC services over broadband networks are described in the TCCA white paper
“Public Safety prioritisation on commercial networks”, June 2019.
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3 The Mission Critical Ecosystem

Delivery of high-quality, resilient and reliable MC services and applications is dependent upon the many elements
that comprise an MC broadband ecosystem.

Figure 2 shows the end-to-end ecosystem in which broadband MC applications reside. As can be seen, an MC
broadband system consists of many building blocks that are the foundation for a service that aims to be trusted by
PPDR users, agencies and operators.

It should be noted that, for simplicity, this figure is focused on the mobile use case, - i.e. where the MC application
clientis used on a mobile device. In reality an MC ecosystem will also include MC applications used in fixed scenarios,
such as in control rooms. The same ecosystem elements apply to fixed use cases, with the exception of the cellular
network. Also, the device considerations are different in fixed implementations.

The following sections highlight what must be considered across the different elements of an MC broadband
ecosystem to deliver true MC applications.

PUBLIC
APPS
APPLICATION SERVER @ @ @ @ @ @
HOSTING ENVIRONMENT SERVER
L |

NETWORK
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2 =
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Figure 2: The Mission Critical Ecosystem

3.1  Application Server Hosting Environment

The application servers used by PPDR organisations will be hosted within different environments depending upon
the category of applications they provide:

Mission Critical MCPTT, MCData, MCVideo Private network or cloud
Business Email, workflow management... | Private or outsourced enterprise network or cloud
Public Social media, news, weather... Internet, public cloud

Subscriptions must be provided that allow users to access the appropriate hosting environments for the services
that they use. If a user only has need of MC applications, then there is no need to provide connectivity to other
services (see Transport Network section 3.2).

Increasingly, cloud-based hosting solutions are being utilised by PPDR users, and national governments have
published guidance on public sector cloud strategies in their countries.!

! For example in the UK see https://www.gov.uk/government/publications/cloud-guide-for-the-public-sector/cloud-guide-for-the-public-sector
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3.2  Transport Network

For end users to have access to these network services, a capability must be in place to connect these services and
relay them to an end user on a radio network. This connectivity may be achieved via the Internet, although this will
be at best a prioritised best-effort connection. Alternatively, a PPDR organisation may have their own leased line
connecting to the cellular network provider, and a dedicated Access Point Name (APN) to allow them to interconnect
end user devices to their own bespoke services. MC services will demand an end-to-end QoS that must be met by
the combined transport across the cellular network (both radio access network and core network) and any further
backhaul to the relevant servers e.g. across a Session Initiation Protocol (SIP) network.

3.3 Cellular Network

The cellular radio network, which performs a key role in enabling end users to connect to vital services, is typically a
combination of a Radio Access Network (RAN) and a Core Network. The RAN is essentially bandwidth limited, even
if LTE and 5G have made increasingly large amounts of radio spectrum potentially available for deployment, and
so any QoS provision will need to have mechanisms to address congestion handling as well as end-to-end latency.

3GPP has defined a range of bearer types, classified by their QCI. The QCl indicates bearer characteristics such as
whether the bit rate is guaranteed, the end-to-end delay budget (latency), priority, and packet loss rate. These are
described in detail in 3GPP TS 23.203* Policy and Charging Control Architecture (and for 5G in 3GPP TS 23.5013
System Architecture for the 5G System).

3.3.1 Miission Critical Bearers

As mentioned above in section 2.1, a number of QClIs/5Qls specific to MC operation have been defined for MCX
signalling and media. These all have a higher priority and reduced or equivalent delay budget when compared to the
corresponding bearers for non-MC conventional services.

Bearers allocated to a subscription (see below) that provide access to MC services will only be enabled for
applications which have appropriate access rights. This may be enforced using APNs which are allocated as type
Carrier Branded Services (CBS) and specific control of policy. A key security requirement is to ensure that public or
business applications cannot make use of these MC bearers - access to these bearers must be reserved for the use
of dedicated MC applications.

3.3.2 High Priority Data Bearer

For services that do not require MC prioritisation and QoS, further QCI values are specified that may provide higher
prioritisation than that of consumers making use of the public LTE network. For example, a non-Guaranteed Bit Rate
(GBR) bearer with QCI 7 could be provided which provides a higher priority than that of a bearer with QCI 8 provided
to consumers. PPDR operators will work with their network provider to enable appropriate bearers for the services
that they wish to operate and take into consideration the priority, tolerable packet delay and packet error rate of
the available bearers.

A PPDR operator must distinguish between:

1) Services which require higher priority access to the network, but with standard latency — i.e. the user has the
expectation that their message, file, etc. will be delivered securely and promptly, even in a congested network
during a major incident, but a latency of a few seconds for delivery is acceptable. Higher priority has been possible
for a number of years in cellular networks by making use of concepts such as Access Class and the Multimedia
Priority Service (MPS), even if the granularity of differentiation of applications and services may be limited.

2) Services for which both high priority access to the network and low latency are needed. These services require
the full suite of MC QoS developed specifically by 3GPP.

An example of the first, in an ambulance use case, is sending a patient’s medical records, whilst emergency
telemedicine would require the second.

2 https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=810

3 https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=3144
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3.3.3  Subscriptions

The device contains a Subscriber Identity Module (SIM) which is provisioned with a subscription that enables, at a
minimum, access to the above MC bearers. It is the provision of these bearers that enables the MC application to
have priority and pre-emption rights over other traffic in the network.

Typically, a consumer LTE customer will have access to a subscription providing a set of basic services including
VoLTE, SMS, MMS and some form of filtered Internet access.

In order to provide extra services, an MC subscription will also contain elements of an enterprise subscription with
(in addition to the consumer) an APN which enables a dedicated connection (using one of the bearers identified
above) through to the enterprise private network. This enterprise access can make use of the higher priority bearer
type described above.

3.4 Device Hardware and Firmware

MC devices are evolving as broadband capabilities expand and new services become available. MC device form
factors have typically included ruggedised hand portables, in-car mobiles, associated peripherals and accessories
along with specialist solutions for specific requirements - e.g. air-to-ground and railways. The advent of both public
safety broadband and the Internet of Things (loT) extends the expected portfolio of devices to include support for
high-speed data and video, as well as sensors and support for the new range of bearers described in Section 3.3.1.
More detailed MC device requirements are covered in detail in TCCA’s white paper* on mission-critical broadband
device procurement.

Because MC is a specialist segment in the wider smartphone market, the business case for supporting specialised
capabilities in mainstream devices, hardware and software is limited unless there is overlap with other market
segments. Some specific MC requirements are described in the following sections.

MC Bearers: The MC bearers and their associated QCls require low-level firmware support in the chipset to support
the combinations of reduced latency and increased priority within the radio layer scheduling and packet processing.
As these bearers are not available for consumer use, this requires a decision by both chipset manufacturers and
cellular network vendors/operators as to whether they support this market segment. Chipsets may support MC
bearers, but manufacturers will need to enable and fully test this MC capability to make it available on the MC
device.

Device to Device (D2D): LMR systems are designed to support off-network device to device (D2D — Proximity Services
(ProSe)) communications by default. In contrast D2D within MC LTE systems has yet to be adopted, leaving chipset
manufacturers with another difficult commercial choice. If LTE D2D is not available, or not operationally suitable,
then an alternative direct communication solution needs to be included within the handset or via a peripheral
device or accessory.

Multimedia Broadcast Multicast Service (MBMS) for Group Communications: PPDR organisations make frequent
use of PTT group communications. A dense deployment situation such as a major incident will benefit from having
multicast capability supported in both the device and network. LTE has the capability to support such scenarios via
MBMS. However, whilst support for MBMS is not yet widespread in either networks or handsets, it is now available
in some of the largest network deployments and natively in Android/Qualcomm chipsets.

PTT & Emergency buttons: MC devices must have easy-access physical buttons to initiate PTT and emergency calls.
The latency of operation of these buttons, and the time taken for an application to respond to these button pushes,
is of course crucial to achieving the required call set up times defined by 3GPP KPIs (see Appendix 3).

Software & firmware features: the higher software layers of an MC device should also support key MC functionality
such as ambient listening and priority for MC application access to internal services (microphone, speaker, call
pickup etc.). This is described in greater detail in subsequent sections.

3.5 Device Operating System

When deciding upon the optimal device Operating System (0S), it is necessary to look at the purpose of the device
and the requirements particularly in relation to its control and access to public applications.

4 https://tcca.info/documents/October-21-MC-Device-Procurement-WP.pdf/
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For a bespoke MC device, which is designed to deliver a single MCX service, all of the complexity of a device running
multiple varied applications is unnecessary. In this case, the vendor is in complete control of the product and they
can utilise open source code such as Linux. If commercial devices are to be considered there are two viable OS
options: Apple iOS and Google Android. In the case of Android, the decision between selecting an open source OS or
joining the Google Mobile Services (GMS) ecosystem is ultimately dependent upon the users’ desire to utilise large
numbers of public applications which might only be readily available through the Google Play Store.

The following sections consider each of the four main OS options— open source Android, Android with GMS, i0S
and Linux.

3.5.1 Android AOSP®> — a closed ecosystem

With the Android Open Source Project (AOSP), device vendors are free to use open source code to create their own
products. An open source OS facilitates designing hardware more suited to PPDR operations (buttons etc.) Typically,
Google will update to a new major version once each year. Google releases monthly security updates which can be
used by manufacturers to update firmware according to their own security requirements — for example some OS
vulnerabilities may not need to be urgently patched if the device ecosystem does not allow access directly to the
Internet.

Typically, a device manufacturer updates its firmware periodically to incorporate bug fixes and security updates.
Since updates require the device vendor to create a new firmware version, we can imagine a model in which an
MC application can be tested and deployed whilst leaving the ecosystem stable until a new firmware is released.
The more regular the firmware updating, the more often testing would be required but the less vulnerable the
ecosystem.

AQOSP devices can execute Android applications but cannot take advantage of Google enhanced capabilities as
described below: i.e. access to the wider Google Play Store is not available and an MC operator will need to have
individual contracts in place to allow access to applications directly from the developers. These applications could
be pushed to devices using an MDM solution (see later in this document).

3.5.2 Android with GMS

Google has extended the AOSP model to include a set of additional applications known as Google Mobile Services®
(GMS). The addition of GMS to the device provides two key benefits to users:

Google Play Store — The Play Store acts as both an on-line application store for millions of applications of all
genres and as an application on the device that allows users to procure and manage those applications, including
updates. The enablement of Google Play Store on the device allows for security updates to be sent to essential
Google services running on the device, provides the ability for Google to push certain security features to devices
(regardless of the vendor and their support) and also provides a service to monitor applications for security
vulnerabilities (Google Play Protect).

Google Play Services — Google Play Services is a privileged application running on the Android device without
any user interface. It provides a set of APls which may be utilised by other applications on the device to connect
to Google services. These APIs are widely used by application developers as they are available on most Android
devices enabling access to useful Google Services such as location, mapping, cloud storage, email and gallery
(Google Photos).

From Android 10, Android for Enterprise has become the de-facto capability to manage Android enterprise devices.
This enrolment will involve the use of a Google ID which inherently allows users to be provided with a set of
applications via a managed (curated) Google Play Store selected for that enterprise. The difficulty in using legacy
Android management APIs post Android 9 may cause some operators to have difficulty in fully managing their
devices if they do not support GMS.

3.53 i0S

iOS is the OS developed by Apple Inc. exclusively for their iPhone and iPad (iPadOS) devices. iOS is controlled by
Apple - other manufacturers are not able to use iOS.

5 https://source.android.com/

6 https://www.android.com/intl/en_uk/gms/
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Some PPDR agencies have decided to use iOS rather than Android because iOS limits the variations and versions of
the system and applications. The Device Enrolment Process (DEP) may be aligned to IT security policies more easily
and there are regular, pre-defined time windows for updates. This more homogeneous deployment may result in
easier control and management and economic benefits.

On the other hand, many PPDR organisations prefer not to have their choice of devices and applications limited and
do not want to be heavily dependent upon one supplier.

As iOS does not currently support MC applications it will not be considered further in this white paper.
3.54 Linux

Linux is an open source OS and is the dominant OS used in LMR handsets. The control that the developer has over
the Linux kernel means that key public safety tasks such as emergency button pushes may be prioritised and function
without interference from other OS tasks. Linux does not have the extensive application environment overlay that
is present in commercial OS. This means that although it is compact in size and power efficient, it does not have
the comprehensive consumer applications ecosystem in place that has helped drive the growth of Android and iOS.

3.6  Application Client Ecosystem

The application client ecosystem is the execution environment on the MC device enabling applications to be installed,
run and removed from the device. It provides the means for multiple applications to be running concurrently on
the device to provide both foreground and background services to the end user. In the case of an MC device, the
priorities by which consumer devices operate are sometimes not consistent with those needed to provide a safety
critical service to a member of the emergency services. In some cases, this means that some applications cannot
safely be installed and run alongside the MC application. More details of this are provided in section 5.

3.7 Interworking

In the future, public safety users will work together between different agencies and across national borders using
technically very similar MC mobile broadband services. Although they will be using the same broadband technology,
the applications will differ to accommodate varied local operational practices, language differences, the need to use
the same application throughout each country and purchasing decisions made on a local or at best national level.

However, using different applications on a daily basis should not have to mean that rescue services, for example,
cannot cooperate and share relevant information at incidents.

One option for interworking is to get the application you need when you need it — for example as a push service
initiated by the control room or other central location. However, unless the application is already familiar to the
frontline users, there is a risk that it will be incorrectly used or left unused. This approach also creates the practical
requirement for reliable connectivity to allow all targeted users to download and install the application before it is
needed.

A more productive approach to achieve the same end goal, i.e. sharing relevant information, may be to enable
connections between different applications via interconnection or migration. In the case of interconnection, a
native user of country A’s MC system who is operating in country B has their MC connection routed back to their
home MC system via an MC system in country B. Interconnection may be in-band (i.e. via standard 3GPP interfaces)
or out-of-band (i.e. via proprietary application-level interfaces). In the case of migration, the country A user is served
by an MC system in country B. In both cases, some common API definitions, or at least mappings, will be needed
in order to enable effective operation. PPDR operators will need to decide where these APIs should reside in the
system architecture.

In the case of group communications, there are essentially two options:

1) the control room/dispatcher may have one or more data structures designed to log the evolution of an incident,
and incoming updates from MC users will be used to populate that data structure. Ideally the messages will be
of a common structure, but this may not be possible. In the case of work across more than one control room,
country or region, then the data structure, or access to some of its elements, may be shared via a server-based
API and/or out-of-band connection between systems. An example of this approach is the EDXL (Emergency
Data Exchange Language) developed by OASIS. another example is the 3GPP study TR 22.881 which highlights
requirements for sharing administrative information between connected MCX System. These requirements are
now included in TS 22.280 (stage 1 in 3GPP).
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2) the MC application clients themselves adopt common APIs for key information elements; this is already done
for location via 3GPP standards. Location reporting is the most used data service in LMR and 3GPP has specific
formats for reporting location from client to server. Adopting this approach more widely would catalyse the
development of the applications market.

Any technical approach to cross-agency application interworking will need to be aligned with operational and legal
processes relating to the control of access and subsequent processing of information.

4 Running multiple applications on an MC device

It is important to consider the environment in which the MC applications are functioning. The MC application on
the user device makes use of standard OS capabilities but has access to network functions that are not available to
the consumer market. Also, PPDR users require access to a wide variety of different applications which assist them
in performing their job. As described earlier in this paper, these applications may be mission critical, business or
public.

Running secondary applications on an MC device introduces a risk that they may impact the performance of the
MC applications. This section describes what users must consider in their assessment of whether to run secondary
applications and what measures can be put in place to mitigate the risk involved.

We can generally assume that the MC applications on the device are the most important to users. Therefore, we need
to make sure that other applications can never interact in such a way as to significantly degrade MC performance
or deny service to the user.

4.1  Prioritisation of applications

How an OS handles prioritisation of applications is relevant to the performance of MC applications on a device (e.g.
depending upon individual organisations’ requirements it may be desirable for MCPTT applications to have priority
over other applications).

In the case of OSs such as Linux, prioritisation can be applied to an application that will be respected by the OS
as long as it can keep its kernel running, leading to predictable performance. The more recent development of
OSs intended for consumer smartphones has naturally focused on ways to optimise the consumer experience, via
the OS managing the relative priority of the application on behalf of the user. This has several consequences that
developers and operators will need to take into account:

1) Applications being run in the foreground, because the user has selected them, will generally have priority over
those running in the background. To mitigate the risk of an MC app being deactivated when it is running in the
background, it may be locked in the device memory to keep it alive.

2) An OS such as Android aims to ensure that any application, deliberately or non-deliberately, does not make a
process higher priority than processes of other applications. Consequently, the process priorities are tightly
controlled by the system in order to keep the system responsive and power-efficient.

3) Similar behaviour may be expected of other OSs, and in some cases, an OS may cause the closedown or throttling
of an application if it is regarded as too power hungry. This is of particular concern to MC applications which must
be ‘always on’ and listening for broadcast information whenever it arrives and achieving a low latency response
when data is received. The risk and usage profile of an MC user is different from that of the consumer user — the
MC user is prepared to accept extra power consumption in the interests of safety.

4) An application may not release a key function, such as the microphone, in favour of an MC application, or the
microphone might be taken away from the MC application when another application starts up.

5) On Android, voice calls are considered a key function of the device and are hence integrated more into the device
OS. This integration means that an incoming cellular voice call (e.g. VoLTE) may always be given priority over
other applications. This may impact an MCPTT voice application which should have priority over non-mission
critical voice calls. This issue may be addressed by role-based operational means — e.g. diverting all cellular calls
to voicemail when a user’s role primarily needs to make use of MCPTT clients.

For this reason, as described in section 6.2, any testing of an MC application on most consumer-focused OSs has to
be regarded as a validation rather than a full verification in that the behaviour may vary depending on which other
applications are running on the device.
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As more and more applications are added to the device, MC operators have to decide how they manage or estimate
the performance of the MC application:

e Tight coupling or even embedding of the MC client may lead to more predictable and testable behaviour because
of priority handling, at the price of increased complexity of application sourcing and device integration.

e Looser coupling is more aligned with the application store concept and flexibility of supply.

4.2 Permissions

During the development of an application, the developer will consider the need to utilise the different capabilities
of the device. This will include aspects such as accessing hardware functions, for example, the accelerometer or
gyroscope, or more obvious hardware like the microphone or other audio capabilities. Also, the application may
benefit from access to location information. A developer can also decide to choose whether the application needs
to be able to use Internet access.

Since the dawn of mobile applications, OS providers have struggled to ensure usability of the application while
also respecting privacy of user information and and the use of sensitive functions on the device. Modern OSs force
developers to declare the permissions that they intend to use and allow the user a large amount of control over
what any application can do. In some cases, the rejection of a permission might prevent the normal functioning of
the application (for example, denying location permission to a satnav app), but in many cases, permissions can be
explicitly denied whilst allowing most of an application to work perfectly normally.

Key permissions to consider:
e Location

e Contacts

e Microphone

e Camera

e Calllogs

e Telephone

e SMS

e Calendar

When considering the applications that might be integrated onto an MC device, a PPDR organisation must take into
account the potential impact to an MC application from another application which has the ability to utilise a key
permission. In Android” an application will declare in its manifest file the permissions that it will seek to utilise.

The permissions model within Android will ensure that an application is unable to make use of permissions that
it has not declared. Key permissions will require either an end user to choose to allow, or that permission can
automatically be given by use of the MDM. Utilising MDM control of permissions risks deploying an application
which declares to the end user that it uses a risky permission (e.g. microphone). If the user prevents access to this
permission, part of the application may be unavailable but the majority of the application will function properly.
In this case, the PPDR organisation must check that the application degrades gracefully when resource access fails.

4.3  MC application dependencies

Writing an MC application incorporates utilising a set of MC functionality and providing a high-quality user
experience. In doing so, a developer may choose to make use of dependent capabilities from third parties. These
may be libraries, APIs or functions such as the Android System Webview.

It is important to note that when an MC application makes use of third-party services in this way it becomes
dependent upon their update cycles to ensure that these components remain secure. Most third-party suppliers of
these functions will provide security patches to their components and it is important that these updates are enabled
for the MC application as soon as possible.

Failure to enable patches to third-party components upon which the MC client is reliant may result in the client itself
becoming unstable or vulnerable to attack.

7 For more information on Android 11 see https://developer.android.com/about/versions/11/privacy/permissions
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In essence, the reliance of an MC application on non-MC components can lead to the whole application failing to be
mission critical. An example of this might be a login capability utilising a third-party authentication capability. If this
authentication server fails, then users cannot login and hence they are prevented from using the MCX services. This
would be perceived as denial of service.

4.4 User Experience

The user experience is hugely important to the end user. Applications with a poor user experience are underutilised
and will, in many commercial scenarios, fail.

An MC device typically has just one screen which is available to all the applications on the device, but multiple
applications may be executing on the device simultaneously and utilising hardware functions on the device. Some
capabilities available on the device (e.g. location) may be available to all applications simultaneously without
impacting each other. However, the audio path on the device may be required for use by many applications at the
same time. Which application takes priority is an important consideration.

This section does not seek to make recommendations but rather to point out some of the issues that will need to be
addressed by the MC application provider and by the operator of the service.

4.4.1 Screen

Although the MC application may be the priority on the device, if other applications are in use whilst a PTT call is
in operation (e.g. listening to talk group), what does the user want to see on the screen? The MC application or the
other application? Will the reception of an incoming MC call change the screen to the MC application? This would
have serious usability consequences for any other application being used on the device potentially, making them
unusable on a MC busy (many PTT calls) device.

4.4.2 Loudspeaker

Many applications wish to play audio to a user. This might be music, random sounds, or alarms. Is it acceptable for
the audio path to play all these sounds simultaneously? As an example, consider a police officer who is watching a
video of a witness forwarded by the control room. Is it acceptable for an MCPTT call to play on top of this or does
the user have to choose between the two?

4.4.3 Microphone

The Android microphone can generally be used by one application at a time. What is the user experience if the
microphone is in use by an application and the PTT button is pressed?

Deployment of applications which use the microphone could:

e Be limited based upon knowledge that the application releases the microphone appropriately
e Be prevented from utilising the microphone using MDM controls

e Be prevented if they cause the potential for degradation of the MCX services

4.4.4 Camera

Utilisation of the camera is generally enabled using an independent camera application on the device. On Android,
this can be invoked by another application by means of an intent. Alternatively, the MC application (or another) can
integrate camera functionality into their own application. The use of the camera is obtained by the application in
the foreground which might cause an issue if the camera is perhaps being utilised by the MC application for video
monitoring.

4.5 Using Mission Critical and Secondary Applications - One Device or Two?

As this white paper highlights, there are major considerations and compromises that an organisation has to take
into account when deciding how best to deploy MC and secondary applications. There are essentially two options:

e User carries two devices

e A user carries a dedicated MC device with only a single purpose — to enable MCX services. This is a much
simpler deployment than one where multiple applications are involved both in terms of interaction risks and
device management. The device can be locked down to deliver just MCX services.

e Secondary applications are enabled for the end user through the use of a secondary device. Typically, unless
the MC device is in a position to deliver the majority of the applications that an end user might want, it is
likely that they will have to carry the second device. This bears additional device management, subscription
and device costs to the user organisation.
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e User carries a single device delivering both MC and secondary applications — a device with both MC and
secondary applications will be subject to some of the potential conflicts described in section 5.

5 Developing a quality application

Although the quality of mobile applications has greatly increased over the last decade, there are still many developers
who do not consider the many pitfalls of developing an application or service that relies upon a connection that is
as unreliable or changeable as that of a mobile device. This applies as equally to an MC application as to a business
or public application. The sections below describe some of the pitfalls and opportunities for writing good quality
applications.

5.1 Dealing with intermittent service

Writing an application that works well on a mobile device is complex in that it needs to take account of a basic
connectivity issue — that of poor coverage. An intrinsic challenge of running a radio-based network is that certain
places will lack coverage and applications running on that device need to perform well in those circumstances.

Tools and simulators are widely available to help develop and test quality applications — for example the free AT&T
Video Optimizer® tool which evaluates application video streaming against industry best practice.

5.2  Releasing hardware

Due to the importance of the microphone and audio paths in the provision of an MC application, other applications
should be written to release, for example, the microphone if it is required by another application. Audio should
be delivered in a manner by which the user has control over whether the secondary application audio should be
combined with any audio from the MC application or whether the secondary application audio should be supressed.

Similar considerations need to be made around other hardware components such as the screen, speaker and buttons.

5.3  Application updates

Applications need to be updated to deal with vulnerabilities and add new features. However, in order to facilitate
testing by PPDR operators prior to users getting the application, developers should enable beta test capabilities to
allow pre-testing of updates in advance of deployment. The PPDR operator also needs to test the final version. If the
PPDR operator cannot test the update before its publication, the operator must be able to block automatic updates
until such time as the update has been fully tested and verified as safe to use.

5.4  Dependencies beyond developer control

As highlighted in section 4.3, the use of third-party capabilities, which are beyond the control of the MC application
developer, introduces risk due to periodic updates of that component. Developers must be aware of their
responsibility to utilise patched versions of capabilities such as third-party APIs and libraries to ensure security and
reliability. This includes elements from Google such as Google Play Services APls, WebView (for user interface) and
common libraries which may be open source but might not receive patching.

5.5 Use of containers

The use of containers is common in OSs to provide separation between applications to allow them to run in a
manner whereby they cannot directly influence, and cannot be influenced by, other applications which reside in a
different container.

In the Android OS, all applications reside in their own sandbox® whereby unless they choose otherwise, their
runtime and stored data is not available to another application. This separation of applications may be acceptable
but, in addition, Android provides for different workspaces on the device. This mainly applies to the enterprise
model of having both a personal and enterprise space on the device for applications. Protection of the enterprise
applications and data is ensured even though an end user may be wishing to use their own personal applications
including email, social media and games.

8 https://developer.att.com/video-optimizer

® https://source.android.com/security/app-sandbox
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In an MC environment, it is not recommended to allow personal use of the device by the end user. The most obvious
reason for this is to ensure that the personal applications that an end user might choose to use will not affect the
performance of the MC service and will not present an unmitigated security threat. This could apply to the use of
microphone and audio services as well as the potential for a personal application which might use high levels of
Central Processing Unit (CPU), Graphics Processing Unit (GPU) and memory resources to the detriment of the MC
applications.

Most MC devices on Android will operate in a fully managed device deployment with a single “container” for all
applications, but each application will continue to operate in its own sandbox. Sealing off each application in its own
sandbox ensures that even if a device is infected by malware, MC applications and data are safe from being accessed
by third parties.

6 Device and Application Management

In previous sections we have described the issues that can arise from the use of multiple applications on an MC
device and discussed the need to run only high-quality applications so that problems are minimised. However,
we have also discussed the dilemma facing organisations wishing to deploy devices running MC applications and
secondary applications, to eliminate the need to carry a secondary device. Although the MC application may be the
key public safety capability, end users also have a variety of other tasks to deal with in their day-to-day lives and
increasingly, have a toolkit of capabilities that are opened up by a variety of both business and public applications.

This section looks at how these applications are sourced, the way in which testing can be used to determine issues
in running multiple applications and finally, how the use of device management capabilities can mitigate risk.

6.1  Access To Applications

Controlled availability of all types of applications, from various sources and application stores, should be available
to users to help with their work. If various useful applications are blocked from usage on their MC dervice, end
users may nevertheless use them on their personal devices to get their work done. Use of personal devices for work
tasks can negate security measures, create data protection concerns and remove other benefits such as service
prioritisation which can be obtained on an MC device.

To take full advantage of the MC device and service prioritisation in addition to applications, an organisation should
plan to develop a strategy to manage and protect itself in respect of applications and data. Each operator or agency
can decide whether an application is approved for national or agency usage and how the distribution is managed. It
can also put in place measures which can mitigate the risk of introducing those secondary applications.

The PPDR operator always has the ability to distribute applications where it has a direct and integral relationship
with the developer. However, it is increasingly likely that the PPDR organisation will not have a close relationship
with the developer (e.g. in the case of generic enterprise applications) and for that reason, the availability of the
executable application can only be obtained via a public application store (such as Google Play).

In some cases, PPDR organisations could choose to work together to test and accredit applications from known
sources. However, factors that might make a central distribution of applications difficult include:

e That a PPDR organisation’s own MC application provider, architecture, processes, monitoring and management
systems are adapted to individual requirements.

e That there is restricted licensing to some applications.
e The in-house development of applications.

If common criteria for application approval, testing, distribution, releases and revocation can be agreed on, then
several agencies or operators could share information about agreed applications. These could then be deployed
individually by the PPDR organisation or via an available application store such as Google Play. However, it may be
difficult to unite different operators’ requirements and find common criteria to which all operators/agencies agree
(nationally and internationally). Section 6.4 discusses the use of a generic MC application catalogue.

6.1.1 Consumer Application Stores

Consumer application stores exist with the primary purpose of allowing developers to access a huge market of
consumers who may want to use their applications.
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Developers can submit applications for distribution which are checked against basic security requirements® . Once
approved, paid-for applications can then be bought via a standard payment scheme and developers have a revenue
stream for their applications. The application store takes a cut of the payment for enabling the transaction. Free
applications can also be deployed through this method and these will often have “in-app” payments enabled or are
funded through advertising.

Open access for PPDR end-users to all applications from the consumer application store is not advised due to the
lack of control over what a user might install. Despite security measures from application store providers, malware
is known to occasionally make its way to users via these application stores, and the advertising will not always be
suitable for end users.

In the Android ecosystem the most widespread consumer application store is Google Play.
6.1.2  Enterprise Application Stores

In the case of Android, the enterprise application store relies on the same infrastructure as the consumer application
store. However, the key difference is the ability of the enterprise to limit the access of its users to specific approved
applications. In Android, this is enabled through the use of Android for Enterprise and the use of a “managed” Google
Play Store which restricts user access only to pre-authorised applications designated by the PPDR organisation.

The control over the types and specific applications gives the enterprise a considerable advantage in curating the
applications for specific groups of users but still relies upon the mechanism chosen (in this case with Google Play) to
test the applications that come into the store. This is an important point. An application store provides the method
for a developer to distribute applications and a means to update those applications in the field. The checks that
Google will do on applications entering the Google Play Store will relate to their correct operation on an Android
device and security. However, they will not be able to check out the specific interactions that an application will have
with the MC applications on an MC device. Testing of applications is covered below.

Enabling non-MC applications to be downloaded and updated from an enterprise application store such as Google
Play Store obviously needs to be risk assessed to ensure security and minimal impact on the performance of the MC
apps on the device.

It is important to note that there is no specific reason for not deploying an MC application through an enterprise
application store but some PPDR organisations may choose to deploy directly via their own EMM deployments (see
section 6.3).

6.1.3  Private Application Store for MC or PPDR-specific Applications

If users want to make sure that they have no Apple or Google input, or if they desire full control over the deployment
of applications, then the PPDR organisation can choose to have MC devices enrolled into a private ecosystem. This in
turn will require a private store, server and EMM for controlling the applications, as well as their own testing process
to assess the application quality and security. In this case, security-sensitive applications would only be available and
deployed by specially managed groups in their own ecosystem. It is important to consider that if Android OS is used
there will be linkage to Google, especially if Google Mobile Services are integrated — in this case, data will be passed
from the device to Google servers.

A private application store is generally hosted by the PPDR operator via their EMM platform. This store can be
the default and only one on the device or it can sit alongside access to an enterprise application store. Typically, a
private application store will be used to push mandatory applications including the MC application to the MC device.
In this case, the user may not have access to a store front for applications as it would in the Google Play model but
would see the applications that the organisation has chosen to be deployed.

In the Android ecosystem, the Google Play Store has the ability - within Android Enterprise - to have applications
deployed either from the Play Store infrastructure or to be hosted by the enterprise itself'!.

6.2  Validation and Testing

Deployment of the MC application on to an MC device is a key operation of the PPDR organisation. Considerable
testing will be undertaken to ensure that the application works correctly in combination with the device and its
ancillaries (e.g. Bluetooth accessories, etc.).

0 https://play.google.com/about/developer-content-policy/

1 https://support.google.com/a/answer/2494992
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However, much of this testing will be undertaken in a vacuum without any interaction with other third-party
applications. As has been discussed earlier in this document, there are many components of third-party enterprise
or consumer applications (e.g. microphone and audio) which have the potential to interact badly with the MC
application.

In addition, the utilisation of a commercial application store such as the Google Play Store will only allow the latest
application version from the store and encourages regular updating. Some applications will also always auto-update
(Google Play Services and Google Play Store). From Android 10 onwards, there is also the addition of pushed security
updates from Google Play Store. These updates occurring without control on the MC device and without testing
pose a risk to the user experience and performance of the MC application.

MDM must be a key component in managing the risk of these secondary applications updating and potentially
causing negative interaction issues with the MC application. Ongoing real-time monitoring of the overall ecosystem
of the device, MC application and others, therefore, is an essential part of the risk mitigation. Many commercial
applications now use server-side updating using technologies such as Firebase Remote Config!? to update
functionality in the application post-deployment. This means that a third-party application could be tested when
deployed from the Google Play Store but actually change functionality during its life. This poses a risk which cannot
be mitigated purely by the testing of the initial application.

It is in the interest of the application supplier to make sure the application is fit for purpose and will be successful in
the market. To bring the application to the market, by putting it into an application store or authorising within the
managed enterprise store, the application must comply with certain criteria. Testing against these criteria is called
Compliance Testing and should include:.

e Functional testing verifies that the application is doing what it is supposed to do.
e Usability testing verifies that the user interface is fit for its purpose and ideally easy and intuitive to understand.

e Performance testing measures KPIs of the MC application when used with multiple secondary applications. e.g.
call set-up time or bandwidth efficiency. It is also advisable to test an application on different devices, e.g. the
most popular or most used devices in an organisation.

Application stores have their own rules and criteria for applications —examples include safety, performance, design,
restricted content, intellectual property rights, privacy, security, advertisements, spam, and minimum functionality.
However, MC application stores or application catalogues have additional criteria which an application must fulfil to
make it MC grade and suitable for MC networks and users. These additional MC criteria include:

e relevance for public safety use,

e scanning of the application for malware and severe security vulnerabilities,
e stringent security and data privacy assessments

e higher availability, resilience, and scalability for peak demands.

Some MC applications may use standardised protocols like 3GPP MCPTT. These standard-based protocols have
their own compliance testing and certification schemes which are supervised by organisations such as the Global
Certification Forum (GCF), PTCRB (North American cellular certification forum) and TCCA.

In addition to compliance testing, MC applications should also undergo interoperability testing, which ensures that
the application works correctly with implementations of the same technology or protocol from other vendors. The
ETSI MCX PlugtestsTM are an example of service interoperability testing. Interoperability testing can be extended to
also test for wanted and unwanted interactions with other applications or services.

All these tests and validations must be repeated for every new MC application software release or every new release
of the OS.

Remembering that each application on an Android device runs in its own sandbox, security risks come only from the
MC application itself exposing capabilities (in the form of APIs) to other applications and hence presenting an attack
surface. For this reason, a PPDR organisation cannot allow its MC devices to execute any untested application. It
is important to validate the application supplier and test individual applications to ensure that they do not pose a
security risk or interact badly with the MC applications on the device.

12 https://firebase.google.com/docs/remote-config
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6.2.1 Continuous Testing Regimes

The above section describes a methodology for testing that relies upon testing of new applications and versions and
the assumption that once tested and approved the application is “safe” to use on the MC device. However, in the
context of an Android device using Google services and access to an enterprise store, it is very hard to consider the
device at any stage to be in a stable condition.

A device with multiple applications, some of which are consumer or enterprise applications (e.g. social media,
email) can be receiving updates and security patches monthly or even more frequently. Google Play Services,
Android System WebView and many of the device applications and services may also be changing. Managing a test
environment that fully tests each update in this scenario could be considered as unmanageable.

In this situation, PPDR organisations might consider a regime of ongoing and continuous testing of a set of test
devices.

In the Google Play Store scenario, there are many instances of alpha and beta application deployments which can
be utilised for testing. An example might be Google Chrome which, in addition to its stable release, also has a beta,
dev and canary programme, allowing organisations to pre-check interactions in advance of a new release. These
beta checks can also often allow the organisation to check against the full capabilities of an application (even with
any server-side updates switched on).

If the PPDR organisation is working with the developer then open and closed application deployments?® can be used
to test updates in advance of deployment to the wider organisation.

A continuous approach to testing with beta versions and in closed deployments will allow PPDR organisations to
take advantage of the simple deployment methods from a commercial application store whilst mitigating the risk
of an update occurring prior to any form of testing. EMM capabilities based upon Android for Enterprise do allow a
level of control over whether applications can update or not.

6.3  Device Management and Enterprise Mobility Management (EMM)

EMM is an approach that combines all the aspects of mobile device management in a single software solution, a
so-called EMM suite.

EMM suites can be used as central management platforms to securely connect, update and operate devices. It
should be noted that, due to the lack of standards, EMM solutions are proprietary — PPDR organisations should
carefully assess the different options available on the market. The following functions, among others, are provided
by the EMM platforms:

¢ Mobile device management (MDM) - secure management of mobile devices based on organisational policies.
MDM is the backbone of any enterprise mobility suite. It is based on a combination of an agent app, which is
installed on an endpoint device, and server software running in the organisation’s datacentre or in the cloud.
Administrators then use the MDM server’s management console to set policies and configure settings, and the
agent enforces these policies and configures these settings by integrating with application programme interfaces
(APIs) built into mobile OSs.

e Mobile Application Management (MAM) - organisation-specific management of all authorised applications. It
allows admins to enable permissions for a specific application or subset of applications rather than for the whole
device. Some applications have specific MAM APIs built in, while others rely on the device-level MAM APIs in
most major mobile OSs.

e Mobile Content Management (MCM) - access management of mobile devices and applications to organisational
resources such as cloud services, mail servers, file servers, and SharePoint.

¢ |dentity Access Management (IAM) - management of access permissions of the users. Many EMM vendors
incorporate identity features such as federation and multi-factor authentication.

The EMM suite itself can be run on a server in the organisation, in a cloud, or a hybrid of the two.

For the user and group configuration, mechanisms must be developed which allow for sufficient client structure
(agencies / federal states), as well as minimise the configuration effort.

'3 https://support.google.com/googleplay/android-developer/answer/9845334
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In addition, no matter which application management method is used by an organisation, the following requirements
for the users and their device usage should be considered:

e Aclear and logical administration

e The possibility of automatic configuration
e Security for business communication

e Support of security certificates

e Separation of business data (and personal/private data if applicable) and applications in compliance with data
protection regulations

e Location and secure deletion of content and authorisations in the event of loss, personnel departure or role
change (remote, over-the-air deletion and deactivation should be enabled)

e Device and manufacturer independence

e Compatibility with all common mobile operating systems (at least iOS and Android)
e Possible integration of existing IT structures / EMM platforms

e Extensively configurable monitoring with alerts and reporting

e Asecure mobile access to official data by end-device-focused technologies, such as zero sign-on user and device
authentication or multi-factor authentication; encryption of data on the end device and communications;
whitelisting / blacklisting of URLs and applications

The device management solution is ultimately the way in which device capabilities are enabled or restricted for end
users and enables remote application installation and removal. It is the key tool for the PPDR organisation in both
enabling the service for the end user but also to provide security and protect the MC services.

A device management solution should be able to provide:

e The provision and configuration of applications

e The management of required licences

e The maintenance, care, protection and control of applications

e Management of applications throughout their entire life cycle

e Control of appropriate policies and secure administration of file exchange between applications

e Remote update and revocation of applications and data (remote wipe), whenever necessary

An MC device also requires the capability to be managed in such a way that its security is hardened to:
e Prevent the end user from changing settings which might cause problems

e Prevent the installation of inappropriate applications

e Prevent the uninstallation of mandated MC applications

e Mandate certain security criteria such as a device PIN code

e Report non-compliance such that the device can remotely be either temporarily or permanently disabled
e Prevent external connectivity unless managed by the user organisation

e Provide all necessary applications within, including some regarded as business critical or even commercial, on
the MC device, to minimise use of those applications outside the MC ecosystem.

Many of these controls are used in the goal of ensuring that the device is both secure from a user perspective (a user
is unable to disable their device or initiate a security risk such as an open WiFi connection) but also in mitigating the
risks that can stem from deployment of particular applications.

In the model of continuous testing above, many things will be changing on the MC device day-by-day. If we determine
many of these risks to be down to the application making use of a risky permission, then the MDM has the capability
of restricting the permissions enabled for that application. For example, an application may state in its manifest that
it requires the use of the microphone. To avoid any risk of the application abusing this permission, the MDM may
disallow this permission to be used. In the case of a sound recorder, this will make the application unusable but if
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the permission is only used by the application in a particular scenario, the app may be very useful despite restricting
the microphone permission. Application developers are encouraged to allow the application to degrade gracefully
if a permission is denied.

6.4  PPDR Application Catalogue

We have discussed how a PPDR organisation might distribute its MC applications to the device via a private or
enterprise store. A PPDR organisation may also want to consider creating and maintaining a catalogue of applications
that are approved for its users. A good example of a PPDR application catalogue is the FirstNet App Catalog®.

During the writing of this white paper the concept of a centrally-managed, international PPDR application catalogue
that would serve multiple national PPDR organisations was considered. However, it was concluded that this would
be very difficult to maintain and unlikely to be fully utilised. Therefore, this section focuses on some considerations
for PPDR organisations who are looking to run their own, individual application catalogues for their users.

A PPDR application catalogue could have the following characteristics:

¢ Platform for making MC related applications visible (can also be business applications used in MC environments)
e Platform for providing information

e Developers can list their applications in the catalogue

The applications catalogue could provide the following information for each application (as far as available):
e Application name, developer, purpose, description, etc.

e Application versions and release notes

e Required OS and version(s)

e Required MC hardware (e.g., PTT button, emergency button, D2D, etc.)

e Required MC functions (MBMS, APlIs, etc.)

e Review comments

e Pricing information (if applicable)

e Third party dependencies

Listing an application within a catalogue may give users confidence that the application has been approved by an
operator. Approval may be demonstrated by:

e Publishing a list of passed tests, e.g. usability test, performance test, conformance test, interoperability tests,
security tests, etc., as well as information on each test about how it was tested and what were the pass criteria.

e Where applicable, independent verification of the test result (e.g. GCF may approve the information in the
catalogue about GCF tests; a test house publishes its results, etc.)

e National tests or agency tests can be made available in the catalogue as well (will give visibility where else the
application is used and approved for usage); national tests have to provide their pass criteria as well.

e The catalogue could also include information/results of very specific test conditions, e.g. which application
version on which OS version, on which hardware with which other applications, on which network, if available.

The problem with this type of information is that it can quickly become out of date as the MC application version,
versions of the other applications and OS version change. It is, therefore, a decision for any PPDR organisation to
consider the value of maintaining a list of this type, or to follow the continuous testing regime detailed above and
work on the basis of catching interaction problems with beta versions and in closed testing. Obviously this testing
would produce a list of applications that “play nicely” with the MC application but it is debatable as to whether this

should be published.

 https://developer.android.com/training/permissions/requesting

5 https://www.firstnet.com/apps.html
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6.5 Release and Version Management

Mobile application development moves very quickly compared to traditional government projects. Many
applications provide new functionality every month, of which the users will want to take advantage. The validation
and testing process should (as described above) support this quick cycle with, for example, having a lightweight
process for minor updates of existing applications, or accepting validation or certification done by selected similar
organisations. Security and bug fix updates for the mobile OS are important and should be deployed without extra
delay. These minor updates to mobile OS are also common (often monthly), and major updates with large changes

(typically yearly).

Validating applications for each user, agency, state or country separately would be cost prohibitive for many
applications. Work underway by TCCA and GCF to establish common interoperability testing for MCX protocols will
enable a vibrant competitive interoperable market (as has been achieved through TCCA’s TETRA IOP process).

6.6  When Apps Go Wrong

It will always be possible that the in-life use of a secondary application may cause problems with the MC application(s).
Detecting these problems is the task of the testing regime used by the PPDR organisation. As described above, this
will utilise testing processes on beta applications as well as create the potential for deploying to small groups of
users in advance of mass deployment. This testing and deployment will mitigate the impact of a problem occurring.

When a problem is discovered, it is important to consider the steps that must be taken to preserve the integrity of
the MC service. The exact steps to be taken will be up to the individual PPDR organisation but the steps will include:

1. Identification of an issue with an application
a. Isthe issue with a beta version?
b. Is the issue with a deployed version?
¢. How many users will have the problem?
2. Immediate resolution might be possible by:
a. Using EMM to silently remove the application from user devices
b. Preventing unaffected users from updating an application to a problematic version
c. Specific testing of the application
3. Dealing with aftermath:
a. Discuss the issue both with the MC application developer and secondary app developer
b. Is there an underlying issue with the MC application?
c. Will an update to the secondary application lead to resolution?
d. Will a change be required to the MC application?
e. Should the secondary application be reported to the application store provider?

The specifics of the process will be dependent upon the PPDR organisation and the specific issue. However, it
becomes obvious that any problem must be discovered as soon as possible and that there must be 24/7 processes
in place to enable the EMM activities that will be necessary to resolve the problem.

7 Web Applications

Web applications are fundamentally applications that utilise the browser on the device to provide an application-
like experience to an end user. Progressive Web Applications (PWAs) utilising standard web technologies allow a
user experience which is equal to that of a native application — it runs standalone, has an icon on the screen and
can work offline.

Because a PWA works in such a way, it is very simple to deploy an application and to update it immediately. It utilises
a single browser engine and hence a set of tests on that one application can, in effect, enable a whole series of
applications to be made available to end users in the same way that a PPDR organisation would be happy to allow
their end users to browse sites on the browser.
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PWAs can be a very effective route to enabling local intranet-based solutions (already deployed across a PPDR
organisation) to an MC device.

8 Conclusions and Recommendations

Broadband technologies will enable a wide array of new applications to greatly enhance the effectiveness,
productivity and safety of PPDR organisations. However, the deployment and management of these new applications
will be complex and will require careful planning. This white paper has highlighted the key considerations that PPDR
organisation must take into account to ensure a successful application strategy:

Ensure that all elements of the MC ecosystem are in place to deliver true MC applications. For example, the end-
to-end ecosystem must meet the requirements defined within the 3GPP specifications to deliver MC bearers
— e.g. MC QCIs and KPIs. A standards-based strategy is essential to ensure interoperability and multi-vendor
choice.

PPDR users need to use MC and secondary non-MC applications to perform their jobs. It is essential that the
secondary applications do not negatively impact the MC applications. It is likely that MC and non-MC applications
will be used on the same device - careful consideration should be given to ensure MC applications have priority
over other applications and are not compromised by dependencies upon non-MC components.

PPDR operators need to clearly understand users’ requirements and the risks they are prepared to accept when
deploying MC applications. Different user groups have different requirements — it is important that these are well
understood and addressed by the PPDR operator’s application strategy.

Application developers must design their solutions for the demanding environments in which PPDR users operate,
often in locations with intermittent network service. The applications must be easy to use to allow PPDR users to
focus on their tasks.

Effective application management is critical to a successful MC application strategy. PPDR organisations must
tightly control the distribution, monitoring, maintenance (version control and updates) and revocation of all the
applications (MC, business and public) utilised by the users.

PPDR operators must conduct extensive validation and testing with users before fully deploying MC applications
and throughout the lifecycle of the applications. Testing should encompass functional, usability, performance,
security and interoperability testing within the environment in which the MC applications will be used: on MC
devices; in combination with secondary applications; within areas of intermittent service, and under the control
of the organisation’s EMM/MDM platform.

The role of TCCA:

TCCA will continue to provide guidance and keep its members, and the wider mission critical sector, up to date on
developments within the applications ecosystem by:

Facilitating ongoing engagement with key players in the broadband applications ecosystem to ensure PPDR
requirements and use cases are fully understood and addressed.

Enabling continual knowledge-sharing among PPDR operators and other industry bodies with different levels of
experience and at different stages of deployment of broadband MC applications.

Ensuring developers understand MC requirements to create high-quality MC applications.
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APPENDICES

Appendix 1 Glossary & Terminology

Term

3GPP 3rd Generation Partnership Project

5Ql 5G QoS Identifier

AQSP Android Open Source Project

API Application Programming Interface

APN Access Point Name

CBS Carrier Branded Services

D2D Device To Device

EMM Enterprise Mobility Management

GBR Guaranteed Bit Rate

GMS Google Mobile Services

i0S Formerly iPhone OS - a mobile operating system created and developed by Apple Inc.
exclusively for its hardware.

loT Internet of Things

KPI Key Performance Indicator

LMR Land Mobile Radio

LTE Long Term Evolution (4G)

MBMS Multimedia Broadcast Multicast Service

MC Mission Critical

MC Application

An application which can make use of the Mission Critical services (MCX Services) defined
by 3GPP

MC Devices

They must be able to support subscriptions enabling access to MC bearers, QoS, MCX
Services, security and KPls.

MC-Grade Network

Wireless and wireline network covering the geographical area where MC Operations are
taking place and which provides a very high degree of access, availability and security.

MC Operations They require a combination of MCX Services installed on MC Devices and operating on
an MC-grade Network. They require MC solutions with high priority, confidentiality and
availability.

MCX Services Mission Critical Services MCPTT, MCVideo and MCData are defined by the 3GPP specification
and ETSI standards and provide voice, data and video services on an MC-Grade Network.

MDM Mobile Device Management

MMS Multimedia Messaging Service

oS Operating System

PPDR Public Protection and Disaster Relief

PPDR Organisation

Also called Emergency Services or First Responders, which employ staff that are working
in very dangerous situations where lack of communications is considered to be life
threatening, such as Police, Fire, Rescue, Health, Ambulance and Civil Protection services.
In some jurisdictions PPDR organisations are mandated by law to deliver a certain level of
service to society. They undertake operations that require a highly-available capability for
communications, which have typically used voice but are increasingly using data to deliver
faster access to more diversified MC services that end users require today.
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PTT Push To Talk

Qcl QoS Class ldentifier

QoS Quality of Service

RAN Radio Access Network

SIM Subscriber Identity Module
SMS Short Message Service
TCCA https://tcca.info/

VoLTE Voice over LTE
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Appendix 2

3GPP Mission Critical PTT KPlIs

KPI-1

MCPTT Access time

The time between when an MCPTT User
request to speak and when this user gets
a signal to start speaking, not including
confirmation.

<300ms

KPI-2

End-to-end Access time

The time between when an MCPTT User
request to speak and when this user gets
a signal to start speaking, including call
establishment and acknowledgement.

<1,000ms

KPI-3

Mouth-to-ear latency

The time between an utterance by the
transmitting user, and the playback of the
utterance at the receiving user's speaker.

<300ms

KPI-4

Late call entry time

The time to enter an ongoing MCPTT
Group call measured from the time that
a user decides to monitor such an MCPTT
Group Call, to the time when the MCPTT
UE's speaker starts to play the audio.

encrypted

<150ms or <350ms

KPI-1 and -3 are illustrated in the following figure (source 3GPP TS 22.179 Mission Critical Push to Talk (MCPTT),

Stage

1 clause 6.15).

(NOTE: KPI-2 is only needed in the case of acknowledgement of call setup by at least one of the remote callers,
which will depend on group or private call configuration)

PTT Request
—— PTT Access time (KP11)

— PTT Request grant

— PTT Release

Transmitting user

Talker Audio Capture

Receiving user

Audio Playback

—

T— Mouth-to-ear latency (KPI 3)

Figure 3: lllustration of 3GPP access time & latency KPIs for Mission Critical PTT (source 3GPP TS 22.179)
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KPI-4 on late entry call time is illustrated in the figure below (also sourced from 3GPP TS 22.179):

—— PTT request

— PTT request grant

— PTT release

Transmitting user

Talker Audio Capture

Initial lost audio
Receiving user 1
A

Audio Playback

N——
! N Networkand UE processing delay
Late Call Entry granted by MCPTT application server

r Late Call Entry time (KPI 4)

Late Call Entry
by receiving user

Figure 4: lllustration of Late Entry Delay (source 3GPP TS 22.179)
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Appendix 3 3GPP Mission Critical Video Service KPIs

The 3GPP specifications define service requirements for operation of MCVideo services as defined in 3GPP TS 22.281
V16.0.0 (2018-09):

https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationld=3018

Specifically, the specification defines the following latencies requirements:

The MCVideo Service shall ensure that transmission of urgent real time video transmissions shall be started
within 2 seconds after the request.

The MCVideo Service shall ensure that the end-to-end delay from transmitting MCVideo UE to receiving MCVideo
UE or console for urgent real time video transmissions shall be no more than 1s.

A sending MCVideo UE may be configured to begin storing video immediately from the time the user requests
an MCVideo transmission. In this case the end to end delay shall not exceed 1 s plus the commencement delay
(upto2s).

The MCVideo Service shall ensure that the end-to-end delay from transmitted MCVideo UE to receiving MCVideo
UE or console for non-urgent real time priority video transmissions shall be no more than 10 s.

Synchronisation between video and audio when played at the MCVideo receiving UE or console shall be within
50 ms.
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Appendix 4 3GPP Mission Critical QCls
The following Mission Critical Quality of Service (QoS) Class Identifiers (QCls) are defined in 3GPP TS 23.203 v16.2.0

(2019-12):

65 GBR* 0.7 75ms 10-2 Mission Critical user plane Push To Talk voice
(e.g., MCPTT)

67 GBR 1.5 100ms 10-3 Mission Critical Video user plane

69 Non-GBR | 0.5 60ms 10-6 Mission Critical delay sensitive signaling
(e.g., MCPTT signaling, MC Video signaling)

70 Non-GBR | 5.5 200ms 10-6 Mission Critical Data (e.g., www, e-mail,
chat, ftp, p2p file sharing, progressive video,
etc.)

* GBR — Guaranteed Bit Rate
QCls 65, 69 & 70 were introduced in 3GPP release 12. QCI 67 was introduced in release 15.

-
0
\

www.tccasinfo
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