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1. Introduction

This technical primer has been produced by TCCA’s SCADA Group” as foundation document as part
of series of whitepapers about emerging wireless bearers for Supervisory Control and Data
Acquisition (SCADA) applications. It is intended to give a more detailed technical description of the
potential SCADA bearers, both current and emerging.

Within this primer the term SCADA is used quite generally and it is intended to include traditional
telemetry and telecontrol applications. Typical SCADA applications include controlling and
monitoring the flow of water, electricity, etc. through to automated transit systems.

SCADA is a mature technology that has developed over many years, using many different
communications bearers. Mission critical SCADA systems require rugged, reliable and cost effective
communications and a number of different wireless technologies have been used successfully to
meet this requirement.

Over the past few years there have been major developments in mobile broadband technologies
(such as 3G and 4G) and these have enabled the massive growth in mobile data, smart phones and
applications. At the same time the use of the internet and associated cloud based services has
expanded dramatically.

More and more devices are being connected to the Internet and there has been a great deal of
interest in concepts such as Machine to Machine communications and more recently the Internet of
Things.

This in turn has led to the development of new communication bearers to support the vast number
of anticipated loT devices, both in terms of 4G, NB-loT and future 5G systems, plus technologies
based on licence-exempt spectrum such as WiSUN, WiFi, Zigbee, LoRa and Sigfox.

1.1 Abbreviations

DL Downlink

DMR Digital Mobile Radio

GPRS General Packet Radio Systems

GSM Global Standard for Mobiles

M2M Machine to machine - technology that supports direct communication between
machines (as opposed to with Humans)

MC Mission Critical

MCL Maximum coupling loss

MPLS Multi Protocol Label Switching

NFV Network Function Virtualisation

loT Internet of Things - an ecosystem of devices and objects, typically equipped with
sensors, that communicate with each other

RAN Radio Access Network

SCADA Supervisory Control and Data Acquisition

SST SCADA, Smart Grid and Telemetry

TCCA The Critical Communications Association

TETRA TErrestrial Trunked RAdio

UE User Equipment (i.e. mobile device)

UL Uplink

VSAT Very Small Aperture Terminal (satellite network using small dishes)

! For further information on TCCA’s SCADA, Smart Grid and Telemetry Working Group please see:
https://tcca.info/tetra/scada/
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1.2 Definitions

Telecontrol The remote control of equipment such as power switches and breakers,
including load control/load shedding, valves and actuators. Telecontrol
systems normally include telemetry functions in order to report back the
current status

Telemetry The remote measurement and reporting of information, from remote
sensors, meters etc.

2. Traditional SCADA Wireless Bearers

This section describes established wireless bearers that are being used today.

2.1 TETRA

TETRA is a mobile communications standard that was originally developed for the public safety
market. TETRA includes a powerful range of data bearers. The two most common bearers used for
SCADA are the Short Data Service (SDS) and packet data service.

Short Data Service (SDS-TL) uses the control channel to transfer typically up to 130 8-bit characters
with a typical delivery time of 1-2 seconds.

Secondary control channels (SCCH) can be used to provide more capacity for SDS and up to three
secondary channels can be added. This reduces traffic on main control channel (especially for voice
and data networks) and offers a flexible way of adding capacity.

Packet data uses dedicated IP-based packet data channels which can be static or dynamic. Single or
multislot operation can be used (subject to implementation) and speeds are typically up to 3kbit/s
per slot (12kbit/s with four slots).

In order to maximise data SDS throughput, some TETRA manufacturers have implemented
proprietary algorithms that improve the SDS throughput of the service whilst still using the standard
SDS bearer over the air. An example of this is the Synchronous Data Manager from Teltronic’.

TETRA includes a high level of security. Security features include: mutual authentication, air interface
encryption and end-to-end encryption. Radio terminals can also be remotely disabled.

TETRA is a well proven bearer for MC SCADA and has been used extensively for this purpose since
2004°. See Appendix A for a list of schemes captured by TCCA’s SCADA WG.

2.2 Point to multipoint VHF/UHF

For many years, utilities have depended on point-to-multipoint radio systems for SCADA. These
systems are usually planned around a base station which continuously polls points on the network to
measure parameters such as voltage and current in an electricity network, pressure and
temperature in a gas network and pressure and flowrate in water networks. Depending on the

2 https://tcca.info/trials-of-teltronics-synchronous-data-manager/

* TCCA’s SCADA Group maintains a list of MC SCADA schemes using TETRA that it has compiled using publicly
available information. The earliest scheme on the list is from 2004 but there may be earlier schemes that

are not on this list.
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nature of the control networks, sometimes the outstation points are intelligent and only
communicate when they have alarms to signal. Both VHF and UHF are commonly used for these
networks, frequently using directional antennas for the outstation points to achieve ranges of over
30 km with 99.9% availability.

Figure 1 Example of Point-to-MultiPoint Architecture

Using the latest ETSI standard EN 300 113, data rates of 38 kbits/s or more are available in 12.5 kHz
channels, and up to 76 kbit/s and more in 25 kHz channels. Systems are available under EN 302 561

which can use concatenated 12.5 kHz channels up to 150 kHz to deliver data rates approaching 1
Mbit/s.

Experiments are now underway to explore the concept of diverse routing — termed multi-point-to-
multipoint to ensure that each point on the network has two routes back to the control room for
resilience. [This differs from a wireless mesh network in that it is deterministic such that the control
node determines the route, not the outstation.]

Figure 2 Point to multipoint
VHF/UHF Outstation
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2.3 Satellite

Satellite telemetry systems have the benefit that they don’t require any terrestrial back-haul
network and can therefore be made extremely resilient against loss of wide area loss of mains
electricity supplies. They are also useful for remote areas where there is little terrestrial
infrastructure and not a large amount of utility infrastructure to monitor. They are usually based on
a fixed satellite network such that dishes pointing to the satellite are attached to the equipment to
be monitored. Some applications use the mobile satellite networks to overcome the need to have a
dish pointing very accurately to a single point in the sky, but their data rates are more limited and
they are generally more expensive than the fixed VSAT (Very Small Aperture Terminals).

On disadvantage of VSAT terminals is that twice a year during the equinoxes they are susceptible to
sun outages due to solar radiation.

Figure 4 VSAT Outstation Figure 3 GPRS Outstation

i
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2.4 GPRS

The General Packet Radio Service (GPRS) is perhaps the most widely used public network mobile
service used by utilities. It is based on the GSM/2G Service with a theoretical data rate of up to 172
kbits/s, although in practice 20-40 kbits/s is more common. Latency varies according to the network
loading, and can rise one second or more, and there is no guarantee of service. Availability and
resilience are dependent on the particular mobile network carrier chosen, but the service is very
cost effective and coverage is usually the best of any mobile service offering. Security of the
2G/GSM/GPRS service has been questioned, but is most probably only an issue when hostile state
actors are involved.

2.5 DMR

A new telemetry service is emerging based around the Digital Mobile Radio (DMR) Standard based
on 12.5 kHz channelisation. Although the data rates is slow — 4.8 kbits/s, for wide area automation
schemes this is sufficient. If more capacity is needed in an area, extra channels can be added, taking
advantage of the trunked nature of the standard. The benefits of the DMR standard are that it has
more flexibility in use of spectrum than TETRA, and is available in VHF frequencies which are ideal
for wide area coverage. Because planning is more akin to a mobile than fixed network, as long as
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outstations can see more than one base station, it is highly flexible and resilient. Thus a resilient
DMR data network will be designed with overlapping base station coverage and redundant routing
for backhaul.

2.6 CDMA
CDMA is used in Europe for a variety of purposes including metering and SCADA.

Utility Connect is a private utility CDMA network in the Netherlands that was formed from a
partnership of energy companies Alliander and Stedin as well as network operator KPN. Initially
consisting of around 140 sites” with typical site radius of 12Km. Currently used for smart metering
but likely to be used for other applications such as smart grid

Alliander have also established a company in Germany, 450 connect’, to operate with partners, local
and regional CDMA450 networks to provide the energy sector with secure and reliable
communications networks for energy networks.

In Austria, Kapsch CarrierCom, a global system integrator and supplier of end-to-end
telecommunications solutions acquired nine frequency blocks in the 450 MHz range with the
intention to use this for various applications such as in the area of smart metering.

MvM Net, a subsidiary of MVM which is a state owned energy company in Hungary has acquired
450MHz spectrum and built a CDMA450 network.

2.7 WiMax
WiMAX is a wireless broadband OFDMA standard produced by the IEEE for wireless metropolitan
area networks. Typically this uses spectrum channel bandwidths of 3.5-10MHz.

For mission critical use, the IEEE GRIDMAN group have developed a variant of WiMAX that can be
used with licensed spectrum using narrower channel bandwidths from 100 kHz up to 1.25 MHz,
including 1 MHz explicitly. Whilst it is targeted at operation in the 700 MHz band it also supports
operation in other VHF/UHF bands.

WiMAX has been used by a number of utilities in the USA and elsewhere in the World. Some
examples are:

¢ Kyushu Electric Power Company, Japan — smart meter project

* SP Ausnet, state of Victoria, Australia — smart meter project

¢ City of Houston, USA — municipal network including traffic management and water
metering.

In the UK, Western Power Distribution carried out an extensive trial of WiMAX as part of their
FALCON Project®, operating in the 1400 MHz band.

4 https:ﬁ/www.engerati.com/on;deman.d/alliander-and-stedin-our-dedicated-private-wireless-telecom-
network-and-smart-grid-becoming-reality/7176

> https://www.450connect.de
® https://www.westernpowerinnovation.co.uk/Documents.aspx
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Figure 5 WiMAX Outstation

2.8 Wi-Fi

Wi-Fi is the ubiquitous wireless LAN technology that is found in home and public wireless access
points, laptops, tablets, mobile phones devices, TVs etc. The term Wi-Fi is a trademark of the Wi-Fi
Alliance, a not for profit organisation that promotes and certifies equipment. Wi-Fi uses the IEEE
802.11 protocols. The Wi-Fi Alliance expected WiFi shipments to surpass 15 billion units by the end
of 2016. Bandwidth of 802.11 typically ranges from Mbits/s to Gbits/s depending upon the specific
protocol variant.

Range is typically up to 30 metres indoors but this will very much depend upon the environment and
construction of the building. Outdoor unobstructed coverage is typically up to 100 metres.

2.9 Wi-SUN

Wi-SUN (IEEE 802.15.4g) was developed to address the needs of Smart Utility Networks, which
require low power, long range, peer-to-peer Field Area Networks . It has been standardised as IEEE
802.15.4g and is backed by the Wi-SUN Alliance. It uses sub 2.4 GHz spectrum such as the 900 MHz
ISM bands and range is typically 1Km. Bandwidth is quoted as up to 300kbps’. Wi-SUN networks
support star and mesh topologies, as well as hybrid star/mesh deployments, but are typically laid out
in a mesh topology where each node relays data for the network to provide network connectivity.
Wi-SUN networks are deployed on both powered and battery-operated devices.

TEPCO (Tokyo Electric Power Company Inc) have specified the Wi-SUN specification for the wireless
protocol between smart meter and home energy management system and expect to replace all its
approximately 13 million meters by the end of 20225,

2.10 Zigbee

Zigbee is a short range wireless mesh networking technology based upon the IEE 802.15.4 standard
and is optimised for battery operation. The Zigbee Alliance maintains and develops the Zigbee
standards.

Zigbee® uses unlicensed bands worldwide at 2.4GHz (global), 915Mhz (Americas) and 868Mhz
(Europe). The raw data throughput varies between 250Kbs and 20Kbs depends upon the frequency
band. Range is typically 10 to 20 metres.

7 https://www.wi-sun.org/images/assets/docs/Wi-SUN-Alliance-Comparing_loT_Networks-r1.pdf
& www.nec.com/en/global/techrep/journal/g15/n02/pdf/150218.pdf
? http://www.zigbee.org/zigbee-for-developers/network-specifications/zigbeepro/
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Zigbee has been widely used for smart meters in the USA (e.g. Texas and California) and in the UK for
the Smart 2 meter and home area network.

3. Emerging Bearers

3.1 Background

The explosion of the Internet of Things (1oT) is driving the need for cost effective low power wide
area (LPWA) communications and volumes of 10T devices are predicted to grow to many billions of
devices. Key enablers for 1oT wireless communication bearers include®®:

— Avery low unit cost to make the business case viable (this in turn requires a simple radio
interface/protocol in order to simplify the chipset)

— Devices only need low data rates and can tolerate increased latency

— Support for very high cell density of devices

— Battery operation with typically a 10 year battery life

— Needs to work ‘out of the box’ as it is impractical to individually provision large numbers of
devices

— Improved coverage (e.g. 20 dB better than that achieved by current 3GPP technologies)

Over the past few years a number of proprietary and open standard technologies have emerged to
address this market. Until recently, 3GPP was focussed on higher data speeds for 3G/4G
smartphones (with little optimisation of battery life) but over the last two years there has been a
huge standardisation push to develop loT specific enhancements for 3GPP .

3.2 3GPP based Solutions

3.2.1 3GPP2G (GSM)
3GPP have introduced an EC-GSM loT variant for those operators that don’t have LTE networks. EC-
GSM brings loT targeted improvements for the lower radio layers of GSM/GPRS/EDGE networks. It is
anticipated that this can be implemented with a software upgrade only.

In February 2016 Ericsson, Orange and Intel completed a live trial of EC-GSM loT technology using
the 900 MHz band**.

3.2.2 3GPPAGLTE

There are three 4G based solutions considered here, basic LTE and two loT variants, LTE-M and NB-
loT.

Basic LTE

The term basic LTE is used here to refer to standard LTE data services using a network/device that
supports Release 8 or later. Basic LTE offers very high data rates and low latency but doesn’t support
extended battery operation and/or range enhancements.

Of particular interest to mission critical SCADA applications considered in this whitepaper are the
emerging public safety projects using LTE such as FirstNet in the USA, ESN in the UK and SafeNet in
South Korea.

'%3GPP TR 45.820 Cellular system support for ultra-low complexity and low throughput Internet of Things
(CloT) (Release 13)

1 http://www.landmobile.co.uk/news/ericsson-orange-and-intel-successfully-complete-ec-gsm-iot-trial/
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Where a public safety user shares a commercial LTE network then priority and pre-emption will be
needed to be able to offer guaranteed quality of service for public safety users. LTE Release 12
brings priority and other mission critical features. Also it is likely that network hardening will be put
in place such as power backup and resilient transmission will be introduced to meet public safety
requirements.

If the LTE network operator offers some of the public safety data features to critical infrastructure
users who are not regarded as public safety users then this could be an attractive bearer for mission
critical applications such as SCADA.

LTE-M

LTE-M is based upon the standard LTE wide band radio interface but includes loT enhancements for
battery life and coverage. It is expected to be a software only upgrade.

Planned deployments of LTE-M include:
- Verizon - USA, LTE-M1 network launch early in 2017
- AT&T - USA —rolled out by Q2 2017

- Orange —roll-out planned to begin in Belgium and Spain in 2017, with the rest of Orange’s
European footprint set to follow

NB-loT

NB-loT is a new narrow band radio interface for LTE. It is flexible to deploy from a spectrum point of
view as it is designed to operate in a 200kHz carrier re-farmed from GSM or using shared spectrum
in an existing LTE network, thus requiring no additional deployment of antennas, radio or other
hardware. It is expected to be a software only upgrade.

Planned deployments of NB-loT include:

- Vodafone — Germany, Ireland, the Netherlands, Spain in Q1 2017, Australia and New Zealand
(end 2017)

- Deutsche Telecom — commercial launch in Germany Q2 2017. Netherlands to be rolled out by
end of 2017

- Singtel — trial starting H2 2016

- TIM has rolled out Italy's first live NB-loT network*? in Turin to measure and improve the
efficiency of the country's water networks

Technical Summary of 3GPP loT Options
Table 1 summarises the technical parameters for the various 3GPP loT options.

MCL refers to maximum coupling loss and is a metric that is related to the range of the technology,
the bigger the number the greater the range.

12 http://www.mobileeurope.co.uk/press-wire/tim-brings-nb-iot-to-italy-with-connected-water-meters
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NB1 M1 N/A

UE Category 1
MCL 144 dB 164 dB 156 dB 164/154dB
Bandwidth 1.4-20 MHz 180 KHz 1.08 MHz 200 KHz
Peak Data Rate UL 10 Mbps 50 Kbps 1 Mbps 70—240 Kbps
DL 5 Mbps 50/20 Kbps 1 Mbps 70—240 Kbps
Power Class 23 dBm 23 dBm 23dBm,20dBm  33dBm/23dBm
Target Battery Days 10 yrs 10 yrs 10 yrs
Life, 2 AA cells . . .

(Traffic (Traffic (Traffic

dependent) dependent) dependent)
Security High As LTE As LTE As LTE

Table 1 - Technical Summary of 3GPP based Technologies

3.3 5G

5G is the next (or Sth) mobile network generation, following GSM (2G) 3G and 4G/IMT. It will be
characterised by higher data rates, and higher capacity, reduced latency and improved coverage and
spectral efficiency. It will have a new radio access network and support large numbers of
simultaneous connections, specifically the Internet of Things and Machine to Machine.

While there is no global Standard at the moment, the standards bodies have developed
requirements, and mobile equipment manufacturers are developing and trialling 5G technology
components.

Whilst there has been a lot of publicity about 5G, some®® have questioned whether, given the
maturity and performance of 4G, there is really a market need for 5G technology. For mobile
operators a major investment will be required for 5G, which will require new equipment and
significant investment in radio spectrum licences.

More recently 3GPP have agreed to an intermediate solution, Non-Standalone 5G New Radio (NR)
which will allow the use of 5G NR carriers to boost data-rates and reduce latency whilst retaining the
existing LTE Evolved Packet Core (EPC) as the anchor for control and mobility management. This will
allow operators to gradually introduce 5G rather than the ‘big bang’ approach of introducing new 5G
core and RAN. First trials are expected in 2019.

Y see ‘The 5G Myth’, William Web ISBN 9781 540465818, 2016

SCA17-27-03 Technical Primer - Current and Emerging SCADA Wireless Bearers Final



Of most interest for SCADA use are the features to support critical communications™®, including

* Low latency
* High availability and reliability
*  Prioritised traffic

Examples of 5G mission critical use cases given in the feasibility study' are:

* Substation protection and control ( with latency as low as 1 ms end-to-end and packet loss
rate: as low as 10-4)

*  Smart grid system with distributed sensors and management (including 99,999 % reliability
and 8 ms latency)

Also being standardised as part of 5G is Network Function Virtualisation (NFV) which includes the
concept of ‘network slicing’. This would allow a network to support a number of ‘slices’ each
optimised for different characteristics (such as latency and bandwidth). This could allow the
operator to offer different ‘slices’ to different customer groups such that each customer group
appears to have their own network. This will give the operator great flexibility and it could for
example offer a dedicated virtual mission critical network that guarantees a high quality of service.

So whilst 5G may have the potential to offer very high performance bearers for SCADA it is too early
to say how exactly 5G will evolve.

3.4 Licence Exempt Technologies

This section describes some of the emerging licence exempt technologies and it is not an exhaustive
list. Time will tell which of these will survive as the market not expected to be big enough to support
all players. There is therefore a risk of committing to a technology that may become obsolete.

3.4.1 Medium Range

There are existing licence exempt medium range technologies, such as PMR446 and WiFi, WiSUN
and Zigbee.

The only significant development in medium range licence exempt technologies is the use of White
Space Devices. These use unused spectrum, often in UHF TV bands, and employ a white space
database which uses location and coexistence requirements to set device characteristics.

3.4.2 Low Power Wide Area (LPWA)
LoRa

LoRa (short for Long Range) is an open standard specification which is maintained by the LoRa
Alliance. LoRa Alliance members develop the higher level protocols which define device
interoperability and data transfer between devices and the user host server.

LoRa uses an adaptive rate spread spectrum technique developed by Semtech, which is a French
semiconductor company. Three different types of devices are supported depending upon the
required downlink latency and battery life.

“3GPP TR 22.862, Feasibility Study on New Services and Markets Technology Enablers -

Critical Communications;Stage 1(Release 14)
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LoRa has a flexible architecture and allows the creation of different sized networks, from on-site

coverage, to city to national. A number of operators offer LoRa services but private LoRa networks

are also possible.

LoRa uses unlicensed spectrum (e.g. 868 MHz in EU) and, as well as offering no regulatory protection

from interference, this imposes some limits on power and duty cycles that can be used. For example
in the European Union the LoRa specification limits the duty cycle to 1% to avoid congestion.

The LoRa Alliance state that there are 47 LoRa operators, including:

Swisscom — Switzerland (national)
Orange France — France (national)
KPN - Netherlands (national)

SK Telecom — South Korea
Collaborative Group - Glasgow, UK*®

A private LoRa network could be quite attractive for remote areas where there is no coverage from

commercial networks.

Table 2 summarises the technical parameters of LoRa.

B C

UE Category A

MCL 157dB @ 250bps
138 dB @ 5470 bps
120 dB @ 50000 bps
Bandwidth 125KHz/250 KHz
Peak Data Rate UL&DL 50,000 bps
Power Class Max +27 dBm (EU 893.4 - 869.65 MHz)
Target Battery Life 10 yrs N/A
Security 128 bit AES
Latency UL ALOHA UL ALOHA UL ALOHA
Followed by DL periodic DL Continuous DL

Table 2 — Technical Summary of LoRa

15 .
https://www.lora-alliance.org/
16 http://www.landmobile.co.uk/news-search/topic/switching-on
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Sigfox

Sigfox operate a proprietary ‘device to cloud’ wireless network through operator partners and it is
positioned as an ultra low cost service. It uses an ultra narrow band technology which offers a very
low date and there is a limitation on the number of messages per day that can be sent or received.

Sigfox uses unlicensed spectrum (e.g. 868 MHz in EU) and, as well as offering no regulatory
protection from interference, this imposes some limits on power and duty cycles that can be used.

It is stated that at the start of 2017 that Sigfox had a presence in 32 countries and it claimed® that
this will increase to 60 countries by 2018, e.g.

— Thinxtra - Australia, New Zealand with Hong Kong to launch June 2017
— Telefonica — Europe and Latin America.
— Arquiva —now live in eleven major UK cities.

Table 3 summarises the technical parameters of Sigfox.

MCL =160dB

Bandwidth 100Hz

Peak Data Rate UL&DL 12 bytes UL, 8 bytes DL
Target Battery Life 10 yrs

Security Crypto token, no payload encryption

(as an option?)

Latency Max. 140 messages/day UL
4 messages/day DL (triggered by UL)

Table 3— Technical Summary of LoRa

4, Network Resilience Considerations

When looking at the resilience of a bearer it is important to consider the underlying network
topology and resilience. In this section typical differences between self-provided networks and
commercial networks are considered.

Traditionally wireless mission critical SCADA used a self-provided network that was specifically
designed to give the required level of resilience in terms of power, transmission and avoidance ( or
at least minimisation) of single points of failure. This allows the resilience of the network to be
optimised for the application.

Today’s mission critical mobile networks (e.g. TETRA, P25), commercial or private, tend to serve a
smaller number of customers but are generally built with a higher level of resilience than
commercial mobile networks.

7 https://www.sigfox.com/en/sigfox-story
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As commercial mobile networks continue to expand their coverage, offer ever richer services and

costs keep decreasing then the option to user hosted bearers/services becomes more attractive. But

it is important to understand the typical levels of resilience that commercial networks are designed
to achieve. The fundamental purpose of a commercial wireless network is to make a profit and so

design considerations focus on maximising revenue rather than mission critical aspects such as
security, resilience and performance. Some very general observations for a typical mobile network
are given below but this will also vary from country to country.

Item Description Typical Resilience
Core Switch These are the switching and/or | Data centre architecture with generators (several days
Sites radio backhaul aggregation fuel), batteries and dual DC/AC power systems and
nodes. Traditionally these were | distribution. Multiple diverse transmission routes into
very hierarchical but with the the site and a high level of physical security
move from 2G to 3G to 4G the
architectures have become
flatter with less core sites
needed
Core This is the high bandwidth Dark fibres may need active optical amplification if the

Transmission

transmission network that
interconnects the core sites.
Typically a highly meshed fibre
network supporting a private
MPLS cloud, over dark fibre or
an IP leased service

routes between sites are long.

For a leased service then resilience very much
depends upon the provider. Diverse routing likely to
be offered but power backup may be limited

Metro Ring High bandwidth rings that May be provided by a third party telco. Typically
connect the core to the diversely routed. Power resilience depends upon
backhaul. provider.

Backhaul Links (typically microwave) that | Generally self-provided links. May be rings for higher
connect the radio sites back to resilience but this is more expensive. Multiple
the metro ring radio/antenna typically for links carrying aggregated

traffic from many base stations
Battery backup more likely at concentrator sites that
support traffic from many base stations

Radio Site This is the site with the active Varies from no power backup to batteries providing

radio equipment that provides
the radio coverage

standby of the order of minutes or hours™.
Commercial networks will often rely on overlapping
coverage to mitigate the loss of a single site. As the
numbers of base stations increase (with the use of
higher frequencies) and available space decreases
then the sheer numbers of sites means it is
uneconomic to provide extensive power backup

18 Specific information about Norwegian mobile networks (in Norwegian)
https://www.nkom.no/aktuelt/rapporter/forel%C3%B8pige-erfaringer-og-forslag-til-tiltak-

etter-ekstremv%C3%A6ret-dagmar
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A successful loT commercial model depends upon being able to support huge volumes of devices at
a very low cost unit subscription. 3GPP (2G/4G) based IoT solutions can be offered by existing mobile
network operators for relatively small investment (generally as a software upgrade) and the level of
resilience is likely to be very similar to the existing mobile services. This can make loT very attractive
to mobile network operators.

Dedicated loT networks such as LoRa and SigFox have to build new infrastructure and so in order to
compete with 3GPP based loT they have to offer an extremely an low cost subscription. This in turn
drives the need for a low cost infrastructure which means it is a challenge to implement a high level
of resilience.

Commercial mobile networks have typically focussed on maximising revenue rather than mission
critical aspects such as security, resilience and performance. Therefore any use of a commercial
mobile network for mission critical SCADA needs to consider carefully the inherent resilience of the
host network.

In some cases multiple bearers may be used to enhance resilience, with the bearers using dissimilar
technologies. An example of this could be a commercial network and a satellite backup.

An interesting new development is the use of commercial LTE networks being used for mission
critical networks (e.g. United Kingdom). These may require enhanced levels of resilience compared
to normal commercial networks which could also be beneficial for the support of mission critical
SCADA users.
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