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Test Session Announcement: 
Session #1009 hosted by Teltronic 

 

Period of testing:  

Second round: 05-October-2026 – 18-December-2026 

Name of the Infrastructures / Equipment: NEBULA 

Venue of testing: Teltronic, Zaragoza, Spain. 
 

Trunked Mode Operation - Multi Test Session: 

 

Name of features to be tested with reference to the relevant TIP specs : 

F1 Core F11 AIE 

F2 SDS F12 SI 

F3 DGNA F13 ED 

F4 Authentication F14 TKD 

F5 PD F15 CAD 

F9 AL F19 LIP 

F10 E2EE   

 
New feature(s) and new sub-feature(s) to be tested compared with the previous 
tested functionalities:  Security Algorithms to be tested: Seat A and Set B 

 

F4 
Authentication 
Authentication using key K2 

- Non mutual authentication 
- Mutual authentication 

F11 

Air Interface Encryption 

- Air Interface Encryption using a KSG from TEA Set A 

- Security Class 3: Location Updating (Initial, Undeclared, Unannounced) and AI 
Signalling Protection 

- Security Class 3: Location Updating (Announced) and AI Signalling Protection 
- Security Class 3: Communications 
- Security Class 3: OTAR and change of CCK 

 
- Air Interface Encryption using a KSG from TEA Set B 
- Security Class 3: Location Updating (Initial, Undeclared, Unannounced) and AI 

Signalling Protection 
- Security Class 3: Location Updating (Announced) and AI Signalling Protection 
- Security Class 3: Communications 
- Security Class 3: OTAR and change of CCKX 
- Identity Encryption ESI (Encrypted Short Identity) 
- Identity Encryption MAE (MAC Address Encryption) 
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F13 

Enable / Disable 

- Enable and Disable of an MS using authentication with Key K2 
- Enable and temporary disable of an MS 
- Permanent disable of an MS 

F14 

Tetra key Distribution 

- TEA Set B: Delivery of K2 and SCKX 
- Delivery of Authentication Key K2 
- Delivery of SCKX 

 

The following table lists features that have been certified on this SwMI: 

F4 Authentication 

 

Authentication using key K  
- Non mutual authentication 
- Mutual authentication 

 

F11 Air Interface Encryption 

 

- Security Class 3 Air Interface Encryption 

- Encrypted Location Updating (Initial, Undeclared, Unannounced) and AI 

Signalling Protection  

- Encrypted Location Updating (Announced) and AI Signalling Protection 

F13 Enable / Disable 

 

- Enable and Disable of an MS using authentication with Key K 

- Enable and temporary disable of an MS 

- Permanent disable of an MS 

F14 Tetra key Distribution 

 

- TEA Set A: Delivery of K and SCK 

- Delivery of Authentication Key K 

- Delivery of SCK 

 

The Certificates and Test Reports are expected to be published on the TCCA 
website 45 working days after finishing the session (est. February 23, 2027) 
according to the agreed testing process. 


